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1 Reason for Change

This CR is intended to resolve the issue addressed following comment:
	I004
	2011.12.21
	T
	5.4.1
	Source: Fujitsu
Form: 138

Comment: listed Optional Authentication types are rarely used, and not desirable to be used for interoperability
Proposed Change: removing section 5.4.1 from the TS
	Status: OPEN 

	I005
	2011.12.21
	T
	5.6
	Source: Fujitsu
Form: 138

Comment: description text needs improved
Proposed Change: "The security of this message depends upon a digest." changed in "The security of this message depends upon verification of digest field of notification message.“
	Status: OPEN 


This CR also solve the minor issue within the Security TS.

2 Impact on Backward Compatibility

Some Optional Authentication mechanism are disabled, but WG members realized those are rarely used.
3 Impact on Other Specifications
None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG member should agree on this CR.
6 Detailed Change Proposal

Change 1:  I004: Removing optional Auth mechs


	
	

	
	

	
	

	
	

	
	


Change 2:  Explain how Notification security is protected
5.6 Notification Initiated Session

OMA DM offers the ability for a DM Server to make a request to a DM Client to establish a Management Session.  The security of this message depends upon verifying integrity of the message using the value of digest field.  The specification of this message can be found in [DMNOTI].
Change 3:  Remove the specification to reuse previously used nonce
5.4.4 Password and nonce usage

Both password and nonce are RECOMMENDED to be at least 128 bits (16 random octets) in length.

The nonce value MUST be issued in a challenge from either the DM Client or the DM Server. In the case of the credentials being sent prior to a challenge being issued, then the last nonce used SHALL be reused. The authenticator MUST be aware that the issuer of the credentials may be using a stale nonce (that is to say, a nonce that is invalid due to some previous communications failure or a loss of data). Because of this, if authentication fails, one more challenge, along with the supply of a new nonce value given by NextNonce element, MUST be made. If second challenge failed to authenticate the Server, the Client MUST NOT try further authentication.
A new nonce SHOULD be used for each new session.  The sequence of nonce values (as seen across sessions) SHOULD be difficult to predict.
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