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1 Reason for Change

The purpose of this CR is to explain the relationship between the NextNonce meta element and the AAuthData node in DM Acc MO.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the Security TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Adding a new normative reference
2.1 Normative References

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[DMDICT]
	“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance(. 
OMA-SUP-DM_Dictionary-v1_0.                                                          URL:http://www.openmobilealliance.org

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Bootstrap-V1_3.                                                              URL:http://www.openmobilealliance.org

	[DMMETA]
	“Device Management Meta Information, version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_ _MetaInfo-V1_3.                                                     URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_Notification-V1_3.                                                                     URL:http://www.openmobilealliance.org

	[DMPRO]
	“OMA Device Management Protocol, Version 1.3”. Open Mobile Alliance™.

OMA-DM_Protocol-V1_3.                                                                    URL:http://www.openmobilealliance.org

	[DMREPPRO]
	“OMA Device Management Representation Protocol”, Open Mobile AllianceTM, 
OMA-TS-DM_RepPro-V1_3,                                                                                           URL:http://www.openmobilealliance.org/

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.                                                                           URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_3.                                                                              URL:http://www.openmobilealliance.org

	[GSM11.11]
	“Digital cellular Telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface”, (ETSI TS 100 977).                                   URL:http://www.etsi.org/ 

	[HTTPBIND]
	“OMA Device Management HTTP Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_HTTPBinding-V1_3,                                                   URL:http://www.openmobilealliance.org/

	[OBEXBIND]
	“OMA Device Management  OBEX Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_OBEXBinding-V1_3,                                                        URL:http://www.openmobilealliance.org/ 

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1. 

URL:http://www.openmobilealliance.org

	[RFC1321]
	“The MD5 Message-Digest Algorithm”. Network Working Group. April 1992. 
URL:http://www.ietf.org/rfc/rfc1321.txt

	[RFC2045]
	"Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies” - N. Freed. November 1996.                                                                                                                                  URL: http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”. Network Working Group. February 1997. URL:http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC4648]
	“The Base16, Base32, Base64 Data Encodings”. S. Josefsson. October 2006.
URL:http://www.ietf.org/rfc/rfc4648.txt

	[RFC5843]
	“Additional Hash Algorithms for HTTP Instance Digests”, A. Bryan, April 2010.                                                                                               URL:http://www.ietf.org/rfc/rfc5843.txt

	[RFC6234]
	“US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF)”, D. Eastlake 3rd, etc. May 2011
URL:http://www.ietf.org/rfc/rfc6234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org

	[SHA]
	“Secure Hash Standard”, NIST FIPS PUB 180-1, National Institute of Standards and Technology, U.S. Department of Commerce, DRAFT, May 1994.                                                                                         URL: http://www.itl.nist.gov/fipspubs/fip180-1.htm

	[TS102.221]


	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221), URL:http://www.etsi.org/

	[TS131.102]
	“Characteristics of the USIM application”, (ETSI TS 131.102),                                          URL:http://www.etsi.org/

	[TS151.011]


	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011),                                                                                                                              URL:http://www.etsi.org/

	[TS33.220]
	“Generic Bootstrapping Architecture (GBA)”

URL:http://www.3gpp.org

	[TS33.223]
	“Generic Bootstrapping Architecture (GBA) Push function”

URL:http://www.3gpp.org

	[WAP-219-TLS]
	OMA Wireless Public Key Infrastructure V1.0, Open Mobile Alliance(, WAP-219_100-TLS

URL:http://www.openmobilealliance.org/

	[WBXML1.1]
	“WAP Binary XML Content Format Specification”, WAP Forum(.
SPEC-WBXML-19990616.pdf.                                                                 URL:http://www.openmobilealliance.org

	[WBXML1.2]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-154-WBXML.  URL:http://www.openmobilealliance.org

	[WBXML1.3]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-192-WBXML.  URL:http://www.openmobilealliance.org

	[WSPBIND]
	“OMA Device Management  WSP Binding Specification”, Open Mobile Alliance(, 
OMA-TS-DM_WSPBinding-V1_3,                                                          URL:http://www.openmobilealliance.org/

	[WTLS]
	“Wireless Transport Layer Security”, Open Mobile Alliance(, WAP-261-WTLS,

URL:http://www.openmobilealliance.org


Change 2:  Adding a new section

5.6 Next nonce considerations

OMA-DM supports two mechanisms for updating the nonce.  The updated nonce value can be either provided by the value of the NextNonce meta element [DMMETA] in the SyncML message or by the value of the AAuthdata node in the DMAcc MO [DMSTDOBJ].

The DM Client automatically sets the value of the AAuthData node to the value of the NextNonce element in the SyncML message if one of the following authentication schemes is in effect for the current DM Session:
· DIGEST

· DIGEST-SHA256

· HMAC

Since other authentication schemes do not support the nonce, if any other authentication scheme is in effect for the current DM Session, the value of the NextNonce element is ignored.






































































Note to the editor: Regenerate references after adding the new section and ensure that the reference in the HMAC Computation for Bootstrap section is updated. 





Note to the editor: Beware of “phony” section numbers.
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