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1 Reason for Change

In TS the Section “5.3.1 DM Account management object” mentions  that AppAuth is a placeholder for one or more Authentication Level subnodes but it is not  clear whether it is limited to the 6 AAuthLevel values listed in the table or if it allows values other than the ones listed in the table. 

CR proposes a clarification in the text considering the likely interpretation which the number Authentication Level subnodes is NOT limited to the 6 AAuthLevel values listed,  for the confirmation and agreement from the DM group.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the proposed clarification change be confirmed by the group and, if so agreed, the TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  In section “5.3.1 The DM Account management object” modify the following text line on the top of the AAuthLevel table
5.3.1  The DM Account management object

(...)

	AppAuth/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more authentication settings. 

To ensure against misalignment of credentials with their correct Authentication Level (<X>/AppAuth/<X>/AAuthLevel) and avoid unnecessary processing within Device, the node name used for this node SHOULD be the value of AAuthLevel node under it, 

For example:

<NodeName>AppAuth</NodeName>

     <NodeName>CLCRED</NodeName>

         <NodeName>AAuthLevel</NodeName>

              <Value>CLCRED</Value>


             Note that this interior node SHOULD be appeared only once for each same AAuthLevel value.
	AppAuth/<x>/AAuthLevel

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication level. 

Possible values include, but are not limited to, the ones listed in the table below:
Status
Interpretation
CLCRED
Optional

Credentials DM Client uses to authenticate itself to the OMA DM Server at the DM protocol level.

SRVCRED
Optional

Credentials DM Server uses to authenticate itself to the OMA DM Client at the DM protocol level.

NOTICRED
Optional
Credentials DM Server uses to authenticate itself to the OMA DM Client at the DM Notification message level
MACCRED
Optional
Credentials for MAC authentication.

See ‘Transport Neutral Integrity’ section of [DMSEC] for more detailed information.
NOTE: If this AAuthLevel is selected, only HMAC is valid value for AAuthType.
OBEX

Optional

Credentials for OBEX authentication.

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are valid values for AAuthType.

HTTP

Optional

Credentials for HTTP (/WSP) authentication. 

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are valid values for AAuthType.




Table 1: AAuthLevel Values
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