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1 Reason for Change

R03: Same version. R02 did not get uploaded correctly to the portal.

R02: Clarify reason for change: this cr is fixing a spec inconsistency which creates interoperability issues. 

Following CR has been agreed and applied to the TS before candidate publication in 2012, but other part of the spec needed to be changed as consequence and the current specification is inconsistent. 

http://member.openmobilealliance.org/ftp/Public_documents/DM/DM-DM13/2012/OMA-DM-DM13-2012-0066-CR_Auth_SessionlessReporting.zip
CRDM 13 2012 66 had following reason for change: 

Transport neutral integrity mechanism for Session-less DM must be applied when the transport is unable to provide authentication and integrity, and it must to be stateless since its delivery cannot be guaranteed in its delivery order and reliability. Note that nonce (number only used once) value cannot be reused more than once, and it is easy to be out of sync.
However, since none of existing authentication mechanisms meet the requirement, this CR proposed to use HMAC-SHA256 authentication mechanism which is currently under WG’s review. 

CRDM13 2012 66 introduced change 2 that removed  <cred> </cred> from the example and change 1 (hereafter) that modifed the chapter 5.2.1  adding Mandatory HMAC-SHA256 authentication/integrity mechanism. It thus removed the mandatory requirement for <cred> element required by other DM transport agnostic authentication types. Note that HMAC-SHA256 uses a transport header called x-syncml-hmac to carry the information.
5.2.1 Authentication Credentials

When the transport to send the Sessionless Report Message is unable to provide authentication and integrity, HMAC-SHA256 authentication mechanism, which is defined in [DM-Security], MUST be used as transport neutral integrity.
  

CRDM13 2012 66 introduced inconsistencies that cause Interoperability issues by not changing related text in the specification. Following text needs to be aligned with the proposed changes if we want the specification to be consistent:

· Chapter 5.2 states the <cred> element is mandatory whereas the chapter 5.2.1 was modified to remove this requirement and the authentication mechanism chosen does not use the <cred> element in the synchdr.
· SCR DM-SR_C_006-M makes support for the cred element mandatory which does not make sense.
· 5.3 includes a remaining </cred> tag that was forgotten in CR66. This example should not have passed XML validation. 
· DM-SR-C-008-M describes behaviour to be applied to supply a nonce. The corresponding text was removed from the specification completely. 
2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve and implement this CR.
6 Detailed Change Proposal

See attachement.
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