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1 Reason for Change

This CR corrects editorial errors after a series of previously approved CRs were incorporated into the specification.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is requested review and approve this CR.
6 Detailed Change Proposal
Change 1:  4. Introduction
4. Introduction

As DM Trees contain more managed objects which represent characteristics of a mobile device software and hardware, retrieving the complete DM Tree MOs over-the-air will be a time consuming and costly activity. It is also necessary from time to time for the DM Client and Server to synchronize their DM Trees for other management functions such as software downloading and customer care support to work effectively. Delta Records allow the DM Server to track changes applied to the Client DM Tree MOs. These Delta Records can be used to analyze the state of the Client configuration and synchronize the DM Tree information contained on the Client and Server.

When this feature is enabled all modifications of the DM Tree, including structure and data values, MUST be recorded and stored on the device in the form of Delta Records which can be retrieved by a DM Server. Delta Records provide a history of changes applied to a Client DM Tree including information on the time and authority which enacted the change, as well as the change itself. Delta Records MUST contain a sequence number, timestamp, and authority identifier, which together create a unique identifier per Delta Record.

This feature records in Delta Records the adds, deletes, and changes applied to the Client DM Tree. For management of  Delta Records the ability to retrieve, purge, and asynchronously send Delta Records to a DM Server are defined via the DeltaRec MO. 

The following diagram shows the flow of messages and events related to Delta Records;
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Figure 1: Message flows for Delta Record generation, retrieval, and purging.

Change 2:  6.2 Delta Record Management Object Parameters
6.2 Delta Record Management Object Parameters

This section describes the properties for DeltaRecMO.

	<x>/DeltaRec



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node groups together the parameters and Delta Records defined as a Delta Record Management Object. The ancestor elements of this node define the position in the Management Tree of this Management Object. The location of a Management Object within the DM Tree is out of scope for this specification.

The type of this node MUST be the Delta Record Management Object ID “urn:oma:mo:oma-deltarec:1.0”.


	Recording



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node is a placeholder for operations that can be executed to start or stop the generation of Delta Records.


	Recording/Start



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command to start the generation of Delta Records on the device.


	Recording/Stop



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command to stop the generation of Delta Records on the device.


	Recording/Status



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This leaf node specifies the operational state of the Delta Record function. The value of this node MUST be one of the following :
State

Meaning

Stopped

The Delta Record function is stopped.

Running

The Delta Record function is running.
Disabled

The Delta Record function has been disabled due to no resources available on the device for Delta Record generation and management. This state MUST only be set and reset by the Client and overrides the Start and Stop Exec requests.




	Purge



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command to purge Delta Records from a DM Client.




Thresholds

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	One
	node
	Get


This node groups the thresholds parameters used to determine when to Purge Delta Records from the Client in accordance with section 7.6 Purging Delta Records.

	Thresholds/MaxRecords



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, Replace
	

	
	This leaf node contains the maximum number of Delta Records that may be stored on a Client before a Purge is required. When the number of Delta Records exceeds the number in this leaf node, the Client MUST execute a Purge of all Delta Records in accordance with section 7.6 Purging Delta Records. See section 7.8 Threshold Value Settings for guidance on appropriate values.


	Thresholds/MaxMemory



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, Replace
	

	
	This leaf node indicates the maximum Client memory Delta Records may consume before a Purge is required. The value is expressed in kilobytes. When the amount of memory used to store Delta Records exceeds the number in this leaf node the Client MUST execute a Purge of all Delta Records in accordance with section 7.6 Purging Delta Records. The amount of memory used by Delta Records is measured by the number of bytes consumed by the Delta Record described in section 5 Delta Record Structure . See section 7.8 Threshold Value Settings for guidance on appropriate values.


Change 3:  7.5 DM Client Sending Delta Records 
7.5 DM Client Sending Delta Records

In order that Delta Records do not accumulate on a Client indefinitely the Client may asynchronously send all Delta Records to a DM Server(s). A set of parameters is defined under <x>/DeltaRec/Thresholds allowing a DM Server or DM Client to set the maximum number of records that may be stored on a Client, and/or the maximum amount of Client memory consumed by Delta Records. If these values are exceeded the Client MUST Purge the Delta Records in accordance with section  7.6 Purging Delta Records. The Client may also use other triggering events to send Delta Records such as, prior to or after a software download and installation, or after a reboot of the device.
Upon receiving the Delta Records the DM Server SHOULD apply the changes indicated in the Delta Records to its copy of the DM Tree associated with that Client, resulting in the synchronization of the Client and Server DM Trees. Once the Client has received a response from the DM Server indicating successful receipt of the Delta Records the Client MAY delete all the Delta Records that have been sent.

The DM Client will use the Generic Alert mechanism defined in section 8.7 of [DMPRO] to asynchronously send Delta Records to a DM Server.  The Generic Alert message includes the following data:

· An alert type “urn:oma:at:deltarec:1.0” 

· All Delta Records on the device in the XML format as described in section 5.0 Delta Records Structure.

The Delta Records sent to a DM Server are only those the Server has authority to receive as indicated in the ACL of the node referenced by NodeURI. The DM Client MUST not send a Generic Alert to a DM Server if there are no Delta Records present applicable to that DM Server, i.e. a null Generic Alert is not to be used to report that no Delta Records are stored for the DM Server. The DM Server may find this information by performing a Get on the <x>/DeltaRec/Records/AccumulatedRecords node. 

Change 4:  7.6 Purging Delta Records 

7.6 Purging Delta Records

The DM Client SHOULD Purge Delta Records from time to time to ensure there is not a long running accumulation of records. The Threshold values set in <x>/DeltaRec/Thresholds will ensure Delta Records do not accumulate to such an extent that they may consume resources needed by the Client. Threshold values SHOULD be set such that at maximum values the resources on the device allow for successful transmission and Purging.  In addition the Client or Server MAY Purge records at anytime.  The DM Server MAY choose to store Delta Records indefinitely and for purposes other than DM Tree synchronization but this is out of the scope of this specification. 

To Purge records from a DM Client the DM Server issues an Exec command on the DM Client <x>/DeltaRec/Purge node. This will invoke a function to remove all Delta Records stored on the Client.

When the DM Client receives a request to Purge Delta Records, regardless of source, it MUST first send all Delta Records to their respective DM Servers in accordance with section 7.5 DM Client Sending Delta Records. When the DM Client receives an acknowledgement from the DM Server indicating the server has received the Delta Records and once all DM Servers have similarly acknowledged receipt of their Delta Records the DM Client MUST delete the successfully transmitted Delta Records.

If a DM Server is unable to receive the transmitted Delta Records, those records will remain on the Client and the Client will re-attempt to send the Delta Records when it is next connected to that DM Server. Upon successful transmission of the Delta Records to all DM Servers associated with the records the Client MUST delete the records.

If during a Purge a Delta Record is found which has an invalid DM Server entry in the ACL, for example the DM Server is no longer actively managing the DM Client and has had its’ entry in the DM Account Managed Object deleted, the Delta Records associated with the inactive DM Server MUST be deleted. A Delta Record with a valid DM Server and an invalid DM Server in the record ACL will have the record forwarded to the valid DM Server before deletion.

Upon receiving request to Purge Delta Record, DM client SHALL check the current Delta Record sending status. If there are unsuccessfully sent Delta Records left, DM client MUST wait until all the Delta Records are transmitted successfully to all DM servers. A timeout T1 MAY be defined to avoid the dead loop between purge and new Delta Records generation. Once T1 is fired, DM client MAY clean the sequential successfully transmitted Delta Records.
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Package 2: Server sends an Exec command to start Delta Record recording on Client.


Package 4: Server sends command to modify an element of the Client DM Tree


Client modifies DM Tree as per command from Server and generates Delta Record.
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Package 4: Server sends a Get an Exec command to retrieve Delta Records


Package 3: Client sends Result command with all accumulated Delta Records


Package 4: Server sends an Exec command to purge all Delta Records


Client purges Delta Records



