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	Title:
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	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-DeltaRecMO-V1_0-20110726-D
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	10 August 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Attachements
	

	Source:
	RIM

	Replaces:
	n/a


1 Reason for Change

This CR incorporates changes to the Delta Record MO structure to align the style of the structure with other OMA DM MO structures.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is requested review and approve this CR.
6 Detailed Change Proposal
Change 1:  Section 8.1 Figure of the Management Object
8.1 Figure of the Management Object
(Informative)
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Figure 5: Delta Record Management Object.

Change 2:  Section 8.2 Delta Record Management Object Parameters
8.2 Delta Record Management Object Parameters

This section describes the properties for DeltaRecMO.

	<x>/DeltaRec



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node groups together the parameters and Delta Records defined as a Delta Record Management Object. The ancestor elements of this node define the position in the Management Tree of this Management Object. The location of a Management Object within the DM Tree is out of scope for this specification.

The type of this node MUST be the Delta Record Management Object ID “urn:oma:mo:oma-deltarec:1.0”.


	InclusionList


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node groups the list of nodes in the DM Tree that will  have Delta Records generated if a change is made to elements (nodes or leafs) under the node(s) listed in ./InclusionList/<x>/SubtreeURI.


	InclusionList/<x>


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This placeholder node allows multiple parts of the DM Tree to be named for generation of Delta Record records.


	InclusionList/<x>/SubtreeURI


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Add, Delete, Replace
	

	
	This leaf node contains the URI of a node in the DM Tree indicating all changes under this named node will be recorded as Delta Records. A change to the named node, specifically a delete of the named node from the DM Tree will generate a Delete Delta Record. 

Values

Leaf values are in URI format [RFC3986]



	Operations


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node groups Delta Record  operations. 


	Operations/Start



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command to start the generation of Delta Records on the device.


	Operations/Stop



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command to stop the generation of Delta Records on the device.


	Operations/Purge



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command to purge Delta Records from a DM Client.


	Operations/Query



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command allowing a DM Server to retrieve all Delta Records for which it has read access. Access to a Delta Record is determined by the ACL of the modified DM Tree element shown in the Delta Record. The Delta Record contains the ACL of the node referenced by NodeURI when the Delta Records was created. The ACL will be checked to ensure the requesting DM Server has access to the Delta Record.


	Status



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This leaf node specifies the operational state of the Delta Record function. The value of this node MUST be one of the following :
State

Meaning

Stopped

The Delta Record function is stopped.

Running

The Delta Record function is running.
Disabled

The Delta Record function has been disabled due to no resources available on the device for Delta Record generation and management. This state MUST only be set and reset by the Client and overrides the Start and Stop Exec requests.




	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	Thresholds


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node groups the thresholds parameters used to determine when to Purge Delta Records from the Client in accordance with section 9.6 Purging Delta Records.


	Thresholds/MaxRecords



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, Replace
	

	
	This leaf node contains the maximum number of Delta Records that may be stored on a Client before a Purge is required. When the number of Delta Records exceeds the number in this leaf node, the Client MUST execute a Purge of all Delta Records in accordance with section 9.6 Purging Delta Records. See section 9.8 Threshold Value Settings for guidance on appropriate values. The maximum value for this parameter SHALL not exceed 65,535.


	Thresholds/MaxMemory



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, Replace
	

	
	This leaf node indicates the maximum Client memory Delta Records may consume before a Purge is required. The value is expressed in kilobytes. When the amount of memory used to store Delta Records exceeds the number in this leaf node the Client MUST execute a Purge of all Delta Records in accordance with section 9.6 Purging Delta Records. The amount of memory used by Delta Records is measured by the number of bytes consumed by the Delta Record described in section 5 Delta Record Structure. See section 9.8 Threshold Value Settings for guidance on appropriate values.


	RecordsInfo


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node groups statistics and control parameters relating to Delta Records.


	RecordsInfo/RecordsCount


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	This leaf node contains the current number of Delta Records on the Client. The value must be greater than or equal to zero. After a Purge the value is set to zero.


	RecordsInfo/SeqInfo


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node groups information related to the Delta Record sequence numbering for all DM Servers.


	RecordsInfo/SeqInfo/<x>


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This placeholder groups a DM Server with its associated Delta Record Sequence Number count.


	RecordsInfo/SeqInfo/<x>/ServerID



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This leaf node specifies a server identifier associated with ./RecordsInfo/SeqInfo/<x>/SeqNumber.


	RecordsInfo/SeqInfo/<x>/SeqNumber



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	This leaf node is an unsigned integer in the range 0 to 65535. For each DM Server (./RecordsInfo/SeqInfo/<x>/ServerID) a sequential count of Delta Records associated with the DM Server will be maintained.  The value of this leaf node is the sequence number of the last Delta Record generated for the DM Server in ./RecordsInfo/SeqInfo/<x>/ServerID. See section 9.7 Sequence Number Management for further details. The first Delta Record generated begins with sequence number zero.




	
	
	
	

	
	
	
	



	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	


	
	
	
	
	
	

	
	
	
	
	
	

	
	

	Ext


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This optional interior node designates a branch of the DeltaRec root where platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Delta Record Management Object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.


Change 3:  Section 9.3 Starting and Stopping Delta Record Recording
9.3 Starting and Stopping Delta Record Recording

The starting and stopping of Delta Record generation on a Client is controlled by the Client or Server through the DeltaRec MO node <x>/DeltaRec/Operations. 

The DM Server or Client may perform an Exec command on the <x>/DeltaRec/Operations/Start to turn on the generation of Delta Records, and similarly on <x>/DeltaRec/Operations/Stop to turn off Delta Record generation. Successful execution of the Exec command will set the value of <x>/DeltaRec/Status to either Running or Stopped. The act of changing the <x>/DeltaRec/Status value will itself generate a Delta Record including the case where the Delta Record function is stopped. Thus the first and last Delta Records in a set of Delta Records collected over a period of time between the Exec command to start recording and the Exec command to stop recoding will be the Delta Records indicating the changes to the <x>/DeltaRec/Status.

The DM Client may at anytime set the <x>/DeltaRec/Status value to Disabled. This would normally be used if the DM Client became low on resources or had reached the maximum number of Delta Records it could store based on the values for <x>/DeltaRec/Thresholds/MaxMemory or <x>/DeltaRec/Thresholds/MaxRecords  and is unable to free storage space using the Purge function. The DM Client may resume the operation of the Delta Record function by setting the Status value to Stopped, after which a DM Server may start the generation of Delta Records using the Exec command as described above.

Any change to the <x>/DeltaRec/ Status value will be reported to all DM Servers managing the device via a Generic Alert. The DM Client will use the Generic Alert mechanism defined in section 8.7 of [DMPRO] to asynchronously send to a DM Server the new value of the <x>/DeltaRec/ Status.  The Generic Alert message includes the following data:

· An alert type “urn:oma:at:oma-deltarec:1.0:Status” 

· The URI <x>/DeltaRec/ Status 

The reporting of a change in the ./Status value to all DM Servers managing the device is needed to ensure there is no conflict between DM Servers over the use of the Delta Record function. If a conflict arises it will be quickly identified using this reporting mechanism. Resolution of the conflict is out of the scope of this specification and is left to the appropriate DM Server administrators to resolve.
The following is an example message:

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>
    <!-- Alert Code for Generic Alert -->

   <Item>      

<Source>

<LocURI>./DeltaRec/Status</LocURI>

</Source>

   <Meta>

     <Type xmlns=’syncml:metinf’> urn:oma:at:oma-deltarec:1.0:Status</Type>

     <Format xmlns=’syncml:metinf’>text/plain</Format>

    </Meta>

    <Data>



<!-- content of ./DeltaRec/Status one of “Stopped”, “Running” or “Disabled”-->

    </Data>     

   </Item>

</Alert>
Change 4:  Section 9.4 DM Server Retrieving Delta Records
9.4 DM Server Retrieving Delta Records

The DM Server with appropriate authority may retrieve all Delta Records from a client at anytime by using the Exec command applied to the node <x>/DeltaRec/Operations/Query.

Since multiple DM Servers may manage a single DM Client a DM Server will only be able to retrieve Delta Records where it is shown as as having read access in the record ACL.

Change 5:  Section 9.6 Purging Delta Records
9.6 Purging Delta Records

The DM Client SHOULD Purge Delta Records from time to time to ensure there is not a long running accumulation of records. The Threshold values set in <x>/DeltaRec/Thresholds will ensure Delta Records do not accumulate to such an extent that they may consume resources needed by the Client. Threshold values SHOULD be set such that at maximum values the resources on the device allow for successful transmission and Purging.  In addition the Client or Server may Purge records at anytime.  The DM Server may choose to store Delta Records indefinitely and for purposes other than DM Tree synchronization but this is out of the scope of this specification. 

To Purge records from a DM Client the DM Server issues an Exec command on the DM Client <x>/DeltaRec/Operations/Purge node. This will invoke a function to remove all Delta Records stored on the Client at the time the Exec command is received. The DM Client may start a Purge using internal means.
When a Purge is invoked, regardless of source, the DM Client MUST first send all Delta Records to their respective DM Servers in accordance with section 9.5 DM Client Sending Delta Records. When the DM Client receives an acknowledgement from the DM Server indicating the server has received the Delta Records and once all DM Servers have similarly acknowledged receipt of their Delta Records the DM Client MUST delete the successfully transmitted Delta Records.

If a DM Server is unable to receive the transmitted Delta Records, those unsuccessfully transmitted records SHALL remain on the Client and the Client SHALL retransmit the Delta Records when it is next connected to that DM Server. All records that have been successfully transmitted to their appropriate DM Severs SHALL be deleted. A timer T1 MAY be defined to set a limit on how long Delta Records are held on the Client. Once T1 has expired the DM Client SHOULD delete all Delta Records created prior to the time the Purge was started.

If during a Purge a Delta Record is found which has an invalid DM Server entry in the ACL, for example the DM Server is no longer actively managing the DM Client and has had its’ entry in the DM Account Managed Object deleted, the Delta Records associated with the inactive DM Server MUST be deleted. A Delta Record with a valid DM Server and an invalid DM Server in the record ACL will have the record forwarded to the valid DM Server before deletion.

Change 6:  Section 9.7 Sequence Number Management
9.7 Sequence Number Management

Each Delta Record may be applicable to one or more DM Servers based on the ACL of the changed DM Tree element tracked by the Delta Record. Multiple DM Servers may be associated with a single Delta Record, but each Delta Record may have a different set of DM Servers associated with it, since some Delta Records will apply to some DM Servers and not to others. Therefore the DM Client SHALL maintain separate sequence numbers for each DM Server, so that the sequence number in the Delta Record sent to the DM Server is continuously incremented. The sequence number will be maintained in the DM Tree structure element ./DeltaRec/RecordsInfo/SeqInfo/<x>/SeqNumber. The reliability of transmission shall be guaranteed by DM protocol.

When a sequence number reaches its maximum value of 65,535 a Purge of Delta Records MUST take place. After the Purge the sequence number that was at its maximum value will roll over to zero when the next Delta Record is generated.

Upon receiving a Delta Record, the DM Server shall check the sequence number of the record and apply the changes to its DM Tree respectively only if the sequence number of the received Delta Record is sequential. A Delta Record received by a DM Server with a duplicate sequence number SHALL be discarded. Delta Records received out of sequence by the DM Server may be held pending arrival of the missing Delta Record(s).
The ./DeltaRec/RecordsInfo/SeqInfo/<x>/SeqNumber leaf node may be read by the DM Server to determine the sequence number of  the last Delta Record available or reported to the DM Server. For example if the DM Server has received a Delta Record with sequence number 1436, and it then sends a request to the DM Client to retrieve the value of leaf node SeqNumber, and the value returned is 1440, the DM Server can calculate that four new Delta Records are on the DM Client related to itself and have not yet been delivered. If the value of SeqNumber was returned as 1436, the DM Server would know there are no new Delta Records on the Client related to itself.
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