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1 Reason for Contribution

The purpose of this contribution is to jumpstart discussion on the DM Gateway functionality, by laying before the DM WG a collection of use cases pertaining to the DM GwMO functionality.  As each use case is analyzed, a determination will be made on whether or not the use case under consideration is within the scope of GwMO.  Additionally, use cases that are deemed to be in scope will be prioritized as “High”, “Medium” and “Low”.  It is also hoped that this contribution will help uncover additional use cases that are not listed here.
2 Summary of Contribution

This contribution contains use cases that cover many aspects of the DM Gateway functionality.  
3 Detailed Proposal

Potential GwMO Use Cases
1. Server initiated session, with DM Gateway operating in Transparent Mode
John Doe has a device that sits behind a residential gateway that provides the DM Gateway functionality.  The DM Gateway is operating in the Transparent Mode.  A DM Server needs to perform a management action on John Doe’s device.  The DM Server knows beforehand that John Doe’s device is sitting behind the DM Gateway.  In order to trigger the device to initiate a session, the DM Server initiates a management session with the DM Gateway and obtains the publicly routable address for John Doe’s device.  The DM Server then uses this address to push Package 0 to John Doe’s device, using OMA-Push.  John Doe’s device validates the notification message (checking that the digest is valid, the Server has been previously bootstrapped etc.) and establishes a management session with the DM Server.
 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

2. Server initiated session, with DM Gateway operating in Proxy Mode

Ronnie Arbuckle has a device that sits behind a residential gateway, which provides the DM Gateway functionality.  The DM Gateway is operating in the Proxy Mode.  A DM Server needs to perform a management action on Ronnie Arbuckle’s device.  The DM Server knows beforehand that Ronnie Arbuckle’s device is sitting behind the DM Gateway.  In order to trigger the device to initiate a session, the DM Server sends the DM notification to the DM Gateway.  The notification message contains the address of the target device.  The DM Gateway validates the notification message (checking that the digest is valid, the Server has been previously bootstrapped etc.) and resolves the target device address.  It then replaces the Server Identifier in the original notification message with its own identifier, recomputes the digest and forwards the modified notification message to Ronnie Arbuckle’s device.

Ronnie Arbuckle’s device also validates the notification message before establishing a management session with the DM Gateway.  The DM Gateway manages Ronnie Arbuckle’s device on behalf of the DM Server.  The DM Gateway plays the role of the DM Server for Ronnie Arbuckle’s device and the role of the DM Client for the DM Server.

 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

3. Client initiated session, with DM Gateway operating in Proxy Mode (Variant I)

Yamada Hanako hooks up her Device in a network in which the DM Gateway is deployed in the Proxy Mode.  The Device is not bootstrapped with any external DM Server.  The Device only communicates with the DM Gateway.  The DM Gateway manages the device on behalf of an external DM Server ---- playing the role of the DM Server for Yamada Hanako’s device and the role of the DM Client for the DM Server.
 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

4. Client initiated session, with DM Gateway operating in Proxy Mode (Variant II)

Shim Cheong hooks up her nomadic Device in a network in which the DM Gateway is deployed in the Proxy Mode.  The Device has been previously bootstrapped with other DM Servers.  The Device needs to issue an alert to one of its bootstrapped DM Servers.  However, because of the Proxy Mode of operation of the DM Gateway, Shim Cheong’s device can only communicate with the DM Gateway.  The Device sends Package 1 to the DM Gateway and indicates the destination DM Server.  Upon receiving Package 1 from the Device, the DM Gateway redirects the message to the intended DM Server.  Thenceforth, the DM Gateway manages the device on behalf of the DM Server ---- playing the role of the DM Server for Shim Cheong’s device and the role of the DM Client for the DM Server.
 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

5. Enabling DM Bootstrapping
The ABC Corporation has set up different Bootstrap Servers for different types of devices in its local network.  When a new device is detected in the network, the DM Gateway sends the URL of the corresponding Bootstrap Server to the device, along with pertinent credentials (uid, pw etc.).  The device then establishes an HTTPS session with the Bootstrap Server and downloads its bootstrap information from the Bootstrap Server.  The device then uses this bootstrap information to bootstrap itself.

 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

6. Nomadic Device Address Change
Hans Mustermann owns a device that he plugs into different networks at different times (home, office, friend’s house etc.).  The device is configured in such a way that whenever the address of the device changes, the designated DM Servers receive an alert that contains the updated address, except in the case where the change in address is from one private address to another.
 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

7. LAN Device Inventory Query
All OMA-DM enabled devices in the XYZ Corporation sit behind a DM Gateway.  The DM Server queries the DM Gateway for summarized information pertaining to all the devices that are deployed behind the Gateway.  The DM Gateway provides this information to the DM Server.
 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

8. DM Gateway operating in Protocol Adaptation Mode  (Variant I)
The Timecast Cable Company has introduced a new PVR device that supports UPnP-DM.  Mario Rossi has deployed this device in his home network, behind an OMA-DM Gateway.  The device is malfunctioning and the Timecast Customer Care wants to retrieve the current configuration of the device remotely.  The Customer Care DM Server triggers a management session with the DM Gateway and sends a DM request to the DM Gateway.  The OMA-DM Gateway converts this request to a UPnP request and forwards it to the device.  The device sends a response back to the DM Gateway.  The response contains the values for the requested configuration settings.  The DM Gateway then converts this message to an OMA-DM message, and forwards it to the OMA-DM Server.
 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

9. DM Gateway operating in Protocol Adaptation Mode  (Variant II)

Jean Dupont owns a dual-mode (cellular & WiFi) OMA-DM enabled phone.  He recently installed a femto-cell device at his home, for better coverage.  The femto-cell device supports CWMP (i.e. TR069) only.  Jean Dupont’s phone has started malfunctioning and he calls Customer Care.  Customer Care suspect a problem and decide to run a remote test on the device, while the device is connected to the femto network.  The Customer Care ACS sends the diagnostic test request to the DM Gateway.  The DM Gateway converts the CWMP request to OMA-DM and forwards it to the device (after the session has been initiated, as per the DM protocol).  The device runs the diagnostics test, and sends the result back to the DM Gateway.  The DM Gateway adapts the diagnostics test result to CWMP and forwards it to the ACS.
 FORMCHECKBOX 
 Out of scope

 FORMCHECKBOX 
 Low priority

 FORMCHECKBOX 
 Medium priority

 FORMCHECKBOX 
 High priority

4 Recommendation

This contribution does not propose any formal recommendation to the DM WG.  However, the WG is requested to analyze the use cases listed in this contribution and help in scoping and prioritizing the GwMO work.
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