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1 Reason for Change

The purpose of this CR is to introduce a new section in the GwMO TS that describes approaches for DM Gateway Bootstrapping on End Devices.
R01 has updated figures for DM Server Assisted Bootstrapping.
Note:- Some of the background information pertaining to this issue can be gleaned from the DM mailing list archive for December 2010.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the GwMO 1.0 TS be updated accordingly.

6 Detailed Change Proposal

Change 1:  Adding an Informative Reference to DMBOOT
2.2  Informative References

	 [DMBOOT]
	“OMA Device Management Bootstrap”, Version 1.3, Open Mobile Alliance™

OMA-TS-DM_Bootstrap-V1_3,
URL:http://www.openmobilealliance.org/

	 [DMDICT]
	“OMA Device Management Dictionary”, Version 1.0, Open Mobile Alliance™,
OMA-SUP-DM_Dictionary-V1_0-20100211,                                        URL:http://www.openmobilealliance.org/

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y,                                                                URL:http://www.openmobilealliance.org/


Change 2:  Adding a new sub-section under Section 8 to discuss End Device Bootstrapping 
8.x   Gateway Bootstrapping on End Device
[DM-BOOT] lists three possible approaches to the DM Bootstrap process (viz. customized bootstrap, server initiated bootstrap and bootstrap from SmartCard).  In theory these bootstrapping approaches can work for DM Gateway Bootstrapping on End Devices as well.  However, in practice some of these bootstrapping approaches may be infeasible for End Devices.  For example, some of the End Devices may operate in private networks, which are outside the control of traditional service providers.  For this reason, there may not be enough cost justification for customized bootstrap and SmartCard bootstrap.  Server initiated bootstrap on a blank End Device is also a big challenge because the Device may not have a globally routable address that can be used by some push mechanism (e.g. OMA Push) to bootstrap the Device.
This enabler describes two approaches for Gateway Bootstrapping on the End Device.  A DM Gateway MUST support at least one of these approaches and MAY support both approaches.  These two approaches are described in the following subsections.  It needs to be noted that other approaches for Gateway Bootstrapping on the End Device are not precluded.  
8.x.1  DM Server Assisted Gateway Bootstrapping
In this approach, a previously bootstrapped DM Server bootstraps the End Device to the DM Gateway, as shown in Figure x and Figure y.  The DM Server can bootstrap the End Device to the DM Gateway either the very first time a DM session is established between the End Device and the DM Server, or whenever the End Device establishes a DM session to report the Location Update Alert.  (Note: It needs to be decided whether the Location Update Alert will be part of GwMO or DM 1.x.)  As is clear from Figure x and Figure y, the association between the End Device and the DM Gateway is established by the DM Server.      
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Figure x: Initial DM Server Assisted Gateway Bootstrapping
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Figure y: Subsequent DM Server Assisted Gateway Bootstrapping

In this case the relationship between the End Device and the DM Gateway is fully trusted.  The DM Gateway MAY make changes to pre-existing DMAcc objects on the End Device.  The DM Gateway MAY also bootstrap the End Device to other DM Servers.
8.x.2  Local DM Bootstrap Server Assisted Gateway Bootstrapping

In this approach, the End Device obtains the DM Gateway Bootstrap from a local DM Bootstrap Server, as shown in Figure z.  The discovery of the local DM Bootstrap Server by the End Device is discussed in Section TBD.  (Note: Discovery of the local DM Bootstrap Server by the End Device needs to be finalized and described in the TS).
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Figure z: Local DM Bootstrap Server Assisted Gateway Bootstrapping

It is clear from Figure z that the association between the End Device and the DM Gateway gets established dynamically.  The DM Server learns about this association upon receiving the Device Attach Alert from the DM Gateway.  
In this case the relationship between the End Device and the DM Gateway is not fully trusted.  The DM Gateway SHALL NOT make changes to pre-existing DMAcc objects on the End Device unless the DM Gateway is independently validated by a previously bootstrapped DM Server, as described in Section TBD.  Additionally, the Gateway Bootstrap SHALL lapse, unless the End Device and the DM Gateway establish a management session within a configurable time interval, which is specified in TBD.  (Note:- Need to decide where this time interval will be specified.)  The DM Gateway MAY also bootstrap the End Device to other DM Servers.  However, if the Gateway Bootstrap lapses, all DM bootstrapping on the End Device that is done via the DM Gateway SHALL also lapse.
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