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1 Reason for Change

If the Gateway has not been bootstrapped by DM Server, the management session can not be proceeded. The purpose of this CR is to introduce a section in GwMO TS that completes the DM Gateway Bootstrap procedure.
R01: change step 3
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees with this CR.
6 Detailed Change Proposal

Change 1:  Add a new section
8. Realizing DM Gateway Functionality

This section describes how the DM Gateway [DMDICT] functionality can be realized, using the MOs and alerts that are defined in this specification.
8.X     DM Server Bootstrapping on DM Gateway

[DM-BOOT] lists three possible approaches to the DM Bootstrap process (viz. customized bootstrap, server initiated bootstrap and bootstrap from SmartCard). In theory these bootstrapping approaches can work for DM Server Bootstrapping on DM Gateway as well. However, to manage some End Devices which have been previously bootstrapped by some DM Servers, the DM Gateway MAY need to be bootstrapped by the same DM Servers. Thus some additional steps are needed to finish a Bootstrapping on the DM Gateway. Section 8.X.1 described the procedure.
 8.X.1.        Additional Bootstrapping on DM Gateway

In this approach, DM Gateway MAY not be previously bootstrapped by DM Server(s), and the Device is previously bootstrapped by the DM Server(s) but not DM Gateway. It takes a few steps to conduct a complete bootstrapping, as shown in Figure x.  
Step 1-1. End Device discovery and connected, DM Gateway is aware that one Device is in its network.

Step 1-2. End Device prompts a message to user whether to allow DM Gateway to bootstrap Device, and user choose to allow ( using HTTPS GET or receive the provisioning file from Gateway).

Step 1-3. DM Gateway bootstraps End Device via any pre-defined approaches in Section 8.3.

Step 1-4. End Device provides DM ServerIDs retrieved from all DMAcc instances of the End Device itself to Gateway..

Step 2. DM Gateway checks to find if these DM ServerIDs from End Device match SeverIDs in its own DMAcc tree.

Step 3. If one or more matched Servers are found, means DM Gateway is previously bootstrapped by these matched DM Server, and DM Gateway will update its Device Inventory MO and send DEVICE_ATTACH_ALERT to all the matched DM Server(s). 

Step 4. If there are some unmatched ServerIDs, means DM Gateway is not previously bootstrapped by these unmatched DM Server, and DM Gateway will send a message contains ServerIDs to End Device to query the URL of expected DM Bootstrap Servers

Step 5. End Device identifies these ServerIDs and  their related DM Bootstrap Servers, and sends the URL of DM Bootstrap Severs to the DM Gateway. Note: there are some discussions about how to get the URL of DM Bootstrap Server in DM.13.
Step 6. DM Gateway requires a bootstrapping via HTTPS GET [see DM-BOOT]  from the DM Bootstrap Server(s) .

Step 7. DM Bootstrap Server(s) bootstraps DM Gateway.
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Figure x: Work flow 1 of Bootstrapping

An alternative work flow of bootstrapping is shown as Figure Y.

Step 1 - Step 3 are the same as above.
Step 4. If there are some unmatched ServerIDs, means DM Gateway is not previously bootstrapped by these unmatched DM Server, then DM Gateway sends the unmatched DM ServerIDs and information including ID and address of  Gateway to End Device

Step 5. End Device identifies these ServerIDs and  their related DM Bootstrap Servers, and sends a message that contains ID and address of DM Gateway to the target DM bootstrap Server in order to trigger target DM bootstrap Server to bootstrap DM Gateway.

Step 6. DM Bootstrap Server bootstraps DM Gateway.
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Figure Y: Work flow 2 of Bootstrapping
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