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1 Reason for Change

We better have another option to forward Notification (trigger) message to the End Devices. Because Push extension header may not be used in some implementation.
This CR is modified version of OMA-DM-GwMO-2011-0039R02-CR_GwNotificationMO. 
R01: change the reason for change, and added the recommendation to use ‘Atomic’ command on Exec command.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  End Device Trigger MO (new section)
6.5 End Device Trigger MO
6.5.1 MO Description
The End Device Trigger MO resides in the Management Tree [DMStdObj] of the DM Gateway, and it accepts the Notification message [DMNOTI] to forward the End Device(s) in Transparent Mode.

Figure x gives the pictorial description of the Gateway Notification MO. The description of the various nodes within this MO is given bellow.
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Figure 1 End Device Trigger MO
	EDTrigger


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get 
	

	
	This interior node is the root node for the End Device Trigger MO. If the device does not support DM Notification message forwarding using End Device Trigger MO, this node MUST NOT be present.
The Management Object Identifier for the End Device Trigger MO MUST be: “urn:oma:mo:oma-gwmo-edtrigger:1.0”.


	EDTrigger/TargetRef


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace 
	

	
	The value of this leaf node reference the intended target of the DM Notification message stored in the ‘EDTrigger/Message’ node.

Depending upon the value of the ‘EDTrigger/TargetRefType’ node, the DM Gateway will either send the DM Notification message to the targeted End Device, specified by the DeviceID in Device Inventory MO, or will send the DM Notification message to the targeted End Devices, specified by the GroupID in Gateway Config MO.


	EDTrigger/TargetRefType


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace 
	

	
	The value of this leaf node indicates whether the value of TargetRef node is DeviceID or GroupID. The value “0” indicates the TargetRef is the GroupID, and the value “1” indicates the TargetRef is the single DeviceID.


	EDTrigger/Message


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	Replace 
	

	
	The value of this node is the Notification message data as defined in [DMNOTI]. The gateway device will forward this content to the targeted End Device(s) by the ‘EDTrigger/TargetRef’ node.


	EDTrigger/Operations


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get 
	

	
	This node is the interior node for operations within Gateway Notification MO.


	EDTrigger/Operations/Send


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This node is used with Exec command to send the Notification message to the End Device specified in EDTrigger/ TargetRef node. It is recommended to form an Atomic command with an Exec command and Replace command(s) against other nodes on the End Device Trigger MO.


Change 2:  Behavior of End Device Trigger MO (new section)
8.2.3 Notification Fan-out

If the DM Server that wants to send the same DM Notification message to a group of End Devices behind a DM Gateway, it will send a special Package 0 message to the DM Gateway.  The message will contain the “X-OMA-GwMO” header, with the value set to the group identifier of the group that exists in the Gateway Config MO.

Upon receiving this message, the DM Gateway then checks its Gateway Config MO to see if it recognizes the target group identifier.  In case the DM Gateway recognizes the group identifier, the DM Gateway MUST forward the Package 0 message to each device in this group. Otherwise the DM Gateway MUST ignore this message.

Note: the authentication and authorization issues should be investigated later.

8.2.4 Forwarding Notification message with End Device Trigger MO

If the DM Gateway supports the End Device Trigger MO, the DM Server MAY use it for forwarding DM Notification message to End Device(s).

The Server will specify the targeted End Devices on ‘EDTrigger/TargetRef’ node, and will set the value of ‘EDTrigger/TargetRefType’ according the type of ‘EDTrigger/TargetRef’ node value. The actual DM Notification data is stored as the value of ‘EDTrigger/Message’ node.

When the Exec operation on the node ‘EDTrigger/Operations/Send’ is performed, the DM Gateway sends the content of ‘EDTrigger/Message’ to targeted End Device(s). If the ‘EDTrigger/TargetRef’ value is not correctly set, the Gateway device will returns the error code “400: Bad Request” on the Exec operations.

 Since the digest value of the DM Notification is calculated using the shared secret between End Device(s) and DM Server, it is recommended to use the authentication information with ‘NOTICRED’ authentication level when the DM Server sends a DM Notification to the group of End Device(s).
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