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	Classification:
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 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Shingo Fujimoto,Fujitsu,shingo_fujimoto@jp.fujitsu.com
Kong Posh Bhat, Samsung

	Replaces:
	 n/a


1 Reason for Change

The credential information between Gateway device and End Device need to be installed.

This issue is identified from the CONR comment.

	TS001 
	2011.11.28
	Q
	8.5.1.1 
	Source: Samsung Electronics

Form: OMA-CONR-2011-0115

Question: Figure 16 and Figure 17 show the DM Server sending End Device credentials to the DM Gateway.  Are the credentials passed in a Bootstrap message or in a Server originated Alert or through some other mechanism?

Proposed Change:

Provide some description of how the DM Server passes the End Device credentials to the DM Gateway.  
	Status: OPEN


This CR proposed to add necessary functionality on Gateway Config MO.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG member should agree on this CR
6 Detailed Change Proposal

Change 1:  node to store AppAuth settings on Gateway Config MO
7.1 Gateway Config MO

7.1.1 MO Description

The Gateway Config MO resides in the Management Tree [DMTND] of the DM Gateway and it maintains information regarding the handling of different types of End Devices by the DM Gateway. This MO contains the following sub-trees:
· DevTypeInfo: this sub-tree is used to hold control information for reporting the Device Attach/Detach alerts and providing bootstrapping information depending on the Device Type of End Devices.

· Config: this sub-tree is used by the DM Server to configure the DM Gateway for features such as the reporting of alerts that the DM Gateway might send to the DM Server.  It is also used to store End Device credentials on the DM Gateway for those End Devices that require DM Server assisted bootstrapping [section 8.5.1.1].
· DevGroup: this sub-tree is used to assign attached devices into groups, which can then be addressed for command fanouts or notification fanouts.

Figure 3 gives the pictorial description of the Gateway Config MO.  The description of the various nodes within this MO is given below.
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Figure 3: Gateway Config MO

	<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This placeholder node is the root node for the Gateway Config MO. The parent node of this node defines the location of this MO in the DM Gateway's Management Tree.

The Management Object Identifier for the Gateway ConfigMO MUST be: “urn:oma:mo:oma-gwmo-config:1.0”.


	<x>/DevTypeInfo


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node contains all the information pertaining to the handling of different types of devices by the DM Gateway.


	<x>/DevTypeInfo/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get, Add, Delete
	

	
	This placeholder node contains information pertaining to the handling of one particular type of device by the DM Gateway.


	<x>/ DevTypeInfo/<x>/DevType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace
	

	
	The value of this leaf node specifies the device type.


	<x>/DevTypeInfo/<x>/BStrapInfo


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node contains all the bootstrapping records that are needed for client-initiated bootstrap for the device type.


	<x>/DevTypeInfo/<x>/BStrapInfo/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get, Add, Delete
	

	
	This placeholder node contains one bootstrapping record that has all information for client-initiated bootstrap for the device type.


	<x>/DevTypeInfo/<x>/BStrapInfo/<x>/BStrapURL


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace
	

	
	The value of this leaf node indicates the URL of the Bootstrap Server for the device type.


	<x>/DevTypeInfo/<x>/ReptServerIds


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node contains information pertaining to all the DM Servers that need to receive the alerts pertaining to End Devices of the specified device type.


	<x>/DevTypeInfo/<x>/ReptServerIds/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	null
	Get, Add, Delete, Replace
	

	
	The name of this leaf node is the identifier of one DM Server that needs to receive alerts pertaining to End Devices of the specified device type.  The DM Gateway MUST have been previously bootstrapped to this DM Server.


	<x>/Config


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node contains the configuration parameters for the DM Gateway.


	<x>/Config/Alert


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is the root node for all the configuration parameters dealing with  the reporting of Generic Alerts pertaining to End Devices.  If this node has no children, the DM Gateway reports all Generic Alerts pertaining to End Devices to the DM Server(s).


	<x>/Config/Alert/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This placeholder node groups the configuration parameters for the reporting of Generic Alerts based on some criteria (e.g. alert type, device type or device group). This node MUST contain either the DevType child node or the GroupID child node, but not both.


	<x>/Config/Alert/<x>/DeviceType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this leaf node specifies the device type. Note that for OMA-DM devices, the device type is determined by the DevType node in the DevDetail MO [DMSTDOBJ].  

This node is mutually exclusive with its sibling GroupID node.


	<x>/Config/Alert/<x>/GroupID


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	chr
	Get
	

	
	The value of this leaf node specifies the GroupID, which is specified in the DevGroup sub-tree of this MO. 

This node is mutually exclusive with its sibling DevType node.


	<x>/Config/Alert/<x>/AlertType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	The value of this leaf node specifies the Generic Alert type.  Absence of this node implies all Generic Alert types.


	<x>/Config/DeviceAppAuth


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node specifies authentication information for hosting End Devices that require DM Server assisted bootstrapping [section 8.5.1.1].


	<x>/Config/DeviceAppAuth/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This placeholder node stores the AppAuth setting for a particular End Devices.


	<x>/Config/DeviceAppAuth/<x>/DeviceID


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the Device ID associated with the AppAuth setting..


	<x>/Config/DeviceAppAuth/<x>/AppAuth


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node specifies authentication information for hosting End Device.


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more authentication settings.


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthLevel


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication level. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication type.. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthName


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication name.. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthSecret


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	This node specifies the authentication secret. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthData


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	No Get
	

	
	This node specifies the authentication data. See details in [DMSTDOBJ].


	<x>/DevGroup


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node contains information pertaining to all the device groups that have been set up on the DM Gateway for the group management of devices that are subtending from the DM Gateway.

The DM Server uses the group identifier to fanout commands to multiple End Devices, via a DM Gateway operating in the Proxy Mode,


	<x>/DevGroup/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This placeholder node contains information pertaining to one device group.


	<x>/DevGroup/<x>/GroupID


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, No Replace
	

	
	This value of this node specifies the device group identifier. This value MUST be unique within the Management Tree of the DM Gateway. The value of this node MUST be set by the DM Gateway.
The DM Gateway SHOULD follow some naming convention for device groups to ensure that the device group identifier does not clash with any End Device identifier.


	<x>/DevGroup/<x>/GroupSize


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, No Replace
	

	
	The value of this leaf node is the number of devices within the device group.  The value of this node MUST be set by the DM Gateway.


	<x>/DevGroup/<x>/GroupType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, Replace
	

	
	The value of this leaf node indicates the criteria for membership of this group.  The value of this node MUST be one of the following:
Value
Semantics
0

Enumerated membership (default value)

1

Membership based on device type

2

Membership based on other conditions set by the DM Server

If the DM Server sets the value to be ‘0’, then the DM Server MUST add individual End Devices under <x>/DevGroup/<x>/Members sub-tree. 

If the DM Server sets the value to be ‘1’ or ‘2’, then the DM Gateway MUST add individual End Devices under <x>/DevGroup/<x>/Members sub-tree according to the conditions specified in <x>/DevGroup/<x>/Condition node.

When the <x>/DevGroup/<x>/Members sub-tree is not empty, the DM Server MUST NOT change the value of this node. Any attempt by the DM Server to change the value of this node when the device group is not empty SHALL be rejected by the DM Gateway, with a status code ‘403 forbidden’.


	<x>/DevGroup/<x>/Members


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node contains all the members of the device group.


	<x>/DevGroup/<x>/Members/<DevID>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	null
	Get, Add, Delete (in the case of enumerated membership)

Get, No Add, No Delete , No Replace (in the case of device type based membership or other criteria based membership)
	

	
	The name of this placeholder leaf node is the identifier of the device that is the member of the device group. Any attempt by the DM Server to manipulate (Add, Delete or Replace) this node if the value of the related GroupType node is ‘1’ (i.e. membership based on device type) or ‘2’ (i.e. membership based on other conditions set by the DM Server) MUST be rejected by the DM Gateway, with a status code ‘403 forbidden’.


	<x>/DevGroup/<x>/Condition


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is the parent node for all the information pertaining to a condition based group.


	<x>/DevGroup/<x>/Condition/DevTypeCriteria


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get, Replace
	

	
	The value of this leaf node is the device type associated with the device group set by the DM Server.  This node is mutually exclusive with the <x>/DevGroup/<x>/Condition/OtherCriteria node.


	<x>/DevGroup/<x>/Condition/OtherCriteria


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get, Replace
	

	
	The value of this leaf node is the condition expression that the DM Server wants the device to fulfil. The value of this node is set by the DM Server. 

The expression is defined using the following ABNF syntax:


[image: image3]
An example of the value of this nodeis:

(./A/B/Software1/VERSION=1.20 | ./A/B/Software1/VERSION<1.20) & ./A/DevDetail/DevType=Smartphone
This node is mutually exclusive with the <x>/DevGroup/<x>/Condition/DevTypeCriteria node.


	<x>/DevGroup/<x>/PopulateGroup


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	null
	Get, Exec
	

	
	This node is used with Exec command by the DM Server to populate the group when the value of its sibling GroupType node is ‘1’ or ‘2’. This node MUST NOT be present if the value of its sibling GroupType node is ‘0’ (i.e. Enumerated membership).

Once the DM Gateway receives the Exec command, it MUST add individual End Devices under <x>/DevGroup/<x>/Members sub-tree according to the conditions specified in the <x>/DevGroup/<x>/Condition node.


	<x>/Ext


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is for vendor-specific extensions to the Gateway Config MO.


Change 2:  Change on description (including correction of figure reference
8.5.1.1 DM Server Assisted Bootstrapping

In this approach, a previously bootstrapped DM Server bootstraps the End Device to the DM Gateway, as shown in Figure 16 and Figure 17.  The DM Server bootstraps the End Device to the DM Gateway at the very first time a DM session is established between the End Device and the DM Server, or whenever the End Device is detected in a new location. The installation of DM Gateway credentials on the End Device is performed using the normal bootstrapping process [DMBOOT], with the DM Server acting as the Bootstrap Server. The installation of End Device credentials on the DM Gateway is performed through the Gateway Config MO.  As is clear from Figure 16 and Figure 17, the association between the End Device and the DM Gateway is established by the DM Server.

Note to the editor:- Kindly do not hardcode the section number here.  Use the MSWORD Cross-reference feature instead.





Expression = Condition *(( "|" / "&" ) Condition)





Condition = CondStr / "(" CondStr ")"





CondStr = URI ( "=" / ">" / "< " / "!=" ) Value





            ; Definition of URI is as per the TND spec





Value = ValueStr / "(" ValueStr ")" / \" ValueStr \"





ValueStr = 1*ValueChar





ValueChar = ALPHA / DIGIT / "+" / "_" / "." / " "











Note to the editor:- Kindly do not hardcode the section number here.  Use the MSWORD Cross-reference feature instead.
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