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1 Reason for Change

This CR reorganizes the structure of the section on the Transparent Mode to address TS011 and TS012 from the GwMO CONRR.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the GwMO TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Updating section 8.2
8.2 Transparent Mode Operation

The Transparent Mode can be used by the DM Server to send the DM Notification message [DMNOTI] to a single End Device or to multiple End Devices, via the DM Gateway.  The latter mode of operation is referred to in this specification as the notification fanout feature.  For using the notification fanout feature, it is RECOMMENDED that the same notification credentials [DMSTDOBJ] be shared across multiple target End Devices and for the Notification message digest to be generated using these credentials.

This enabler defines two approaches for realizing the Transparent Mode.  A DM Gateway MAY support one or both the approaches.  These approaches are defined in the following sub-sections.

8.2.1 Push Header Extension Approach

This approach relies on a specially formatted OMA Push message [PushMsg], which contains the GwMO Extension Header, carrying OMA-DM Package #0 in its payload.
8.2.1.1 GwMO Package #0 Push Message Header Format

The GwMO Push Extension  header follows the same general structure like the other Push message headers, as described in [PushMsg].  This header is registered with the OMNA Push Message Header Code Registry under the following name:

· X-Oma-GwMO

The header structure is described by the following ABNF [RFC5234] syntax:
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8.2.1.2 GwMO Package #0 Push Message Header Processing

To have a DM Notification message delivered to End Devices that do not have a publicly routable address, a DM Server MUST send the DM Notification message to the associated DM Gateway.  The DM Notification message MUST include the X-Oma-GwMO extension header to specify the device identifier or a device group identifier.  Upon receiving this message, the DM Gateway MUST process the X-Oma-GwMO header to find the target End Device(s) and then forward the DM Notification message to the specified End Device(s), without the X-Oma-GwMO header.  The DM Gateway MUST NOT report any errors back to the DM Server.  

The DM Server MAY also use this mechanism to send a DM Notification message to End Devices that have a publicly routable address.
The target referred to in the X-Oma-GwMO extension header can be:
· an End Device identifier

· a device group identifier

· an enumerated collection of End Device identifiers and/or device group identifiers, delimited by the “&” character

Upon receiving a DM Notification message, that contains the “X-Oma-GwMO” header, the DM Gateway first checks the Device Inventory MO to see if it recognizes the End Device identifier(s).  It then checks the Gateway Config MO to see if it recognizes the device group identifier(s).  The DM Gateway fans out the Notification to all of the target End Devices that it can resolve.  Any unresolved Notification message targets are silently ignored.
Figure 11 shows an illustrative network consisting of a DM Server, a DM Gateway and three End Devices whose public identifiers are “Tab1”, “Tab2”, and “Tab3”. The connectivity between all network elements in the diagram may be wired or wireless, and all network elements may be fixed or mobile.
.
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Figure 11: Illustrative Network of DM Server, DM Gateway and End Devices.
A DM Server that wants to send a DM Notification message to “Tab1” and “Tab3” will send a special Package 0 message to the DM Gateway.  The message will contain the “X-Oma-GwMO” header, with the value set to “Tab1&Tab3”.

Upon receiving this message, the DM Gateway establishes that the message is not destined for itself.  It then checks its Device Inventory to see if it recognizes the target devices.  In this case, the DM Gateway recognizes the devices and it forwards the Package 0 message to both the devices.

If the DM Gateway receives a message with the value of the “X-Oma-GwMO” header set to “Tab4”, the message will be silently discarded.

8.2.2 End Device Trigger MO Approach
If the DM Gateway supports the End Device Trigger MO, the DM Server MAY use it for forwarding a DM Notification message to the End Device(s).

The Server will specify the targeted End Devices on ‘EDTrigger/<x>/TargetRef’ node and will set the value of ‘EDTrigger/<x>/TargetRefType’ according to the type of ‘EDTrigger/<x>/TargetRef’ node value. The actual DM Notification data is stored as the value of ‘EDTrigger/<x>/Message’ node.

5.2.1.1 When the Exec operation on the node ‘EDTrigger/<x>/Operations/Send’ is performed, the DM Gateway sends the content of ‘EDTrigger/<x>/Message’ to the targeted End Device(s). If the ‘EDTrigger/<x>/TargetRef’ value is not correctly set, the Gateway device will return the error code “400: Bad Request” on the Exec operations.
8.2.2.1  MO Cleanup by the DM Gateway
In order to avoid proliferation of End Device Trigger MO instances on the DM Gateway,  it is a RECOMMENDED practice for the DM Gateway to regularly delete MO instances from the Management Tree.  This decision SHOULD be based on the time elapsed since the last Exec command was issued on the ‘EDTrigger/<x>/Operations/Send’ node.








































































X-Oma-GwMO = "X-Oma-GwMO" ":" Address


Address = Target [ "&" Address ]


Target =  1*TargetChar


; Target can be a device identifier or


; a device group identifier


TargetChar = ALPHA / DIGIT / "." / "-" / "_" / " "
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