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1 Reason for Change

This change covers the following RD requirements:
	GwMO-HLF-008
	If GwMO Enabler supports [GwMO-HLF-007], then a DM Server SHALL be able to manage an End Device via one or more DM Gateways in a tree branch.
	1.1

	GwMO-HLF-009
	If GwMO Enabler supports [GwMO-HLF-007], then the DM Server SHALL be able to manage a DM Gateway via one or more other DM Gateways in a tree branch.
	1.1


In Hierarchical Architecture, for the DM Server to manage that attached device, DM command / Notification sent by the DM Server must be correctly routed to the Gateway which device is connected to, via one or more intermediate DM Gateways in a tree branch. Intermediate DM Gateways in the tree branch need to know what is the “next hop” in order to route the DM command down to the target device.
The change is implemented as a separate section 8.1.2 Inventory Update Flow for Hierarchical Architecture, which extends the original section 8.1.1 Inventory Update Flow.
It was taken into consideration the following comments and suggestions from Mr. Norio Uchida (NEC): 

· Separated section for Hierarchical Architecture: new section 8.1.2 Inventory Update Flow for Hierarchical Architecture
· Explain Gateway Inventory MO update: specified which Gateway inventories shall be updated

· Address Backward compatibility concerns: Hierarchical Architecture path defined as an optional field; added Compatibility Notes between GwMO Server V1.0 vs. GwMO Component V1.1 and vice-versa.
· Enhance the XML schema in the Appendix C: include optional field HierarchicalArchitecturePath in the Device Attach Alert

· Updated URN version in Device Attach Alert to 1.1 

· Clearly stated that Hierarchical Architecture path should be included in a DM notification or a DM command sent from the DM Server
· Added missing ComponentType field to Device Attach Alert. That is required for DM Server to handle differently End Devices and Child DM Gateways, for example for image provisioning.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly request the DM group to review the CR and agree the proposed TS modifications. 
6 Detailed Change Proposal

Change 1:  Insert a new section 8.1.2 “Inventory Update Flow for Hierarchical Architecture”
 8.1   General Management Flow
This section describes the general management flow for the remote management of End Devices, via the DM Gateway.  Different steps in the general management flow are defined in the following sub-sections. 
8.1.1   Inventory Update Flow
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Figure 7: Inventory Update Flow
Step X.1: The End Device is detected by the DM Gateway.

Step X.2: The DM Gateway updates its Inventory MO and sends Device Attach Alert to the DM Server, which includes the Gateway address, Device ID/Address, and Operation mode.

Step X.3: The DM Server stores the <Gateway address, Device ID/Address, Operation mode> relationship. This is used to guarantee the DM Notification for the Device can be sent to the correct DM Gateway or Devices. At this stage, the DM Server becomes aware of the End Device.
8.1.2   Inventory Update Flow for Hierarchical Architecture
This flow only applies if the Hierarchical Architecture of DM Gateways is supported.
[image: image2.png]DM Server

DM Gateway

End Device(s) or Child
DM Gateway(s)

Attach Alert to the DM Server

X.2DM Gateway sends Device

X.3DM Server stores the
<Gateway, Device ID,
operation mode, Hierarchical
Architecture path> relationship

le—

DM Server s aware of the
relationship association

X1 Device is registered with the DM Gate
1<





Figure 8: Inventory Update Flow for Hierarchical Architecture

Step X.1: The End Device or Child DM Gateway is detected by the DM Gateway.

Step X.2: DM Gateway updates its Inventory MO and it sends the Device Attach Alert to the DM Server via one or more intermediate DM Gateways in a tree branch. Only the DM Gateway attached to the detected device has its Inventory MO updated, the other intermediate DM Gateways do not have their Inventories MOs affected.
The Device Attach Alert SHALL include the Gateway address, Device ID/Address and Operation mode. Additionally, it MAY include the optional Hierarchical Architecture path, which contains the sequence of DM Gateways in the tree branch starting from the DM Gateway directly connected to the DM Server and ending with the DM Gateway connected to the target device. 

If an End Device has been attached to the DM Gateway directly connected to DM Server, the Hierarchical Architecture path field is not required and field SHOULD be omitted. 

Compatibility Note: This addresses the backward compatibility with GwMO Server V1.0 in a flat architecture (one level of Gateways), according to 8.1.1   Inventory Update Flow.

Step X.3: The DM Server stores the <Gateway address, Device ID/Address, Operation mode, Hierarchical Architecture path> relationship.  DM Server SHALL be able to handle the optional Hierarchical Architecture path field as follows: 

· if present, DM Server SHALL store the path and will include it in DM Notifications/Commands to be sent from the DM Server to the target End Devices or Child DM Gateways.  The optional Hierarchical Architecture path field will be used by the intermediate DM Gateways to determine the “next hop while routing the DM Notification/Command to the DM Gateway associated to the target device.
· if absent, DM Notification/Command is to be sent to an End Device or child DM Gateway attached to the DM Gateway which directly communicates with the DM Server. 

Compatibility Note: This addresses the backward compatibility with GwMO ComponentV1.0 and GwMO Client V1.0 in a flat architecture (one level of Gateways), according to 8.1.1   Inventory Update Flow.

At this stage, the DM Server becomes aware of the End Device or Child DM Gateway and it is able to manage it through DM Notifications/Commands within the Hierarchical Architecture tree.
Change 2:  Update URN version for Device Attach Alert to 1.1
7.1.1   Device Attach Alert

The Device Attach Alert is issued by the DM Gateway to the DM Server when the DM Gateway detects a new End Device. The mechanism by which a new End Device is detected is outside the scope of this specification.
The Device Attach Alert conforms to the Generic Alert [DMPRO] mechanism. The alert message includes the following data:

· <Meta>/<Type> element: Contains the media type of the alert content. The value MUST be the alert type identifier ‘urn:oma:at:oma-gwmo:deviceattached:1.1’.
· <Meta>/<Format> element: Contains the format of the alert content. The value MUST be ‘xml’.
· <Meta>/<Mark> element: Contains the importance level of the alert message. This element is optional.
· <Source>/<LocURI> element: Contains the source address of the MO. The value MUST be the address of the <x>/Inventory node.
· <Item>/<Data> element: Contains the device information of the attached devices in xml format as defined in Appendix C.1.
When the device information exists on the DM Server, the DM Server MUST update the device information according to the Device Attach Alert.

The following is an example of the Device Attach Alert message which reports four attached End Devices:


	<Alert>
  <CmdID>2</CmdID>
  <Data>1226</Data>
<!-- Generic Alert -->
  <Item>
    <Source><LocURI>./Gateway/Inventory</LocURI></Source>
    <Meta>
      <Type xmlns=’syncml:metinf’>

        urn:oma:at:oma-gwmo:deviceattached:1.1
      </Type>
      <Format xmlns=’syncml:metinf’>xml</Format>
      <Mark xmlns=’syncml:metinf’>informational</Mark>   <!-- Optional -->
    </Meta>
    <Data>
      <![CDATA[
        <DeviceInventory>
          <Device>
            <DeviceID>device123</DeviceID>
            <Mode>1</Mode>
          </Device>
          <Device>
            <DeviceID>device456</DeviceID>
            <Mode>1</Mode>
          </Device>
          <Device>
            <DeviceID>device789</DeviceID>
            <Mode>1</Mode>
          </Device>
          <Device>
            <DeviceID>device011</DeviceID>
            <Mode>2</Mode>
          </Device>
         </DeviceInventory>
       ]]>
     </Data>
   </Item>
</Alert>




Change 3:  Update Appendix C.1 Device Inventory Alerts: include optional field HierarchicalArchitecturePath
C.1   Device Inventory Alerts (Device Attach/Device Detach)
	<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">
  <xs:element name="DeviceInventory">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="Device" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="Device">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="DeviceID"/>
        <xs:element ref="Mode" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="Address" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="AddressType" minOccurs="0 " maxOccurs="1"/>
        <xs:element ref="ComponentType" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="HierarchicalArchitecturePath" minOccurs="0" maxOccurs="1"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeviceID" type="xs:string"/>
  <xs:element name="Address" type="xs:string"/>
  <xs:element name="AddressType" type="xs:string"/>
  <xs:element name="Mode" type="xs:unsignedInt" />
  <xs:element name="ComponentType" type="xs:unsignedInt"/>
  <xs:element name="HierarchicalArchitecturePath" type="xs:string"/>
</xs:schema>
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