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1 Reason for Change

This CR proposes to caption sequence diagrams which depict Proxy Secure Mechanism.  According to OMA Drafting Guidelines (section 17. Figures), 
Figures should be used wherever appropriate to present information in an easily comprehensible form. Each figure shall be referred to explicitly within the text and, therefore, be numbered.
The changes are limited within section 8.3.4  Proxy Secure Mechanism
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 We kindly request the DM group to review the CR and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Caption sequence diagrams in Proxy Secure Mechanism.
8.3.4 Proxy Secure Mechanism

This provides the secure mechanism for the DM Gateway to operate in proxy mode operation. This section includes  sequences of server authorization using privilege MO and  provides end –to -end security in adding /modifying, when at least one DM Server account available in End devices.

5.2.1.1 DM Privilege Secure Sequence 
This section provides the success and failure sequences of the DM Server Authorization for performing Management commands.

Success Sequence:- Gateway Checks  Privilege ACL for Server Authorization as shown in Figure 14.
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Figure 14: DM Privilege Secure Sequence -- Success
Failure Sequence:- Gateway Checks  Privilege ACL for Server Authorization as shown in Figure 15.
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Figure 15: DM Privilege Secure Sequence -- Failure
5.2.1.2 Add or Modify Privilege ACL in Secure way 
Figure 16 shows the sequence for adding or modifying privilege ACL in secure way, when at least one Primary DM server account present on the device. This secure mechanism is used when multiple DM Servers that want to manage a device under the DM Gateway with at least one primary DM server account on the End Device. In this scenario, provides End-to-End security by receiving a device management command to Privilege MO from primary server to add/modify privilege ACL – in order to add permissions for the secondary servers, which does not have access right on certain resources of end devices.  In this case the DM Gateway proceeds with the following steps.

[image: image3.emf]DM Server A DM Gateway Device A

Sends Management cmd to

1.  Add(or Modify) Privilege ACL and

Corresponding nodes as a sub tree

2. Gets the ACL for the URI

3. Returns the ACL

4. Verifies the device URI ACL for the 

Server A have replace permissions for ACL or not

Success Condition:-

If Server have ACL replace Permissions

5. Adds or Modify Privilege ACL and 

corresponding nodes in Privilege MO

6. Sends Success Status


Figure 16: Addition or Modification of Privilege ACL in Secure Way
Step 1: The DM server A sends management command to add or modify the Privilege ACL and the corresponding nodes on the DM Gateway. 
Step 2: The DM Gateway gets the ACL for the corresponding URI  of the End Device.

Step 3: The End Device A returns the ACL queried by the DM Server.

Step 4: The DM Gateway verifies the Device A URI ACL and checks whether Server A have replace permissions for the           Device URI ACL or not.

Step 5: If the verification proved success that the Server A has replace permissions on ACL of the Device URI, Gateway adds or modifies Privilege ACL successfully 

Step 6: Gateway sends the success status  to the server A
8.4 Gateway Config MO
8.4.4 MO Description

	<x>/Privileges



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node groups information about the Target IDs (DeviceID or GroupID) with respective list of URIs along with corresponding list of Privilege Limitation rights (Privilege ACL).


	<x>/Privileges/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This placeholder node groups information about the handling of one particular type of Target ID (device or group of devices) by the DM Gateway.


	<x>/Privileges/<x>/TargetID



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this leaf node specifies the GroupID or DeviceID. The type of the identifier is determined by the TargetType node, which is present in the same sub-tree.  The format of the Group ID would be as specified in the DevGroup sub-tree of this MO. And the format of the DeviceID would be as specified in Inventory MO of GwMO1.0


	<x>/Privileges/<x>/TargetType



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this leaf node indicates the type of the TargetID which is placed in the same sub-tree.  The value of this node MUST be one of the following:

Value
Semantics
0

GroupID

1

DeviceID

The DM Gateway SHOULD follow some naming convention for device groups to ensure that the device group identifier does not clash with any End Device identifier.


	<x>/Privileges/<x>/<x>



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This node is a place holder for the URI and the corresponding PrivilegeACL of the TargetID.



	<x>/Privileges/<x>/<x>/URI



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this leaf node specifies   the URI (resource) of the end device for which the Privilege Access permissions are applicable. (Example: Enabling Camera).


	<x>/Privileges/<x>/<x>/PrivilegeACL



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This leaf node specifies the permissions applied to allow Server management operations for the controlled resource of the respective target id in the DM Gateway.

In case of at least one Primary DM server account present on the device - to add or change rights for other servers , the gateway, receives a device management command to this node  from primary server  to add/modify an Privilege ACL for secondary server who doesn’t have access right on a certain resource in a device or device group.  (Refer section 8.3.4.2 for detail flows.)   The value of this node SHOULD comply with ACL syntax defined in [DMTND].


	<x>/Ext


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is for vendor-specific extensions to the Gateway Config MO.
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