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1 Reason for Change

This contribution aims to address an area important to enhance the security requirements: the provisioning of certificates to the device by the means of smartcards.

This proposal follows the RD closure review discussions held during the LA meeting.

The reason to introduce this requirement is that Management Authorities must be able to provide all the necessary certificates (to converged/multimode devices that support a smartcard) in a standardized manner. The proposal is inspired on DM 1.3 bootstrap requirements. It means that if a converged/multimode device supports a smartcard then it must support the provisioning of certificates from it.

The certificates provisioned in this manner can be used to authorize interactions between the DM Client and other device applications; or any other use defined by the Management Authority.
R01 eliminates change #1 and makes the requirement in change #2 more generic according to feedback received during the LA meeting. The requirement is made in a generic way so several options could be defined during the TS phase. The smartcard case will thus be covered during the technical specifications development phase.

R01 also includes additional supporter companies.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

A similar mechanism would be convenient in DM 1.3 for the same reasons exposed in the present contribution.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended review this document and apply the proposed changes to the latest version of the DM 2.0 RD.

6 Detailed Change Proposal

Change 1:  New HLFR

6.2   High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	DM-HLF-001
	DM Enabler SHALL be access technology agnostic.
	DM 2.0
	TBD

	DM-HLF-002
	DM Enabler SHOULD support a mechanism to allow DM sessions against a device placed behind a firewall or NAT (“Network Address Translator”).
	DM 2.0
	TBD

	DM-HLF-003
	DM Enabler SHOULD support a mechanism to manage devices without user interface.
	DM 2.0
	TBD

	DM-HLF-004
	DM Enabler SHALL support a mechanism allowing a server to retrieve the state of DM MOs (all or subset) from a client with a focus on the query and response consuming minimum bandwidth and processing resources.
	DM 2.0
	TBD

	DM-HLF-005
	The DM client SHALL allow local device’s applications to interact with the Management Objects.
	DM 2.0
	TBD

	DM-HLF-006
	DM Enabler SHALL support a mechanism to manage the device with more than one operating systems/environments.
	DM 2.0
	TBD

	DM-HLF-007
	DM Enabler SHALL support a mechanism to manage the device with more than one access technologies. 
	DM 2.0
	TBD

	DM-HLF-008
	The DM Enabler SHALL specify mechanisms to allow continuous management of devices, even if the devices are moved across networks.
	DM 2.0
	TBD

	DM-HLF-009
	The DM Enabler SHALL support a mechanism to control which type of Management Objects can be managed by a specified DM Server.
	2.0
	

	DM-HLF-010
	The DM Enabler SHALL support multiple Management Authorities.
	2.0
	

	DM-HLF-011
	The DM enabler SHALL support multiple Management Authorities managing different instances of the same Management Object.
	2.0
	

	DM-HLF-012
	The DM Client SHALL support multiple Management Authorities.
	2.0
	

	DM-HLF-013
	The DM Client SHALL support the delegation of a management authority’s control to other Management Authorities.
	2.0
	

	DM-HLF-014
	The DM Enabler SHALL support a mechanism to prioritize Management Authorities that access the same instance of a management object.
	2.0
	TBD

	DM-HLF-015
	The DM Enabler SHALL support temporary delegation mechanism of a Management Authority’s control to other Management Authorities.
	2.0
	TBD

	DM-HLF-016
	The DM Client SHALL process DM messages only from authorized Management Authorities.
	2.0
	TBD

	DM-HLF-017
	The DM enabler SHALL provide a mechanism for local applications in the device to register for notifications to changes to an instance of  a registered MO.
	2.0
	TBD

	DM-HLF-018
	The DM enabler SHALL provide a mechanism to notify registered applications in the device for changes to an instance of a  registered MO.
	2.0
	TBD

	DM-HLF-019
	The DM Client SHALL be able to choose the appropriate DM Server for a DM Client initiated management session.
	2.0
	General

	DM-HLF-020
	The DM enabler SHALL provide a mechanism for the discovery of optional DM features supported by the client
	2.0
	TBD

	DM-HLF-021
	The DM Enabler SHALL allow for a device to be managed through a gateway device, if present.
	2.0
	TBD

	DM-HLF-022
	The DM Enabler SHALL provide a mechanism to interwork with device management systems other than OMA DM through the gateway if present. 
	2.0
	TBD

	DM-HLF-023
	DM Enabler SHALL support the capability to suspend and resume the transfer of large objects
	2.0
	TBD

	DM-HLF-024
	The DM Enabler SHALL provide a mechanism to notify the DM server of the correlation between a gateway and devices connected to that gateway.
	2.0
	General

	DM-HLF-025
	The DM Enabler SHALL provide a mechanism to have constructed format types for management object values. 
	2.0
	General

	
	
	
	


Change 2:  New security requirement

6.1.1        Security

	Label
	Description
	Release
	Functional module

	DM-SEC-001
	The DM Client SHALL support a mechanism to authenticate a Management Authority.
	2.0
	

	DM-SEC-002
	The DM Client MUST protect a Management Authority's data from unauthorized access.
	2.0
	

	DM-SEC-003
	The DM Client MUST support provisioning of certificates
	2.0
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