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1 Reason for Change

This CR aims to provide the baseline for the DM NG Authorization. It uses modified ACL properties from DM 1.x. See below files for more backgrounds
· OMA-DM-DMNG-2011-0046R01-INP_Outlook_for_DM_NG_Authorization
· OMA-DM-DMNG-2011-0063-INP_DM_NG_Authorization_Examples
R02: to address Den’s comments

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Updating TND for DM NG Authorization based on right group
X. ACL
X.1 ACL and Inheritance
A Node can have the ACL property. If a Node has the ACL property, a non empty ACL value MUST be assigned to it. If a Node doesn’t have the ACL property, the ACL value for the Node MUST be inherited from one of the ancestors, which has the ACL property. The root Node MUST always have the ACL property, which guarantees the ACL inheritance. The DDF file for Management Objects can describe which Nodes implement the ACL property, and the ACL property MUST NOT be dynamically assigned or deleted.

For a Node, a DM Server can belong to one of three basic right groups; R (Read), A (Add), and W (Write) group. The detailed explanations for each group are as follows.
· R group: the DM Server in this group can read data from the Node
· A group: the DM Server in this group inherits all rights of the R group. In addition, the DM Server can add data to the Node, but it cannot modify the existing data

· W group: the DM Server in this group inherits all rights of the A group. In addition, the DM Server can modify the existing data
The actual DM commands allowed for a DM Server in each right group depends on the type of the Node, and are shown in the below table.
	Group
	Rights for Leaf node
	Rights for interior node
	Rights for property

	R group
	Get
	Get
	Get

	A group
	Get
	Get, Add
	Get

	W group
	Get, Replace, Delete
	Get, Add, Delete, Replace
	Get, Replace


In addition to the basic right group, the DM Server can have independent rights. The independent rights can be assigned to each DM Server separately from the basic right group. The independent rights are as follows.
	Independent Right
	Rights for Leaf node
	Rights for interior node
	Rights for property

	E group
	Exec
	-
	-


X.2 The root ACL value

The root Node is special – it is owned by the device.  It is also the only Node that MUST have a value assigned to the ACL. The default value for the root ACL, for a Device that is not bootstrapped, SHOULD be A=*. Any attempt by a DM Server to modify the ACL value of the root SHOULD fail with the status code (405) Command not allowed.
The initial access rights to the Management Tree assigned to the DM Server SHOULD be based on Device policy or it MAY be controlled by the Bootstrap Config MO [DMBOOT].

X.3 Changing the ACL

Note: this section is basically the same with DM 1.3, but needs to be simplified
X.4 ACL syntax

The ACL structure is a list of Server Identifiers where each identifier is associated with a right group.
The Server Identifier can also have a wildcard value assigned to it. This means that any Server Identifier used to access the Node and/or its properties is granted access.

ACL are carried over OMA DM as a string. The string MUST be formatted according to the following simple grammar.

<acl> ::= <acl-entry> | <acl> & <acl-entry>

<acl-entry> ::= <rights> = <server-identifiers>

<server-identifiers> ::= <server-identifier> | <server-identifier> + <server-identifiers>

<server-identifier> ::= * | “All printable characters except ‘=’, ‘&’, ‘*’, ‘+’ or white-space characters.”

<rights> ::= <right_group> <independent_rights>
<right_group> ::= R | A | W

<independent_rights> ::= E | “No Value”
X.5 ACL Example

Consider the following Management Tree:
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Figure 2: Example Management Tree with ACLs

The following statements about this Management Tree are true:

· Any server can Get the list of child nodes of “./SCOMO/Download”
· Any server can Add to “./SCOMO/Inventory/Delivered”
· DMS3 can perform Get, Add, Replace and Exec on “./SCOMO/Inventory/Delivered/SW3”
· DMS1 can perform Get on “./SCOMO/Inventory/Delivered/SW4”, and perform Get and Exec on “./SCOMO/Inventory/Delivered/SW5”
· Any servers except DMS1 and DMS4 cannot access to “./SCOMO/Inventory/Delivered/SW4”
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