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1 Reason for Change

DM 1.3 introduced the functionality of the Multiple Management Authority. However, access control based on ACL mechanism is overkilling for the requirements leaded from practical use cases.

This CR introduced new concept of “MO Sharing functionality”  and proposed to add Standard MO for DM 2.0 to support it.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG member should agree on this CR.
6 Detailed Change Proposal

Change 1:  Define MO Sharing
3.2 Definitions

	MO Sharing
	The functionality to enable a MO to be managed by multiple DM Servers.

	MO Sharing Process
	The process to star device management on a targeted MO which multiple DM Servers.

	MO View
	The set of MOs which is managed by the DM Server. MO View may vary on the Servers.

	Exporting Server
	The DM Server which is already managed the sharing MO.

	Importing Server
	The DM Server which is starting management of the MO as the result of the MO Sharing Process.

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


Change 2:  New section in chapter 5 Management Object
5.3 Access Control for MO

DM Client has the way to check if the DM Server has the right to manage specific MO. 

Unlike DM 1.x protocol, DM 2.0 Client will not expose whole management tree to the DM Server(s). Instead, DM Client will expose specific MOs which are managed by the DM Server.

Additionally, DM Client MAY want to be managed by multiple DM Servers through single management interface (e.g. MO). In this case, ‘MO sharing” functionality is used.

5.3.1 MO View

The MO View is the set of MOs which are managed by specific DM Server. The MO which is not managed by the DM Server cannot be seen by the DM Server, even if it is implemented on the Device. 

The MO View can be initialized by the DM Client, and DM Server MAY add or remove the MO later with management on the MO View Standard MO.

The MO View MO provides management interface to get or to change the MO View for DM Server.

5.3.2 MO Sharing

Generally speaking, each MO should be managed by single DM Server for consistent device management, but Device MAY allow another DM Server to manage the MO which is already managed by different DM Server.  This is done by ‘MO Sharing Process’.

MO Sharing Process is achieved by following steps:

1. DM Client modifies the information on the MO View MO.

2. DM Client sends the Management Tree Changed Alert to DM Server which is starting management of the MO.

3. DM Server, called Importing Server, get new set of MOs from the MO View MO.

4. Importing Server MAY starts further management on newly added MO.

The Device can configure MO View MO to indicate the limitation on the management operations on the Sharing MO.

The limitation of the operation by the DM Server is categorized as follows:

	Access Right
	Allowed Operations

	Full
	no limitations

	Modifier
	can change values (MO structure change is not allowed)

	Viewer
	can get the node values, but cannot change it


Change 3:  MO View Standard MO (new section)
8.2 MO View MO

8.2.1 Introduction 

The MO View MO is used by DM Server to retrieve the information about available Management Objects on the Device.

8.2.2 MO Description
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Figure 1 – MO View MO
	MOView

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node is the root node of the MO View MO.
The Management Object Identifier for the MO View MO MUST be: “urn:oma:mo:oma-dm2-moview:1.0”.


	MOView/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This placeholder node groups together the information about exposed Management Object to the DM Server.


	MOView/<x>/RootPath

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This value of leaf node MUST contains the path URI of the root node of the MO which is managed by the DM Server.


	MOView/<x>/MOID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This value of leaf node MUST contain the Management Object ID of the MO which is managed by the DM Server.


	MOView/<x>/MODate

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	chr
	
	

	
	This optional leaf node specifies the date of the MO specification. It is particularly useful for non-OMA specifications that did not update the version number in the MOID with subsequent publications (for example, 3GPP’s ANDSF MO has several different documents describing their MO with different structure and data but with the same MOID). The date MUST be encoded per the UTC based [ISO8601] basic format.


	MOView/<x>/Limitations

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get, No Replace
	

	
	This interior node groups together the Access Right Information.


	MOView/<x>/Limitations/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get, No Replace
	

	
	This placeholder node groups together the Access Right Information which is regarding MO Sharing functionality.


	MOView/<x>/Limitations/<x>/SharedPath

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, No Replace
	

	
	This value of leaf node MUST contains the path URI which should applied access control following Access Right Information. 


	MOView/<x>/Limitations/<x>/AccessRight

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, No Replace
	

	
	This value of leaf node MUST contains the Access Right which is allowed for the DM Server.
Value

Access Right

Description

0

Full

no limitation

1

Modifier
Only change the values of the leaf node is allowed
2

Viewer

Only get the value of the nodes is allowed.
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