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1 Reason for Change

This CR proposes the protocol example for DM 2.0.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Descriptions for this change here
Appendix F. Protocol Examples 
(Informative)
In this section several protocol scenarios will be demonstrated. In examples, mandatory HTTP header fields might be missing.
F.1 Examples for Retrieving MO data
In this section an example is presented in which the DM Server retrieves several MO data from the device using various DM commands (i.e., GET, HPOST and HPUT).
Package#1 that initializes the DM session is as follows (no Client Initiated Alerts and the DM Notification does not include the REQ-MOS Option):
POST /dmserver/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.initiation+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.dms.com
{

}

Package#2 to request the DevInfo Management Object and the list of all deployed software component identifiers is as follows:
HTTP/1.1 200 OK
Content-Type: application/vnd.oma.dm.request+json
{


"CMD": [



["GET", "oma:mo:oma-dm-devinfo:1.0//"],


["GET", "urn:oma:mo:oma-scomo:1.0//Inventory/Deployed/*/ID"]


]

}
For the GET command, multipart/form-data is used to send the Package#3 and to embed the requested MO data as specified in Appendix E. HTTP message for this is as follows:
POST /dmserver/dm20 HTTP/1.1

Content-Type: multipart/form-data; boundary=boundary
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.dms.com
--boundary
Content-Disposition: form-data

Content-Type: application/vnd.oma.dm.response+json
{


"Status": [



200,



200

]
}

--simple_boundary
Content-Disposition: form-data; name="0"
Content-Type: application/dmmo+json
{

"DDF": "http://www.vendor.com/DDF/devinfo1.0.ddf",

"ClientURI": "oma:mo:oma-dm-devinfo:1.0//",

"Data": {


"DevInfo": {



"DevID": "IMEI:493005100592800",




"Man": "Vendor",




"Mod": "DM_Client",




"DmV": "2.0",




"Lang": "en",




"DevType": "smartphone",




"OEM": "",




"FwV": "android4.0.4",




"SwV": "Vendor1.2",




"HwV": ""



}

}
}
--simple_boundary
Content-Disposition: form-data; name="1"
Content-Type: application/dmmo+json
{

{


"DDF": "http://www.vendor.com/DDF/oma-scomo1.0.ddf",


"ClientURI": "urn:oma:mo:oma-scomo:1.0//Inventory/Deployed/pkg1/ID",



"MOData": {




"ID": "pkg1_id"



}


},

{



"DDF": "http://www.vendor.com/DDF/oma-scomo1.0.ddf",


"ClientURI": "urn:oma:mo:oma-scomo:1.0//Inventory/Deployed/pkg2/ID",



"MOData": {




"ID": "pkg2_id"



}


}

}
--simple_boundary--
The DM Server requests to send the current state of the Camera in the device to the Data Repository, and at the same time, the DM Server terminates the DM session. The Package#2 for this is as follows:
HTTP/1.1 200 OK
Content-Type: application/vnd.oma.dm.request+json
{


"CMD": [



["HPOST", "http://www.dr.com/camera_state?DevID=IMEI:493005100592800"



"urn:oma:mo:oma-dcmo:1.0/(x)/Enabled?nv=(x)/Property:Camera"],



["END"]


]

}
Package#3 is not sent due to the END command. Instead, HTTP messages, that are not part of the DM session, are exchanged between the DM Client and the Data Repository. The HTTP POST request from the DM Client to the Data Repository is as follows:
POST /camera_state?DevID=IMEI:493005100592800 HTTP/1.1

Content-Type: text/plain
Host: www.dr.com
true
The HTTP response from the Data Repository to the DM Client is as follows:
HTTP/1.1 200 OK
F.2 Examples for Modifying MO data

In this section an example is presented in which the DM Server modifies several MO data in the device using the HGET command.
Package#1 that initializes the DM session is as follows (the DM Notification includes the REQ-MOS Option):

POST /dmclient/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.initiation+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.dms.com
{


"MOS": [



{



"DDF": "http://www.vendor.com/DDF/devinfo1.0.ddf",




"MOID": "urn:oma:mo:oma-dm-devinfo:1.0",




"MIID": ["miid1"]



},



{



"DDF": "http://www.vendor.com/DDF/oma-sessioninfomo1.0.ddf",




"MOID": "urn:oma:mo:oma-sessioninfomo:1.0",




"MIID": ["miid1"]



},


{



"DDF": "http://www.vendor.com/DDF/oma-dm-dmacc2.0.ddf",




"MOID": "urn:oma:mo:oma-dm-dmacc:2.0",




"MIID": ["miid_dms1"]



},


{



"DDF": "http://www.vendor.com/DDF/oma-dcmo1.0.ddf",




"MOID": "urn:oma:mo:oma-dcmo:1.0",




"MIID": []



}

]
}
The DM Server updates the authentication secret for the DM Notification with the following Package#2:
HTTP/1.1 200 OK
Content-Type: application/vnd.oma.dm.request+json
{


"CMD": [



["HGET", "http://www.dms.com/new_secret?DevID=IMEI:493005100592800",

"urn:oma:mo:oma-dm-dmacc:2.0/(x)/AuthNoti/AuthSecret?nv=(x)/ServerID:DMS_ID1"]

]

}
After receiving the Package#2, the DM Client sends the HTTP GET request to the received ServerURI "http://www.dms.com/new_secret?DevID=IMEI:493005100592800" as follows:
GET /new_secret?DevID=IMEI:493005100592800 HTTP/1.1

Host: www.dms.com
The DM Client receives the following HTTP message as the response:
HTTP/1.1 200 OK
Content-Type: text/plain
AB123CES121XX90TPOWQESEFSE33
Note that above two HTTP messages are not part of the DM session. After the DM Client updates the AuthNoti/AuthSecret node in the DM Account MO with the received value "AB123CES121XX90TPOWQESEFSE33", the Package#3 is sent to the DM Server as follows:
POST /dmserver/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.response+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.dms.com
{


"Status": [



200

]
}

Now the DM Server sends the new DCMO instance to manage "USB" with the following Package#2:
HTTP/1.1 200 OK
Content-Type: application/vnd.oma.dm.request+json
{


"CMD": [



["HGET", "http://www.dms.com/dcmo_usb"]


]

}
After receiving the Package#2, the DM Client sends the HTTP GET request to the received ServerURI as follows:
GET /dcmo_camera HTTP/1.1

Host: www.dms.com

The DM Client receives the following HTTP message as the response:

HTTP/1.1 200 OK
Content-Type: application/dmmo+json
{

"DDF": "http://www.vendor.com/DDF/dcmo1.0.ddf",

"ClientURI": "urn:oma:mo:oma-dcmo:1.0//",

"Data": {


"usb": {



"Property": "USB",




"Group": "I/O",




"Description": "USB Control",




"Enabled": "true"



}

}
}
After the DM Client creates the new DCMO instance, the Package#3 is sent to the DM Server as follows (the stored location for the new DCMO instance is delivered together with the status code):

POST /dmserver/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.response+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.dms.com
{


"Status": [



200, "urn:oma:mo:oma-dcmo:1.0/usb/"

]
}

The DM Server terminates the DM session with the following Package#2:
HTTP/1.1 200 OK
Content-Type: application/vnd.oma.dm.request+json
{


"CMD": [



["END"]


]

}
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