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Detailed Change Proposal

Change 1: Descriptions for this change here

5.3 Generic Alert
The protocol defines a Generic Alert message for Alerts generated by the DM Client that MAY have a relation to a Management Object. In the case of a relation to a Management Object then the SourceURI property MUST identify the address to that Management Object. 

Anytime after the Generic Alert is generated, the DM Client MAY send a Generic Alert message to the DM Server using the Package#1 or the Package#3. The Generic Alert message SHALL only be sent from the DM Client to the DM Server. 
The properties of the Generic Alert are as follows:

· AlertType to define the type of this Generic Alert,
· SourceURI to specify the address to the node in the Management Object that is related to this Generic Alert. This MUST be a ClientURI as specified in the section 6.1,
· TargetURI to specify the additional address for the Generic Alert. This MUST be a ClientURI as specified in the section 6.1. The usage of the TargetURI is not specified in this specification,
· Mark to specify the importance level. The valid importance levels are "fatal", "critical", "minor", "warning", "informational", "harmless" and "indeterminate". If the parameter is omitted then the default importance level "informational" is assumed,
· DataType to specify the MIME media type for the Data,
· Data to carry the additional data for the Generic Alert. The format and content of the Data property is not specified in this specification. 
This specification only specifies what is required from the protocol perspective, and each Generic Alerts MAY have additional requirements for the format and content of the Data property. For the unrecognized AlertType or the unrecognized Data property, the DM Server MUST silently ignore the Generic Alert. The DM Server MUST NOT send any status codes for the Generic Alerts regardless of that the DM Server successfully processes the Generic Alert or not.


The following table summarizes the properties of a Generic Alert:
	Property
	Description
	Occurrence

	AlertType
	The type of the Generic Alert
	One

	
	
	

	
	

	SourceURI
	The address to the node in the Management Object that is related to this Generic Alert
	ZeroOrOne

	TargetURI
	The additional address related to the Generic Alert.
	ZeroOrOne

	Mark
	The importance level
	ZeroOrOne

	DataType
	The MIME type for the Data. This property MUST be present if the Data property exists.
	ZeroOrOne

	Data
	The additional data for the Generic Alert. The format and the content of the Data are not specified in this specification
	ZeroOrOne


OMA DM 1.x Protocol also specifies the Generic Alert that is widely used in Management Objects. The interworking issues between the OMA DM 2.0 Generic Alert and the OMA DM 1.x Generic Alerts is resolved in the section 15.1.
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7.2 JSON Format for Package#1

The MIME type for this format MUST be "application/vnd.oma.dm.initiation+json". JSON schema for the Package#1 is as follows:
{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Package#1 JSON Schema",


"description": "DM Session Initiated Package",


"type": "object",

"properties": {



"MOS": {



"type": "array",




"items": {





"type": "object",





"properties": {






"DDF": {"type": "string"},






"MOID": {"type": "string"},






"MIID": {







"type": "array",







"items": {"type": "string"}






}





}




}




"required": false


 },



"Alert": {



"$ref": "tbd
",




"required": false

     }


}

}
This is an illustrative example of Package#1.
POST /dmclient/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.initiation+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.devicemgmt.org
{


"MOS": [



{



"DDF": "http://www.vendor.com/DDF/devinfo1.0.ddf",




"MOID": "urn:oma:mo:oma-dm-devinfo:1.0",




"MIID": [miid1]



},



{



"DDF": "http://www.vendor.com/DDF/oma-sessioninfomo1.0.ddf",




"MOID": "urn:oma:mo:oma-sessioninfomo:1.0",




"MIID": [miid1]



}

],


"Alert": [



{



"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",





"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",



"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component1",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"



}


},


{




"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component2",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"



}


}


]
}
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7.4 JSON Format for Package#3

The MIME type for this format MUST be "application/vnd.oma.dm.response+json". The JSON schema for the Package#3 is as follows:

{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Package#3 JSON Schema",


"description": "this is DM Status JSON Schema",


"type": "object",

"properties": {



"Status": {



"type": "array",




"items": {





"description": "status codes are ordered in the same sequence with the DM commands in the Package#2",





"type": "object",





"properties": {






"sc": {







"type": "number",







"required": true






},






"URI": {







"type": "array",







"required": false,







"items": {








"type": "string",








"required": false







}






}





}



},



"required": true


},            



"Alert": {



"$ref": "tbd
",




"required": false


}
}
This is an illustrative example of Package#3 that is a response to the example Package#2 in the section 7.3.
POST /dmclient/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.response+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.devicemgmt.org
{


"Status": [



{"sc": 200},



{"sc": 200, "URI": ["urn:oma:mo:oma-mo:1.0/miid1/", "urn:oma:mo:oma-mo:1.0/miid2/"]},



{"sc": 200}

],


"Alert": [



{



"AlertType": "urn:oma:at:dcmo:1.0:OperationComplete",





"SourceURI": "urn:oma:mo:oma-dcmo:1.0/Capability123/Operations/Enable",



"Mark": "warning",



"DataType": "int",



"Data": {




"DM1x": 1404



}


}



]
}
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7.6 Generic Alert
This is the JSON Schema associated with the Generic Alert:
{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Generic Alert",


"type":"object",

"properties": {



"Alert": {



"type": 
"array",



"items": {




"AlertType": {"type": "string"},






"SourceURI": {"type": "string"},




"TargetURI": {"type": "string"},




"Mark": {"type": "string"},




"DataType": {"type": "string"},




"Data": {





"type": "object",





"description": "the format is out-of-scope of this specification"




}




}



}



}

}
This is an illustrative example of Generic Alert.
{


"Alert": [



{



"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component1",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"



}


},



{




"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component2",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"



}


}

]











}
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15. DM 1.x Interworking Issues
15.1 DM 1.x Generic Alert Interworking
OMA DM 1.x Protocol specifies the Generic Alert mainly for two purposes; the asynchronous reporting and Client Initiated Alert. DM 2.0 Generic Alert can be used for those two purposes as well, and is backward compatible with the DM 1.x Generic Alert only in the functional level.
DM 2.0 Generic Alert properties (i.e., AlertType, SourceURI, TargetURI, Mark, DataType and Data) can be used (see the section 5.3) to delivery the DM 1.x Generic Alert. One difference is that, for the asynchronous reporting, the correlator in DM 1.x Generic Alert is not used in DM 2.0 since on receiving the asynchronous reporting the DM Server can find out the DM command that triggers the asynchronous reporting based on the SourceURI property. The interworking issues mainly reside in the delivery of the Generic Alert data since the Generic Alert data does not have a fixed format. Each specification for Management Objects defines the format of the Generic Alert data; mostly in the form of xml. These MO-specific Generic Alert data MAY be converted to JSON format since the conversion from the xml to JSON is obvious. For example, the SCOMO [SCOMO] shows the following example for the asynchronous reporting:
<Alert>


<CmdID>2</CmdID>


<Data>1226</Data>                               <!-- Generic Alert -->


<Correlator>correlator1</Correlator>


<Item>      



<Source><LocURI>



./SCM/Inventory/Delivered/Package456/Operations/Install


</LocURI></Source>



<Target><LocURI>./SCM/Inventory/Deployed/Component1</LocURI></Target>



<Meta>




<Type xmlns=“syncml:metinf”> 




urn:oma:at:scomo:1.0:OperationComplete



</Type>




<Format xmlns=“syncml:metinf”>xml</Format>




<Mark xmlns=“syncml:metinf”>warning</Mark>



</Meta>



<Data>




<![CDATA[





<ResultCode>1200</ResultCode> <!-- SCOMO Result Code -->





<Identifier>Component1ID</Identifier>




]]>



</Data>


</Item>

<Item>      



<Source><LocURI>



./SCM/Inventory/Delivered/Package456/Operations/Install


</LocURI></Source>



<Target><LocURI>./SCM/Inventory/Deployed/Component2</LocURI></Target>



<Meta>




<Type xmlns=“syncml:metinf”> 




urn:oma:at:scomo:1.0:OperationComplete



</Type>




<Format xmlns=“syncml:metinf”>xml</Format>




<Mark xmlns=“syncml:metinf”>warning</Mark>



</Meta>



<Data>




<![CDATA[





<ResultCode>1200</ResultCode> <!-- SCOMO Result Code -->





<Identifier>Component2ID</Identifier>




]]>



</Data>


</Item>

</Alert>
Above DM 1.x Generic Alert can be represented as the DM 2.0 Generic Alert by converting Generic Alert data to JSON object. The converting rules are out-of-scope of this specification, and one example can be as follows:

{


"Alert": [



{



"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component1",



"Mark": "warning",



"DataType": "application/json",



"Data": {




"ResultCode": 1200,





"Identifier": "Component1ID"



}


},



{




"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component2",



"Mark": "warning",



"DataType": "application/json",



"Data": {




"ResultCode": 1200,





"Identifier": "Component2ID"



}


}

]

}
In the other hand, DM 1.x Generic Alert data can be directly delivered in the DM 2.0. For this, the Data JSON object MUST have the name/value pair where the name MUST be "DM1x", and the value MUST be copied from the <Data> element in the DM 1.x. In case that the CDATA is used in the <Data> element, the CDATA MUST be eliminated. DM 2.0 Generic Alert using this approach is as follows:
{


"Alert": [



{



"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component1",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"




}


},



{




"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component2",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"




}


}

]

}
It is up to the implementation to use which approache, and other approaches are not precluded as well.
�Reference to schema in chapter 7.4.2


�Reference to schema in chapter 7.4.2
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