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Reason for Change
This CR is to enhance the security for DEFAULT Command.
The current DEFAULT Command is not secure since any DM Server can send the DEFAULT Command for any MOID. DM 2.0 specifies the general security model based on the MO Instances (access control per MO Instance); hence the DEFAULT Command needs to be aligned with this.
The proposal is DEFAULT Command carries the parameter ClientURI not the MOID, and the DM Client verifies whether the DM Server has WRITE permission on the specified MO Instance to accept the DEFAULT Command.
If the group will agree on this CR, then other parts related to the DEFAULT command needs to be updated accordingly.
Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
DM WG to review and agree this CR
Detailed Change Proposal
Descriptions for this change here

[bookmark: _Toc365994751]5.3.10 DEFAULT
This command supports the following parameters:
	Parameter
	Format
	Occurrence

	ServerURI
	ServerURI as specified in the section 6.2
	One

	MOIDClientURI
	MOIDClientURI as specified in the section 6.1
	One


The DM Client stores the ServerURI and can use it when the DM Client needs configuration for a specific MO Instance addressed by the ClientURI. The ClientURI MUST specify the root node of the MO Instance. MOID, fFor example, when suppose that an application running locally on the Device requests information about a specific MO Instance,MOID which is not available in the DM Tree. In this case, the DM Client MUST perform the operations specified for HGET DM Command against with the stored ServerURI and the ClientURI, providing no status back to the DM Server.
When the DM Client receives a the  DEFAULT command for an already provisioned MOIDMO Instance, the old ServerURI MUST be replaced with the new ServerURI:. that means that the DM Client is able to store just one ServerURI per each MO Instance.supported MOID.
If the DM Client supports the Access Control Mechanism as specified in the section 10, when receiving the DEFAULT command, the DM Client MUST check whether the DM Server has the Write permissions for the MO Instance addressed by the ClientURI. If the DM Server does not have the Write permissions, then the DM Client MUST reject the DEFAULT command and send the status code “403 Forbidden”.
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