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1 Reason for Change

The present CR aims to introduce the JSON serialization for Package#0.
R01 reorganizes Serialization chapter, modifies normative language and adds new node in DevInfo.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG should review the present CR and agree on its content.
6 Detailed Change Proposal
Change 1:  Serialization Chapter restructuring
7. Object Serialization
The DM Server and the DM Client exchanges the DM Packages as specified in the section 5.4. In this section, the format of the DM Packages is specified.

7.1 Package#0

7.1.1 Binary Format

The DM Server MUST support this format. The DM Client MUST support this format.
The binary format for the DM Notification package consists of a 2 bytes fixed-sized part containing the Headers followed by a variable part containing the Options. The byte order for DM Notification package MUST be Big Endian (Network order).
The delivery and transport of the DM Notification is specified in the Appendix D.

7.1.1.1 Package Header
The following figure describes the format of the DM Notification header part:
                                          1
  0   1   2   3   4   5   6   7   8   9   0   1   2   3   4   5
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|       VER     |         OC        |        RESERVED           |

+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|                         OPTIONS (if any) ...               
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
Figure 8: DM Notification package Format
DM Notification header has the fixed size with the 32 bytes. The DM Server MUST specify the DM Notification header fields in order as described in the following table:
	Header Fields
	Bit Length
	Descriptions

	VER
	4
	Version of DM Notification package

	OC
	5
	Number of Options included in the DM Notification package

	RESERVED
	7
	Reserved for future Header fields


Table 2: DM Notification Header Fields
7.1.1.2 Package Option

In the DM Notification package, The DM Server MUST specify the Options in the increasing order of their Option Number. Each Option is specified by the Option Delta, the Option Length and the Option Value as shown in the below figure.
                                          1
  0   1   2   3   4   5   6   7   8   9   0   1   2   3   4   5
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|  Option Delta |                  Option Length                |

+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|                       Option Value ...               
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
Figure 9: Message Option Format he cates the e actual Option Number amp might not be needed)




































































· Option Delta 
The Option-Delta field indicates the difference between the Option Number of this Option and the previous Option. The value of this field is specified using 4 bits. This field is used for calculating the actual Option Number as the sum of its Option Delta and the all preceding Option Deltas. For the first Option in the DM Notification package, the Option Delta becomes the Option Number.
· Option Length 
The Option-Length field specifies the length of the Option Value, in bytes. For instance, if the Option Length value is 3 then the Option Value size is 3 bytes. The value of this field is specified using 12 bits. When the Option carries no value, then DM Server MUST specify the value 0 for the Option-Length field and MUST NOT include Option Value. Hence the shortest Option can be 2 bytes long if it carries no Option Value.
· Option Value 
The format of the Option Value depends on the respective Option.
7.1.2 JSON Format
The DM Server MUST support this format. The DM Client SHOULD support this format.
The Media Type for this format is "application/vnd.oma.dm.notification+json".  The JSON schema for the Package#0 is as follows:

{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Package#0 JSON Schema",


"type": "object",

"properties": {



"VER": {



"type": "string",



"description": "value in hexadecimal string",



"required": true



},


"OC": {



"type": "number",



"required": true



},


"OPTIONS": {



"type": "object",



"required": true




"properties": {





"SERVER-ID": {





"type": "string",





"required": false





},





"PREFERRED-CON-TYPE": {





"type": "number",





"required": false





},





"NOTIFICATION-ID": {





"type": "numer",





"required": false





},





"SHA256-DIGEST": {





"type": "string",





"description": " value in hexadecimal string",





"required": false





},





"TIMESTAMP": {





"type": "number",





"required": false





},





"REQ-MOS": {





"type": "boolean",





"required": false





}




}



}

}
}
This is an illustrative example of Package#0.
{


"VER": 0x02,


"OC": 6,


"OPTIONS": {



"SERVER-ID" : "serverdm",



"PREFERRED-CON-TYPE" : 0,



"NOTIFICATION-ID" : 1,



"SHA256-DIGEST" : "0x0000000000000000000000000000000000000000000000000000000000000000",



"TIMESTAMP" : 1370226853,



"REQ-MOS" : true


}

}
TDB: GCM Push Interface needs to be updated.
7.2 Other Packages
7.2.1 JSON Format

The DM Server MUST support this format. The DM Client MUST support this format.

7.2.1.1 Package#1
The Media Type for this format is "application/vnd.oma.dm.initiation+json". The JSON schema for the Package#1 is:

{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Package#1 JSON Schema",


"type": "object",

"properties": {



"MOS": {



"type": "array",




"items": {





"type": "object",





"properties": {






"DDF": {"type": "string"},






"MOID": {"type": "string"},






"MIID": {







"type": "array",







"items": {"type": "string"}






}





}




}




"required": false


 },



"Alert": {



"$ref": "#alert_json_schema",




"required": false

     }


}

}
This is an illustrative example of Package#1.
POST /dmclient/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.initiation+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.devicemgmt.org
{


"MOS": [



{



"DDF": "http://www.vendor.com/DDF/devinfo1.0.ddf",




"MOID": "urn:oma:mo:oma-dm-devinfo:1.0",




"MIID": [miid1]



},



{



"DDF": "http://www.vendor.com/DDF/oma-sessioninfomo1.0.ddf",




"MOID": "urn:oma:mo:oma-sessioninfomo:1.0",




"MIID": [miid1]



}

],


"Alert": [



{



"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component1",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"




}


},



{




"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component2",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"




}


}

]

}
7.2.1.2 Package#2

The Media Type for this format is "application/vnd.oma.dm.request+json". The JSON schema for the Package#2 is:
{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Package#2 JSON Schema",


"type": "object",

"properties": {



"Cmd": {



"type": "array",




"items": {





"type": "array",





"items": {






"description": "DM cmd, parameters in order",





"type": "string",





}




}



"required": true


}

}
}

This is an illustrative example of package#2.
HTTP/1.1 200 OK
Content-Type: application/vnd.oma.dm.request+json
{


"CMD": [



["HPOST",



"https://DMcontent.DMserver.operator.com/[DevID]", 




"urn:oma:mo:oma-dm-devinfo:1.0//",



"urn:oma:mo:oma-sessioninfomo:1.0//"],


["HGET", "https://DMcontent.DMserver.operator.com/new_mo"],


["GET", "urn:oma:mo:oma-sessioninfomo:1.0//CBT"]


]

}
7.2.1.3 JSON Format for Package#3

The Media Type for this format is "application/vnd.oma.dm.response+json". The JSON schema for the Package#3 is:

{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Package#3 JSON Schema",


"type": "object",

"properties": {



"Status": {



"type": "array",




"items": {





"description": "status codes are ordered in the same sequence with the DM commands in the Package#2",





"type": "object",





"properties": {






"sc": {







"type": "number",







"required": true






},






"URI": {







"type": "array",







"required": false,







"items": {








"type": "string",








"required": false







}






}





}



},



"required": true


},            



"Alert": {



"$ref": "#alert_json_schema",




"required": false


}
}
This is an illustrative example of Package#3 that is a response to the example Package#2 in the section 7.3.
POST /dmclient/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.response+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.devicemgmt.org
{


"Status": [



{"sc": 200},



{"sc": 200, "URI": ["urn:oma:mo:oma-mo:1.0/miid1/", "urn:oma:mo:oma-mo:1.0/miid2/"]},



{"sc": 200}

],


"Alert": [



{



"AlertType": "urn:oma:at:dcmo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-dcmo:1.0/Capability123/Operations/Enable",



"Mark": "warning",



"DataType": "int",



"Data": {




"DM1x": 1404




}


}


]

}
7.2.1.4 Management Object Serialization
The Media Type for this format is "application/dmmo+json". The JSON schema is:

{


"$schema": "http://json-schema.org/draft-04/schema#",


"Title": "Management Object JSON Schema",


"type":"object",


"properties": {



"DDF": {"type": "url"},



"ClientURI": {"type": "string"},



"MOData": {



"type": "object"


}


}

}
The following conversion rules are applied:

· Interior Node:  The interior node is represented as JSON Object containing the NodeName as label and a JSON Object as value. This Object contains the structure of child nodes. If the child nodes are not transferred, the empty JSON object “{}” is specified.
· Leaf Node: The leaf node content is represented as JSON object whose type is compliant to the one specified in the related DDF file.
This is the example of JSON serialized MO content:
{

"DDF": "http://www.vendor.com/DDF/devinfo1.0.ddf",

"ClientURI": "oma:mo:oma-dm-devinfo:1.0//",

"MOData": {



"DevInfo": {



"DevID": "IMEI:493005100592800",




"Man": "Vendor",




"Mod": "DM_Client",




"DmV": "2.0",




"Lang": "en",




"DevType": "smartphone",




"OEM": "",




"FwV": "android4.0.4",




"SwV": "Vendor1.2",




"HwV": ""



}

}
}
7.2.1.5 Generic Alert
This is the JSON Schema associated with the Generic Alert:
{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Generic Alert",


"type":"object",

"properties": {



"Alert": {



"type": "array",



"items": {




"AlertType": {"type": "string"},





"SourceURI": {"type": "string"},




"TargetURI": {"type": "string"},





"Mark": {"type": "string"},




"DataType": {"type": "string"},




"Data": {





"type": "object",






"description": "the format is out-of-scope of this specification"





}




}



}


}

}
This is an illustrative example of Generic Alert.
{


"Alert": [



{



"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component1",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"




}


},



{




"AlertType": "urn:oma:at:scomo:1.0:OperationComplete",




"SourceURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Download/Package1/Operations/DownloadInstall",




"TargetURI": "urn:oma:mo:oma-scomo:1.0/SCOMO1/Inventory/Deployed/Component2",



"Mark": "warning",



"DataType": "text/xml",



"Data": {




"DM1x": "<ResultCode>1200</ResultCode>          <!-- SCOMO Result Code --><Identifier>Component1ID</Identifier>"




}


}

]

}
7.2.2 Other Format

The DM Server and the DM Client MAY implement other serialization format which are out of the scope of this specification.
Change 2:  New DevInfo node

8. DM 2.0 Standard Management Objects 

8.1 DevInfo Management Object
The following figure shows an overview of the management object.
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Figure 10: The DevInfo Management Object

	<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is the root node for the DevInfo MO. The MOID for the DevInfo MO MUST be: "urn:oma:mo:oma-dm-devinfo:1.2".


	<x>/Bearer

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	An optional, interior node in which items related to the bearer (CDMA, etc.) are stored. Use of this sub tree can be mandated by other standards.


	<x>/DevID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This leaf node specifies the global unique identifier for the device. The value of this node MUST be either an absolute or a relative URI or a well-known URN. Possible formats for this node are listed in the below table, but other formats are not precluded.

Type
Descriptions

IMEI URN
Identify International Mobile Equipment Identifiers [3GPP-TS_23.003]. The IMEI URN specifies a valid, 15 digit IMEI. The format of the URN is IMEI:###############
ESN URN
Identify an Electronic Serial Number.  The ESN specifies a valid, 8 digit ESN.  The format of the URN is ESN:########
MEID URN
Identify a Mobile Equipment Identifier. The MEID URN specifies a valid, 14 digit MEID. The format of the URN is  MEID:##############
UUID URN
Identify an Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in [RFC4122]. The format of the URN is UUID:########-####-####-############



	<x>/Man

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The manufacturer identifier (manufacturer specified string).


	<x>/Mod

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	A model identifier (manufacturer specified string).


	<x>/DmV

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	OMA device management client version identifier (manufacturer specified string).


	<x>/Lang

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The current language setting of the device. The syntax of the language tags and their use are defined in [RFC1766]. Language codes are defined by ISO in the standard [ISO639-2].


	<x>/DevType

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	Device type, for example PDA, pager, or phone (manufacturer specified string).


	<x>/OEM

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	Original Equipment Manufacturer of the device (manufacturer specified string). 


	<x>/FwV

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	Firmware version of the device (manufacturer specified string). 


	<x>/SwV

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	Software version of the device (manufacturer specified string).


	<x>/HwV

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	Hardware version of the device (manufacturer specified string).


	<x>/JSONNotiFormat

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	bool
	Get
	

	
	This node indicates if JSON format is supported for DM Notification (see chapter 7.1.2)


	<x>/Ext

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is for vendor-specific extensions to store the device related information.
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