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1. Scope

This protocol is called the OMA Device Management Protocol [OMA DM] version 2.0, and it defines the protocol for various management procedures. The scope for this protocol is to define the interfaces that are used between the DM Server and the DM Client. Interfaces residing within the device or within the server are outside of the scope of this specification.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4627]
	“The application/json Media Type for JavaScript Object Notation (JSON)”, D. Crockford. July 2006,
http://www.ietf.org/rfc/rfc4627.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee, et al., August 1998, URL:http://www.ietf.org/rfc/rfc2396.txt

	
	

	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	JSON
	The JSON refers to the definition of [RFC4627].

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

<< From a market perspective...  

· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >> 
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

DELETE THIS COMMENT

4.2 Version <x.y>

This section should be included for each new major or minor version of the specification.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the specification, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT

4.2.1 Version <x.y.z>

This section should be included for each new service release of the specification.   It should describe at a high level the main changes made to the specification compared to the previous version.  The description should be brief, target length should be one paragraph.

DELETE THIS COMMENT

5. Device Management TreeObject
<<Describe Device Management Tree breifly.  DELETE THIS COMMENT >>
5.1 Addressing Node

<< Describe Addressing of Node on Management Tree.  DELETE THIS COMMENT >>
5.2 Device Description Framework

The Device Description Framework is defined as Device Description Framework DTD. Descriptions of Management Objects, or complete Management Trees, are valid XML documents. Device manufacturers using the Device Description Framework MUST make the device descriptions available to DM Servers. The mechanism for this is currently not being standardized.

5.2.1 MO definition

Each Management Object Node in this specification MUST definethe following properties:

	Property
	Description

	Status
	if the value is “Required” then the DM Client MUST support the node (if the parent node is supported); if the value is “Optional”, then the node is not unconditional mandatory to support in the implementation.

	Occurrence
	One
	The number of node MUST be exact one.

	
	ZeroOrOne
	The number of nodes is zero or one. The DMS can add the node when the current occurrence was zero.

	
	ZeroOrMore
	The number of nodes is zero or more. The DMS can add the node up to the number of device allows.

	
	OneOrMore
	The number of nodes is one or more. The DMS can add the node up to the number of device allows.

	
	ZeroOrN
	The number of nodes is zero or multiple number. The DMS can add the node up to the number specified as the part of MO specification.

	
	OneOrN
	The number of node is one or multiple number. The DMS can add the node up to the number specified as the part of MO specification.

	Format
	Data format which is stored on node. Allowed values are ‘node’, ‘null’, ‘b64’, ‘bin’, ‘bool’, ‘chr’, ‘int’, ‘xml’, ‘date’, ‘time’, and ‘float’.

	Min. Access Type
	Minimally required permission to access. If the keyword ‘No ‘ is used the operation MUST NOT be allowed anytime. 


Table 1 - MO node specification properties

Following table is an example of the node specification table:

	<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more instances of this object. Management Object Identifier for this management object MUST be: “urn:oma:mo:oma-dm-dmacc:2.0”.


Table 2 - Example of MO node specification table
5.2.2 DDF description and graphical representation of MO

incorporated from DM1.3 TND TS.

OMA DM MO are described using the OMA DM DDF Files. The use of this description framework produces detailed information about the device in question. The DDF File is a machine readable file describing a MO or how a DM Client has implemented the DM Tree.

In order to make it easier to quickly get an overview of how a MO is organized and its intended use, a simplified graphical notation in the shape of a block diagram is used in the technical specification documents. Even though the notation is graphical, it still uses some printable characters, e.g… to denote the number of occurrences of a node. These are mainly borrowed from the syntax of DTDs for XML. The characters and their meaning are defined in the following table.

	Character
	Meaning

	+
	one or many occurrences

	*
	zero or more occurrences

	?
	zero or one occurrences


If none of these characters is used the default occurrence is exactly once.

Another feature of the DDF that needs to have a corresponding graphical notation is the un-named block. Un-named are nodes which act as placeholders in the description and are instantiated with information when the nodes are used at run-time. Un-named blocks in the description are represented by less than (“<”) and a greater than (“>”) character containing a lower case character, e.g. (“<x>”).

Each block in the graphical notation corresponds to a described node, and the text is the name of the node. If a block contains an <x>, it means that the name is not known in the description and that it will be assigned at run-time. The names of all ancestral nodes are used to construct the URI for each node in the MO. It is not possible to see the actual parameters, or data, stored in the nodes by looking at the graphical notation of a MO.

Some MOs specify explicit names of nodes but the name is still assigned at run-time. These nodes MAY not be described as <x> in the DDF Fileand it is possible to use the syntax [NodeName] where “NodeName” is a logical name for the node. In this case the graphical representation and the DDF File will contain the logical name of the node to improve the readability.

The nodes which the DM Client is required to support are drawn in the graphical notation with solid line, while nodes whose support is not mandatory for the DM Client are drawn with a dotted line.

Leaf nodes are drawn as rectangle while interior nodes are drawn as rectangle with rounded corners.

The following is an example of what a MO can look like when it is expressed using the graphical notation:
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Figure 1: Example of a MO pictured using the graphical notation

Naturally, this graphical overview does not show all details of the full description, but it provides a good map of the description so that it is easier to find the individual node. Although the figure only provides an overall view of the description, there are still some things worth noticing. 

All blocks with names in place occur exactly once, except Leaf2, InteriorA/<x>, InteriorB/<x>, all Ext nodes and their children.

Leaf3, InteriorB, all Ext and their children nodes are optional to be supported by the DM Client.

All nodes whose name starts with “Leaf” and the node “[AAuthLevel]” are leaf nodes. They MAY contain data but cannot contain child nodes; all other nodes are interior nodes, they cannot contain data but can contain child nodes. 

The un-named leaf nodes are marked with * or +. This means that although the description only contains one node description at this position in the tree, there can be any number of instantiated nodes at run-time, including none in the first case, at least one in the second. The only limit is that the node names MUST be unique and the DM Client MUST have sufficient memory to store the nodes.

The next figure shows an example of what the device information MO could look like at run-time. 
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Figure 2: Example of an instance of this MO

The difference between this figure and the previous one is that now the un-named blocks have been instantiated and some optional nodes are not shown. 

Note that none of the stored data in the leaf nodes is shown in the figure: only the node names are visible.
Management Object Serialization
Since DM 2.0 protocol is designed to use JSON based format for exchanging MO information, it is important to convert MO definition to JSON Object as defined in [RFC4627].

MO data can be transferred asJSON Object following conversion rules:

	Node Type
	Conversion Rule
	Example

	Interior Node
	The interior node MUST be represented as JSON string Object with the value of another JSON Object which contains child nodes in DDF. The string MUST be specified NodeName node value in DDF. Even if the child node are not transferred, the empty JSON object “{}” MUST be specified as its value.
	{
  "InteriorA": {
    "LeafB": "ValueB",
    "InteriorC": {}
  }
}

	Leaf Node
	The leaf node MUST be represented as JSON string Object with the value of another JSON Object which contains “Prop” Object and “Value” Object as its member.

“Value” Object MUST be specified the value of “Value” node value in DDF.

Editor’s Note: group should discuss on the solution for including meta information existing in DM 1.x.
	{
  "LeafD": "ValueD",
  "LeafE": ""
}


When the Management Object is newly instantiated, the DM Client or the DM Server need to transfer MO structure with DDF information JSON Object for MO MUST be wrapped by the JSON Object for MO serialization. This JSON Object is named “MOMetaInfo” which contains following mandatory parameters as its member.

	Member
	Description

	DDF
	The URI string for device specific DDF definition.

	Path
	The path to place the serialized MO data.

	MOData
	The serialized MO data as JSON Object for Transfer Node Values.


This is the example of MOMetaInfo:
{

  "MOMetaInfo": {

    "DDF": "http://foo.bar.com/ddf/model1234/app1_setting.ddf",

    "Path": "/",

    "MO": {

      "App1Config": {

        "ServerConfig": {

          "ServerAddr": "server1.bar.com",

          "ServerPort": "12345"

        }

      }

    }

  }

}

Editor’s Note: leaf node SHOULD be considered to be JSON Object instead of String value.

6. DM 2.0 Protocol
The DM protocol MAY be initiated by notification from the DM Server that the DM Client SHOULD initiate a DM Session. 

The first message from the DM Client to the DM Server is special, this message MAY contain device information, management object data, management object meta data and/or alerts. The response to this message contains the DM commands. After the DM Client retrieved and executed all DM Commands then, if requested by the DM Server, then the DM Client will send DM Status and retrieve new DM Commands.

6.1 DM Protocol Interface
The DM Enabler includes the following four interfaces between a DM Client and a DM Server

· Notification from server to client to initiate a OMA DM Session

· Command channel for authentication and command exchange, this may also include management data

· Content delivery of management data

· User Interaction using web server component and web browser component

6.1.1 DM Notification

This interface is used when the server needs to request the device to initiate a Device Management session.

6.1.2 MO Manipulation

This interface is used for the server to transfer management commands to the client and for the client to report status after execution of the commands. This will be repeated until the server does not want to perform any more management commands to the client.

Client will also inform the server about all client events and alerts that has been generated and not delivered to the server. 

6.1.3 Content Delivery

This interface is used for delivering management data between the Device and the Server. A specific MIME Type is used for standard management object but management objects may support other formats. This enabler specifies a specific media type (MIME-Type) but any media type is allowed. The protocol used here is HTTP/HTTPS without modifications or additions. This interface is used as result of requested management operations from the DM Protocol.

6.1.4 User Interaction

This interface is between a Web Server and Web Browser independent on if the web browser is integrated in the DM Client or if it is a standalone Web Brower application. This interface is used as result of requested management operations from the DM Protocol. This enabler does not specify this interface.

6.2 Basic Flow

This is an overview of the interaction between the components in DM 2.0:
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4c.2 Delivery of the requested data

5. If requested: include management data; send status of commands and continue at 3


Figure 3: DM Protocol interactions

This flow is showing possible interactions, for example a DM Client may initiate a DM Session itself and therefore number 1 above is not included in that session. All arrows starting with 4 are dependent on what DM Commands the DM server wants to perform. The DM server MAY send them in different order and all of them MAY be included multiple times or not at all.

1. The DM Server requests a DM Session via sending a notification to the DM Client.

a. This is only valid for server initiated DM Session.

2. DM Client initiates the DM Session and the request MAY include Device Information, Device Profile and/or Generic Alerts.

3. DM Server MUST include DM commands in the response and indicate to the client if the client MUST response with status of the commands, step 5, and request more DM Commands

4. During this phase the client MUST execute the commands in the same sequence it was delivered from the DM Server. Same DM Commands MAY be included zero or many times and all DM Commands MAY not be sent by the server. See later chapter for possible DM Commands. 

Editors Note: Which one of these DM Commands that must be supported by DM Client & DM Server is TBD

Some DM Commands will generate additional interaction with the server side before the DM Command is completed, these commands are:

4a
Initiate an UI Session, the DM Client MUST initiate a Web Browser and load it with the URI requested from the DM Server. DM Client will wait in this phase until TBD

4b
DM Client MUST send the requested management data to a specific URI requested by the DM server

4c
DM Client MUST retrieve management data from an specific URI and incorporate that in the device.

5. If requested by the DM Server the DM Client MUST send status of the executed DM Commands and if requested by the DM Server the DM Client MUST also include requested management data in the message back to the server. The protocol will now iterate from step 3 above.

6.3 DM Commands

This chapter defines the allowed DM Commands. Which DM Command that is optional or mandatory will be defined later. 

The server’s response to the client MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/dm20


Table 3 - Pkg#1 Response HTTP Headers
The following DM Commands are allowed in DM 2.0:

	Command
	Description

	HGET 
	The DM Server uses this command to requests the DM Client to retrieve data from the Data Repository using HTTP GET, and add or replace the received data into the device.



	HPUT/HPOST 
	The DM Server uses this command to request the device to send data to the Data Repository using HTTP PUT or HTTP POST respectively

	DELETE 
	The DM Server uses this command to delete data in the device.

	EXEC 
	The DM Server uses this command to execute an executable node in the device. This command corresponds to the DM Exec command from DM 1.x.

	GET
	The DM Server uses this command to retrieve data from the device. The DM Client sends the data within the current DM session. This command corresponds to the DM Get command in DM 1.x.

	SHOW 
	The DM Server uses this command to start an UI Session using the browser as UI

	CONT
	This command is used by servers to specify where the device should continue the DM Session.

	END
	This command is used by the server to inform the DM Client that the current DM Session should not continue after all DM Commands in this document are processed. The DM Client does not send the status back to the DM Server.


All the parameters supported by DM Commands MUST be in the URI syntax as defined in [RFC2396].
6.3.1 HGET 

Parameters:
ServerURI [ClientURI]

The DM Client will send a request for the ServerURI using HTTP GET to retrieve data (an MO or a subpart of an MO). The ServerURI refers to the data in the Data Repository. If the ClientURI is specified, then the DM Client will try to store the retrieved data at the ClientURI and replace all existing data if any. If the ClientURI is not specified, then the DM Client can choose where to store the data and the location will be returned in the status reporting.

6.3.2 HPUT/HPOST 

Parameters:
ServerURI ClientURI1 [ClientURI2]…[ClientURIN]

The DM Client will create one JSON
 object containing all the data from the respective ClientURIs and send it to the ServerURI as HTTP PUT or as HTTP POST respectively. The ServerURI refers to a location in the Data Repository. The ClientURI may contain the query “Levels=n”, then the client will only include n sublevels of child nodes. The default is that all child nodes will be included if the Levels parameter is not included. If the ClientURI is “*” (star character) then all supported MOID and instances that the server has access right to will be returned. In addition to that if the Levels=1 parameter is included the all MO instances will be included.

6.3.3 DELETE
Parameters:
ClientURI

The DM Client will delete the node at the location ClientURI in the device and all childe nodes to that one.

6.3.4 EXEC
Parameters:
ClientURI [ServerURI]

The DM Client will perform the EXEC operation on the node at the location ClientURI. If the ServerURI is specified then the Generic Alert MUST be posted to this URI.

6.3.5 GET
Parameters:
ClientURI1 [ClientURI2]…[ClientURIN]

The DM Client will create one JSON
 object containing all the data from the respective ClientURIs and send it to the DM Server within the current DM session. The JSON object will be contained in the status report. This command corresponds to the DM Get command in DM 1.x. The ClientURI can contain the sub parameter “CV” which indicates the cache validator for the resource represented by the ClientURI. The DM Client processes this sub parameter as specified in the section 9.
6.3.6 SHOW

Parameters:
ServerURI

The DM Client will show a WebBrowsers view to the user and load it with the ServerURI. The browser “session” will continue to the Server and the DM Session is paused until TBD. The browser MUST NOT have any access to the DM Tree, the DM Server needs to retrieve all necessary information from the user via the Web Server and when the browser session is done the DM Session continues.

6.3.7 CONT

Parameters:
ServerURI

This is the new server URL that the DM Client will use for the DM Session.

6.4 DM Status

The DM Client MUST continue to send new HTTP POST to the same URL (Unless specified by the DM Server) until the DM Client has received an command document without commands. The DM Clients request to the DM Server MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/dm20status

	Accept
	application/dm20; application/tnds20. 

Any additional Accept header is valid

	X-OMADMDevID
	Unique identifier of the device.



The status MUST be ordered in the same order as the DM Commands had.

7. DM 2.0 MIME types

DM Protocol 2.0 defines data formats which are identified by MIME application media types. 

The DM Enabler specifies the following content formats:

· Notification message to be delivered to the client in the DM Notification message
· Management Object Data

· Meta-Data 

· Alerts

This data format allows the following categories to be included:

· Static implementation information on how a MO is implemented and runtime meta-data of the management objects.

· Serialized Management Object that contains run-time data of a management object instance 

· Client Events and Alerts similar to Generic Alert as defined in DM 1.2

This structure allows all these categories above to be included but all of them are not valid in all scenarios.

7.1 Notification Message
Many devices cannot continuously listen for connections from management servers. Other devices simply do not wish to “open a port” (i.e. accept connections) for security reasons. However, most devices can receive unsolicited messages, sometimes called “notification message”. A DM Server can use this notification message to cause the DM Client to initiate a connection back to the DM Server. 

The format and content of the DM 2.0 Notification defined in this enabler updates the DM 1.3 Notification [DM13] keeping the backward compatibility. The updates are described in the following sections.

7.1.1 Version Information (VER)
This field MUST be set to 0x02.

7.1.2 DM 2.0 Notification Options

This specification defines the following options for DM Notification message:

	Option Number (Binary)
	Name
	Format
	No. of bytes
	DM Client Support
	DM Server Support
	Occurrence

	0111
	Requested-MO-CV
	Binary
	3-256
	Optional
	Mandatory
	ZeroOrMore


7.1.3 Requested MO CV Option

The <Requested-MO-CV> option specifies the MO index and the corresponding change validator. The first two bytes MUST specify the MO index which indicates the requested MO to be sent in Package #1 in the resulting DM session. The other bytes specify the change validator for the requested MO. The DM Server can request the DevInfo, the DevDetail or other MOs by using this option to conditionally receive in the Package #1.

On receiving this option and if the DM Client supports this option, then the DM Client MUST run the change validation process to check whether the cache for the requested MO in the DM Server is fresh or stale. If stale, the DM Client MUST send the requested MO in the result DM session, and if fresh, the DM Client MUST return the status code ‘XXX Not Modified’ to inform the DM Server that the cache is fresh.
7.2 Management Objects and Meta data

This chapter defines the message format for management data. This format MUST be supported by DM Client and DM Servers. In addition to that it is possible for a DM Client to support additional MIME-Types and the DM Servers MUST use the standard HTTP MIME type mechanism to figure out which format to deliver to different DM Clients.

NOTE: Versioning information needs to be added
	HTTP Header
	Value

	Content-Type
	application/dmmo+json

	Accept
	application/dmmo+json

Any additional Accept header is valid


The structure of Management Objects MUST be JSON encoded. This section defines the structure but all parts may not be valid in all messages. The structure contains one JSON object that includes one or more of the following members:

Member: Supported Management Objects: “MOS”

The value of MOS MUST be an array of values containing the supported Management Objects by the device. The following content is allowed for each value in the array:

	Name
	Content

	MOID
	The MOID of this Management Object

	DDF
	A HTTP link to the DDF file for this Management Object

	PATH
	An JSON array containing all MO instances for this Management Object


Member: Management Object List: “MOL”

The value of MOL MUST be an array of values containing Management Objects data. The following content is allowed for each value in the array:

	Name
	Content

	URI
	The URI for the content of the Management Object

	MO
	This object contains the value of the MO content. All child objects in this object is defined in the Management Object specification. The tree structure defined in the MO MUST be represented here exactly in the same structure. The following restrictions apply: The data MUST be encoded in the same way as OMA DM 1.2 specification when sending an OMA DM message as XML encoded message. For example binary string will be base 64 encoded. All formats that is not Boolean or numeric MUST be encoded as JSON strings.


This is an example of a message:

POST /DM20/IMEI_716504yyyyyy.dm20 HTTP/1.1

Connection: Keep-Alive

Content-Length: 441

Content-Type: application/dmmo+json

Accept: application/dmmo+json

Expect: 100-continue

Host: localhost

User-Agent: DM 2.0 Agent

{

    "MOS": [

        {

            "MOID": "oma:mo:oma-dm-devinfo:1.0",

            "DDF": "http://www.vendor.com/DDF/devinfo10.ddf",

            "Path": [

                "/"

            ]

        },

        {

            "MOID": "oma:mo:oma-dm-devdetail:1.0",

            "DDF": "http://www.vendor.com/DDF/devdetail10.ddf",

            "Path": [

                "/"

            ]

        },

        {

            "MOID": "oma:mo:oma-mms:1.3",

            "DDF": "http://www.vendor.com/DDF/mms13.ddf",

            "Path": [

                "0",

                "1"

            ]

        }

    ],

    "MOL": [

        {

            "URI": "oma:mo:oma-dm-devinfo:1.0/",

            "MO": {

                "DevID": "716504yyyyyy",

                "Man": "Sony Ericsson",

                "Mod": "DM_Client",

                "DmV": "2.0"

            }

        }

    ]

}

7.3 DM Commands

The server’s response to the client MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/vnd.oma.dm2


Table 4 - Pkg#1 DM Commands response HTTP Headers
The HTTP Body MUST be a multi line string there each commands is separated with <CR><LF> character. The first line MUST be: “MsgID <MesssageID>” there MsgID is a sequent number there the server MUST increment the <MessageID> with one for each response. All other lines MUST have the following format:

DM Command [Param1] [Param2]….[Param n]

7.4 DM Status

The clients request to the server MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/vnd.oma.dm2

	Accept
	application/dm20 

Any additional MIME Type is valid for supported MO data format

	
	


Table 5 - Pkg#2-n DM Commands request HTTP Headers
The HTTP Body MUST be a multi line string there each status is separated with <CR><LF> character. The first line MUST be: “MsgID <MesssageID>” there <MessageID> has the same value as the MessageID that was in the response from the server for these commands. All other lines MUST have the following format:

<StatusCode> [Param1] [Param2]….[Param n]

<StatusCode> MUST be a string format of the integer value of the result code of the command that was executed by the device. Some commands MAY result in extra parameters in the result reporting, for example GET without Client URI. 
Note: How to identify the corresponding status from the command is FFS.

8. DM 2.0 Standard Management Objects 

8.1 DM Account Management Object

The following figure shows an overview of the management object.
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Figure 4: The DM Account Management Object

	<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more instances of this object. Management Object Identifier for this management object MUST be: “urn:oma:mo:oma-dm-dmacc:2.0”.


	ServerID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies a server identifier for the management server used in the management session. This identifier MUST be uniquie within the DM Client.


	Name

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	chr
	Get
	

	
	This node specifies user displayable name for the management server 


	Permissions

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This node is the parent node for the management object that this DM Server request access rights to. This node and all childe nodes MUST NOT be exposed in the DM Client. This part is used for the bootstrap only. 


	Permissions/<y>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This node goups the accessrigts for a specific MOID. 


	Permissions/<y>/MOID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the MOID for this group. 


9. DM Resource Cache
When the DM Server retrieves an MO data (an entire MO or a part of an MO) from the DM Client, the DM resource cache can be utilized for reducing network traffic and the response latency. The DM resource cache is a mechanism to locally store the copy (i.e. cache) of the MO data in the DM Server, and the subsequent requests for the same MOs may refer to the cache if a certain conditions are met; the cache hit.

The DM Client MAY support this mechanism, and the DM Server MUST support this mechanism.

9.1 Change Validation and Change Validator

Change validation is a certain process to check whether the cache is still good or becomes stale. A change validator is an entity which gives the freshness information during the change validation. The typical examples of change validator are a timestamp or an opaque identifier like a HTTP ETag. To enable the DM resource cache, the device needs to manage the change validator for the MO data. The DM Server can selectively assign change validators to specific MO data. Only the MO data with a change validator can be cached between the DM Server and the DM Client, and called as a cacheable MO data.

Note: how the server controls whether MO data is cacheable or not is TBD

If an MO data is not cacheable, the device doesn’t manage the change validator for it, and the device always transmits the requested MO data. In the cache hit case, the DM Server can refer to the cached resource instead of retrieving the whole MO data from the DM Client. 

9.2 Change validator Update

An MO data is cacheable if a change validator is assigned to the root of the MO data. In the Figure 5, the whole MO, type MO1, located at “./a” is cacheable since the change validator CVa is assigned to the root of the MO1 (“./a”), and the leaf node located at “./b/d/f” is also cacheable since the change validator CVf is assigned to it.

The coverage of a change validator indicates the range of data that cause the update of the change validator, and it is different according to the node type (interior or leaf node). The change validator for an interior node covers the whole sub-tree having the interior node as a root, and also covers the interior node itself. In this case, any changes in the sub-tree including the interior node trigger the update of the change validator. The change validator for a leaf node only covers the leaf node. In this case, any changes to the leaf node trigger the update of the change validator. 

Some examples for updating the change validators are as follows.

· For the leaf node “./b/d/g/h”, the value change triggers the update of CVg and CVb.

· For the interior node “./a”, the node name change triggers the update of CVa.

· Adding a new node “./a/i" triggers the update of CVa.

· Deleting the sub-tree “./b/d” triggers the update of CVb.
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Figure 5: Example for Change validator Updates

9.3 Request and Response for a Cacheable MO Data

The Figure 6 shows an illustrative example for requesting a cacheable MO data.
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Figure 6: Request and Response for the Cacheable MO

Step 1: The DM Server requests an MO data identified by a URI. At the first time, the DM Server doesn’t have a local cache for the requested MO data, and may not know whether the requested MO data is cacheable or not. The request doesn’t include any change validator.

Step 2: The DM Client sends the requested MO data, and the change validator CV1.

Step 3: The DM Server locally stores the received MO data and the associated change validator CV1. On receiving the change validator CV1, the DM Server learns that the requested MO data is cacheable.

Step 4: The DM Server requests the MO data identified by the URI in the subsequent request. The request includes the associated change validator CV1.

Step 5: On receiving the request, the DM Client runs the change validation process to check whether the cache at the DM Server is fresh or not. In this example, the change validation process returns true (the cache is fresh).

Step 6: The DM Client sends the Status Code (Not Modified) instead of sending the whole MO data. On receiving the Status Code (Not Modified), the DM Server considers the local cache fresh.

Step 7: The device updates the MO data identified by the URI, and also update the associated change validator. In this example, the updated change validator is CV2.

Step 8: The DM Server requests the MO data identified by the URI, and the request also includes the change validator CV1 stored at the DM Server.

Step 9: The DM Client performs the change validation process. Since the change validator is updated to CV2, the change validation process returns false (the local cache at the DM Server becomes stale).

Step 10: The DM Client sends the updated MO with the updated change validator CV2.

Step 11: The DM Server stores the updated MO data and the change validator CV2.

10. Use of DDF file designed for DM 1.x

<< Describe special handling of DDF which is designed for DM 1.x if exist any.  DELETE THIS COMMENT >>

11. The Management Object
Nodes are the entities that can be manipulated by management actions carried over the OMA DM protocol. The OMA DM protocol is agnostic about the contents, or values, of the Nodes and treats the Leaf Node values as opaque data. 

An Interior Node can have an unlimited number of child Nodes linked to it in such a way that the complete collection of all Nodes in a management database forms a tree structure. Each Node in a tree MUST have a unique URI.

DM Client SHOULD indicate the Node name case sensitivity in the DDF using the CaseSense.

11.1 Device Description Framework

The Device Description Framework is defined as Device Description Framework DTD. Descriptions of Management Objects, or complete Management Trees, are valid XML documents. Device manufacturers using the Device Description Framework MUST make the device descriptions available to DM Servers. The mechanism for this is currently not being standardized.  

11.1.1 Framework Properties of Node

The properties that described Nodes in the device description framework are specified with framework property elements. These are not the same as the run-time properties of an instantiated Node in a device. These properties express other information about Nodes that DM Servers might need. The framework properties MUST NOT change at run-time as such a change might introduce discrepancies between the run-time Node and the corresponding description. The following table defines the framework Node properties.

	Property
	Support
	Explanation

	AccessType
	MUST
	Specifies which commands are allowed on the Node.

	DefaultValue
	MAY
	The Node value used in a device unless specifically set to a different value.

	Description
	MUST
	The human readable description of the Node.

	DFFormat
	MAY
	The data format of the described Node.

	Occurrence
	MUST
	Specifies the number of instances that MAY occur of the Node.

	Scope
	MAY
	Specifies whether this is a Permanent or Dynamic Node.

	DFTitle
	MAY
	For Leaf Nodes, the MIME type of the Node value.
For Interior Nodes, a Management Object Identifier or empty.

	DFType
	MUST
	Specifies whether the Node name and names of descendant Nodes in the tree below should be treated as case sensitive or case insensitive.

	CaseSense
	MAY
	Specifies whether the Node name and names of descendant Nodes in the tree below should be treated as case sensitive or case insensitive.


Table 6 - Framework Properties

11.1.2 Framework Elements

This section explains the elements used in the description framework DTD.
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