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1 Reason for Change

This CR proposes a new sub-section under Section 5 [Protocol Overview (Informative)] that discusses the transaction model for DM 2.0.
R01 updates the “Doc to Change”.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the DM 2.0 TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Adding a new sub-section under Section 5 [Protocol Overview (Informative)]
5. Protocol Overview (Informative)

This section provides a high-level overview of the DM 2.0 protocol.
5.x    Protocol Transaction Model
OMA-DM is a secure request/response protocol between a DM Server and a DM Client.  The protocol runs within the context of a DM session.  Once a session is established, the DM Server alternately sends commands to the Client and receives responses from the Client.  The Client also informs the Sever about events that have occurred on the device, via unsolicited alerts.

A DM session consists of two phases: the setup phase followed by the management phase.  The setup phase entails authentication and device information exchange.  During the management phase, the DM Server issues commands which are processed by the DM Client.  The DM Client provides the status of the commands issued as well as any response that may be needed.  The two phases of a DM session are depicted in Figure x.


Figure x: DM Session Phases
Note: - OMA-DM also supports a sessionless mode.  Sessionless DM is used in very rare circumstances for certain specialized operations.  Sessionless DM is discussed in detail in [FIXME!].
OMA-DM supports the notion of Packages.  A Package is a collection of related messages that are transferred between an originator and a recipient.  Generally a Package consists of a single message.  However, in cases where the information to be transferred between the originator and the recipient exceeds the size limitation of a DM message, the information can be sent over multiple messages within the same Package.  Each message in a Package has to be responded to individually.

DM sessions are always initiated by the DM Client.  However, a Server can trigger the Client to initiate a session by sending an unsolicited message, known as the Management Initiation Alert, to the Client.  Among other things, this message contains the ID of a DM Server with which a trusted relationship has been established previously via the DM Bootstrap Process [section 5.y].

The Management Initiation Alert “wakes up” the device and causes it to initiate a session with the requesting DM Server.  This message can be delivered over a variety of transports including SMS, HTTP and SIP.  In situations where the Client does not have a globally routable address, the DM Server may either send the message to the Client via a DM Gateway [DMDICT] or it may first obtain the publicly routable address of the device from the Gateway and then forward the message to the device directly.

The Management Initiation Alert is depicted in Figure x as Package 0.

Package 1 is the first package from the Client to the Server.  This package contains Client credentials and a challenge to the Server for its credentials. It also contains basic information pertaining to the device e.g. the globally unique device identifier, DM Client version, device manufacturer, device model etc.  Package 1 also contains an indication about whether the session was initiated by the Server or the Client.  The Client may also use Package 1 to issue alerts to the Server, to inform the Server about some significant events on the device.

Package 2 is the Server initialization package and it mainly contains the Server credentials.  It may also contain a new challenge to the Client for its credentials, if they are deemed too weak or if they are invalid.  Optionally Package 2 may also contain initial management operations or user interaction commands [section 5.y].  Additionally, Package 2 contains acknowledgement of any alerts that the Client may have issued in Package 1.

Package 3 is the Client response to Server management operations.  It is also used for providing results of user interaction commands and to issue any new alerts to the Server.

Package 4 is used to by the DM Server issue any additional management operations or user interaction commands.  Management operations and UI commands in Package 4 are responded to by the Client via a new Package 3.  This process repeats itself for the rest of the DM session.

Normally a DM session ends when a DM Server sends an empty message (i.e. a message that does not contain any management operations or authentication challenges) to the DM Client.  However, either the Client or the Server can abort the session at any time.
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