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1. Scope

This document defines the management protocol for managing management objects in devices. This protocol is called the OMA Device Management Protocol, abbreviated as OMA DM Protocol.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	IMEI
	International Mobile Equipment Identity 

	MCC
	Mobile Country Code

	MNC
	Mobile Network Code


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

<< From a market perspective...  

· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >> 
4.1 Version 1.x
General support for managing settings and nodes in the device for configuration purpose
4.2 Version 2.0
This version supports the following new functionality:

· Resource efficient via allowing usage of RESTFul architecture via splitting DM Commands and data

· Allowing servers to deliver static configuration from a file share without processing on server to create the data

· Support for servers to identify supported MO’s.

· Support for servers to identify all MO instances.

· Support for servers to locate DDF files for each supported MO.

· Support for operators to configure how devices should request missing settings.
· Reduced usage of network bandwidth

· Improved way to serialize a MO to a stream with reduced size.

· Support for existing MO specifications with a new more efficient protocol.

· Improved interoperability, full device URL removed in the interface to servers, all device objects starts with MOID.

· All UI commands replaced by WebBrowser UI to allow rich UI from the server.
5. Overview
This specification defines the transport protocol used between the client and the server.

5.1 Bootstrap
TBD – use existing bootstrap as it is, at least the client credentials and server certificate of DMAcc
5.2 Management Operations

The management operation can be initiated by either the client or the server after that the device is bootstrapped. If it is client initiated then the Pkg#0 is not included in the session. The following chart describes the Session and message flow:
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Figure 1: Message Flow
5.3 Pkg#0, Server initiation

The server sends out a server initiated notification message. The content of the message must follow this structure: 

	Name
	Description

	<version>::= 10*BIT
	Version of the notification message = 0000010100 (Ver 2.0)

	<ui-mode>::= 2*BIT
	Not specified = 00, Background = 01, Informative = 10, User interaction = 11

	<initiator>::= 1*BIT
	User = 0, Server = 1

	<send-devdetail>::= 1*BIT
	Send DevDetail in Pkg#1 if value = 1

	<send-supported-mo>::= 1*BIT
	Send all supported MOIDs in Pkg#1 if value = 1

	<send-all-mo-instances>::= 1*BIT
	Send all location for all instances of all MOIDs and supported MOs if value = 1

	<reserved>::= 16*BIT
	Reserved for future use

	<URL Length>::= 8*BIT
	Length of the URL to the server

	<URL>
	The URL to the server

	
	ToDo: Add DM 1.3 features if needed: Timeout, server-time, MOID, reason, vendor specific


Table 1: Notification message content
Editor’s note: WAP Application PUSH ID must be defined or reuse existing one?
When the device connects to the servers URL it MUST use HTTPS and verify that the certificate that is used is a valid one for managing that device. If not valid the client MUST disconnect to the server. 
5.4 Pkg#1, Clients first request

The clients request to the server MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/tnds20

	Accept
	application/dm20; application/tnds20. 

Any additional Accept header is valid

	X-OMADMDeviceID
	Unique identifier of the device, for example:
IMEI:01234567890123


Table 2: Pkg#1 Request HTTP Headers
The clients HTTP Body MUST contain a TNDS20 document with only the following content:
· JSON encoded DevInfo

· JSON encoded list of Generic Alerts if the device has any generic alerts to send

· JSON encoded list of supported MOs in the device that that server has access rights to if this was requested in the notification message. In addition to that a list of device URI MUST be included for each instance of all MOs if that also was requested in the notification message.

5.5 Pkg#1, Servers response

The server’s response to the client MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/dm20


Table 3: Pkg#1 Response HTTP Headers
The HTTP Body MUST be a multi line string there each commands is separated with <CR><LF> character. The first line MUST be: “MsgID <MesssageID>” there MsgID is a sequent number there the server MUST increment the <MessageID> with one for each response. All other lines MUST have the following format:
Command [Param1] [Param2]….[Param n]

If the command “END” is present the client MUST NOT connect back to the server and send status for last commands and request new commands. In this case the client MUST execute all commands but after that the session is closed. For definition of commands se separate chapter.
5.6 Pkg#2 - n, Clients subsequent requests

The client MUST continue to send new HTTP POST to the same URL (Unless otherwise specified by the server) until the client has received the END Command. The clients request to the server MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/dm20status

	Accept
	application/dm20; application/tnds20. 

Any additional Accept header is valid

	X-OMADMDeviceID
	Unique identifier of the device, for example:

IMEI:01234567890123


Table 4: Pkg#2-n Clients subsequent request HTTP Headers
The HTTP Body MUST be a multi line string there each status is separated with <CR><LF> character. The first line MUST be: “MsgID <MesssageID>” there <MessageID> has the same value as the MessageID that was in the response from the server for these commands. All other lines MUST have the following format:

<StatusCode> [Param1] [Param2]….[Param n]

<StatusCode> MUST be a string format of the integer value of the result code of the command that was executed by the device. The Status MUST be reported in the same order as the corresponding commands. Some commands MAY result in 

5.7 Pkg#2 - n, Server response

If the Server needs status from all commands then the server MUST wait until all commands are executed by the client and in the last status report from the client send the “END” command as the only command. The Session continues until the “END” command is included in the response.
5.8 Commands
Every command is executed independent of previous one in sequence. The following commands are defined in this version. All unrecognized commands MUST result in status code xxx “Optional Feature Not Supported”
	Command
	Description

	GET ServerURI [ClientURI]
	The Client MUST send a HTTP GET to ServerURI to retrieve an MO or a subpart of an MO. If ClientURI is not included then the Client MUST return the new location as Param1 in the status reporting. If ClientURI is specified then the client MUST try to store the retrieved MO at that location and replace all existing data if any.

	PUT/POST ServerURI ClientURI1 [CLientURI2]….[ClientURI N]
	The client MUST create one TNDS20 object containing all ClientURI’s and send it to the server as HTTP PUT respectively as HTTP POST. The ClientURI’s may contain the query “Levels=n” then the client will only include n sublevels of childe nodes. Default is all childe nodes MUST be included if the Levels parameter is not included. If the ClientURI is “*” (star character) then all supported MOID that the server has access right to MUST be returned. In addition to that if the Levels=1 parameter is included the all MO instances MUST also be included.

	DELETE ClientURI
	The client MUST delete the node at the location ClientURI in the device and all childe nodes to that one. 

	EXEC ClientURI [ServerURI]
	The Client MUST perform the EXEC operation on the node at the location ClientURI. If that MO does not specify which server to report the Generic Alert then the device MUST send the Generic Alert to ServerURI.

	SHOW ServerURI
	If supported by the Client then the Client MUST show a WebBrowsers view to the user and load it with the ServerURI. The browser “session” will continue to the Server and the DM Session is paused until the browser session is done. The browser MUST NOT have any access to the DM Tree, the DM Server needs to retrieve all necessary information from the user via the Web Server and when the browser session is done the DM Session continues. The Query string “?Close=URL” or “?Continue=URL” MUST be present. If this feature is supported and the parameter Close is present then the client MUST Close/Hide the WebBrowser window as soon as the URL is loaded in the WebBrowser and continue the DM Session. If the parameter Continue is present and that URL is loaded in the WebBrowser then the DM Session will continue with the WebBrowser still open, in this case it is expected that the DM Server will use that later in the same session.

	DEFAULT MOID ServerURL
	For Device or User initiated request for configuration the device SHOULD initiate a DM Session to the ServerURL to get the configuration/settings/data. The Client MUST apply the parameter “?InitiatedBy=” with the value “Device” or “User” depending on the it due direct or indirect user request or if it requested by the device itself there the user most likely does not use the device at that time.
For example when the MMS client is not configured and the user want to send an MMS then the client will request MMS configuration from this URI.


Table 5: Pkg#1 Response HTTP Headers
5.8.1 Parameters in ServerURI

The following parameters must be replaced by the client with the actual value before using the URI:

	Command
	Description

	[MNC]
	Mobile Network Code. If no active SIM the value MUST be TBD.

	[MCC]
	Mobile Country Code. If no active SIM the value MUST be TBD.

	[CMNC]
	Current Mobile Network Code. If no 3GPP/3GPP2 connection exists, for example WLAN, local USB etc, the value MUST be TBD.

	[CMCC]
	Current Mobile Country Code. If no 3GPP/3GPP2 connection exists, for example WLAN, local USB etc, the value MUST be TBD.

	[MAN]
	Manufacturers name.

	[MOD]
	Model name of the device.

	[IMEI]
	The IMEI of the device


Table 6: URL Parameters
5.8.2 Example of command file content
GET http://prov.operatorx.com/TMO/DE/Browser.tnds20
GET http://prov.operatorx.com/TMO/DE/MMS.tnds20
END
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for DM Client

	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


B.2 SCR for DM Server

	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix C. Examples
(Informative)
C.1 Pkg#1 Example
This is an example of Pkg#1 where the notification message indicated that the client should include DevDetails, supported MOs and all instances of these MOs:

POST /DM20/IMEI-00440107486xxxxxx.dm20 HTTP/1.1

Connection: Keep-Alive

Content-Length: 1181

Content-Type: application/tnds20

Accept: application/dm20;application/tnds;application/tnds20

Expect: 100-continue

Host: 169.254.2.2

User-Agent: DM 2.0 Agent

X-OMADMDeviceID: IMEI:00440107486xxxxxx
Content length:1181
{


"MO":


[



{




"MOID": "oma:mo:oma-dm-devinfo:1.0",




"DDF":  "http://www.vendor.com/DDF/devinfo10.ddf",




"Path": "/",




"MOID": "oma:mo:oma-dm-devdetail:1.0",




"DDF":  "http://www.vendor.com/DDF/devdetail10.ddf",




"Path": "/",




"MOID": "oma:mo:oma-dm-fs:1.0",




"DDF":  "http://www.vendor.com/DDF/filesystem10.ddf",




"Path": "/",




"MOID": "oma:mo:oma-mms:1.3",




"DDF":  "http://www.vendor.com/DDF/mms13.ddf",




"Path": "/1",




"Path": "/3",




"MOID": "oma:mo:oma-connmo:1.0",




"DDF":  "http://www.vendor.com/DDF/connmo10.ddf",




"Path": "/Internet",




"MOID": "oma:mo:oma-scomo:1.0",




"DDF":  "http://www.vendor.com/DDF/scomo10.ddf"



}


],

"TNDS20":


[



{




"MOID": "oma:mo:oma-dm-devinfo:1.0",




"Path": "/",




"DevID": "00440107486xxxxxx",




"Man": "Sony Ericsson",




"Mod": "X1i",




"DmV": "2.0",




"Lang": "en"



},



{




"MOID": "oma:mo:oma-dm-devdetail:1.0",




"Path": "/",




"Roaming": "True",




"CBT": "0",




"DevType": "Phone",




"OEM": "SonyEricsson",




"FwV": "1.05.948.10",




"SwV": "R3AA10",




"HwV": "1.14.25.34U",




"UserInteraction": "true",




"URI":




{





"MaxDepth": "20",





"MaxTotLen": "100",





"MaxSegLen": "100"




},




"Ext":




{





"Battery": "VeryHigh"




}



}


]

}

C.2 Pkg#1 Response Example

This is an example of Pkg#1 Response where the server investigates why the user has problem with sending MMS. In this case the Server does not store that data so the preference is to collect all data needed from the device in one single request:
HTTP/1.1 200 OK

Content-Type: application/dm20

MsgID 0

POST http://169.254.2.2/DM20/9c532c4b-25bd-46e5-994a-584c50683879.tnds20 oma:mo:oma-mms:1.3/1 oma:mo:oma-mms:1.3/3 oma:mo:oma-connmo:1.0/Internet
C.3 Pkg#2 Example

This is an example of Pkg#2 where the device has executed the request from the server and report status:

POST /DM20/0.dm20 HTTP/1.1

Connection: Keep-Alive

Content-Length: 25

Content-Type: application/dm20status

Accept: application/dm20

Expect: 100-continue

Host: 169.254.2.2

User-Agent: DM 2.0 Agent

X-OMADMDeviceID: IMEI:00440107486xxxxxx

Content length:15

MsgID 0

200 

C.4 Pkg#2 Response Example

This is an example of Pkg#2 Response where the server has analyzed the received data and decided how to fix the problem. In this case it will replace existing MMS settings and add the missing connectivity for the MMS settings:

HTTP/1.1 200 OK

Content-Type: application/dm20

MsgID 1

GET http://169.254.2.2/DM20/MMS13.tnds20 oma:mo:oma-mms:1.3/3
GET http://169.254.2.2/DM20/ConnMOMMS.tnds20

C.5 Pkg#3 Example

This is an example of Pkg#2 where the device has executed the request from the server and report status:

POST /DM20/0.dm20 HTTP/1.1

Connection: Keep-Alive

Content-Length: 25

Content-Type: application/dm20status

Accept: application/dm20

Expect: 100-continue

Host: 169.254.2.2

User-Agent: DM 2.0 Agent

X-OMADMDeviceID: IMEI:00440107486xxxxxx

Content length:15

MsgID 1

200 

200 oma:mo:oma-connmo:1.0/MMS
C.6 Pkg#3 Response Example

This is an example of Pkg#3 Response where the server has acknowledge that all updates has performed successfully and the server will close the session:
HTTP/1.1 200 OK

Content-Type: application/dm20

MsgID 2
END
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