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1 Reason for Change
This CR applies additional text describing how to ensure data confidentiality of Delta Records.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is requested to approve this CR.

6 Detailed Change Proposal

Change 1:  Insert two new sections after section 7. Delta Record Management

7. Delta Record Management

The DeltaRec MO allows a DM Server with sufficient authorization to start or stop the collection of Delta Records on a DM Client. The DeltaRec MO also allows a DM Server to retrieve all or some Delta Records, and purge all or some Delta Records on the Client. The DM Client may send asynchronously all Delta Records to a DM Server and may purge all accumulated Delta Records.

7.1 Delta Record Data Confidentiality

Since Delta Records are generated for all changes made to the DM Tree they will contain information about all parts of the DM Tree. If only one DM Server is managing the device it would normally have access to the entire DM Tree and therefore would have authority to see all Delta Records. But the DM Tree may be shared among several DM Servers or other entities, such as applications, and there may be restrictions on who can view or change parts of the DM Tree, therefore a mechanism to ensure data confidentiality is required. 
To ensure data confidentiality among multiple entities accessing the DM Tree, Delta Records are stored separately from the DM Tree in a location which is implementation dependant. Each Delta Record will contain a copy of the ACL for the affected node referenced by the Delta Record nodeURI. This ACL will be the ACL at the time the Delta Record is created. The Client will ensure a DM Server that has read access to the node referenced in nodeURI will be sent the Delta Record associated with that node.  DM Server note having read access will not be sent the Delta Record.
As an example, if in a DM Tree there is defined <x>/NodeOne and only DM Server A1 can read, add, change, or delete NodeOne. When the value of NodeOne is changed the Delta Record will contain an entry in the ACL element which would show, Add=A1&Replace=A1&Delete=A1&Get=A1.

7.2 Delta Record Data Capture

When the Delta Record function is enabled any parts of the DM Tree that are modified by a DM Server using the DM Protocol or through the DM Client API interface MUST be recorded in a Delta Record. In addition any changes to the DM Tree performed by the User, regardless of by what means, MUST also be recorded as a Delta Record.

Recording changes to the Ext (extension) part of the DM Tree is not required although a manufacturer may agree to generate Delta Records for changes to this part of the DM Tree.
Change 2:  Revised text for section 7.2 DM Server Retrieving Delta Records

7.3 DM Server Retrieving Delta Records

The DM Server with appropriate authority may retrieve all Delta Records from a client at anytime by using the Exec command applied to the node <x>/DeltaRec/Records/Query .

Since multiple DM Servers may manage a single DM Client a DM Server will only be able to retrieve Delta Records where it is shown as having read access in the record ACL. 
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