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1 Reason for Change

This proposal adds new chapter into the TS.
2 Impact on Backward Compatibility

None, it is a new document
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Propose to add the missing chapter into the TS.
6 Detailed Change Proposal

Change 1:  Add the following content as new chapter before chapter 9
8. Access Control

The access Control in based on the following principles:

1) The bootstrap message contains a list of MOID’s that the DM Server has possibility to manage, which does not imply it has access rights to any existing instances of the MOID’s. 

2) When a management authority creates a new MO Instance it will automatically have exclusive access right to that MO Instance.

3) If the user’s action results in creation of a new MO Instance then it is a device policy that decides what access rights that will be granted.

4) DM Servers has possibility to delegate an MOID or MO Instance that a DM Server has delegation access level to another specific DM Management Authority or to any trusted management authority.

5) DM Client needs to locally store all existing MO Instances and a corresponding list of which management authority that have specific access control to that MO instance. This storage will be used for all management operations to verify if the management operation is granted or not.

6) If an management authority delegates an MO Instance to an Management authority that is not allowed to manage that MO Type (MOID) then it is an device policy that decide if the request should be allowed. For example it could be accepted, rejected or the user decides if it allowed or not.

8.2 Bootstrap

If a DM Bootstrap is accepted then the device MUST store the allowed MOID that that DM Server is allowed to manage. It is a device policy that decides if a bootstrap message should be accepted or not. The DM Client MUST accepts all MOID that is part of the Bootstrap message if it is accepted or no one of them. Wildcard MUST be rejected by the DM Client if it is included in the bootstrap message.

8.3 Access Control Levels

The access control level is an integer which is a summery for all access control values that are valid. The following access control values are valid:

	Short Description
	Value
	Description

	Read
	1
	All operation that allow retrieval of the data

	Write
	2
	All operations that allow any modification of the data. For example adding, Replacing or Deleting the data.

	Execute
	4
	OMA DM execute operation

	Delegation Permission
	8
	Possibility to delegate this to another management authority.


Figure 4: Access Rights values

8.4 Access Rights of an Managamnet Operation

The device MUST keep a list of allowed Management Authorities for each MO instance that is supported by the DM Client.

This could for example be implemented as a table with the following elements:

	URI (MOID / InstanceID)
	ServerID/AppID
	AccessLevel

	urn:oma:mo:oma:connmo-nap/Internet
	*
	1 (Read)

	urn:oma:mo:oma:connmo-nap/MMS
	MyOperator.com
	15 (Full Control)


Before each management operation the DM Client must ensure that the management authority has appropriate access level to perform that management operation. If the management authority does not have appropriate access level then that management operation MUST be rejected with the status code TBD (Access Denied).

8.5 Delegation

All MO Instances that an DM Server has any type of Access Right to will be exposed to that DM Server via DAC MO. The access control rules do not apply for operations on DAC MO.  If the DM Servers that access the DAC MO has delegation access level control for a specific access control then that DM Server has write access rights for that access control. If the DM Server does not have delegation access right then that DM Server is only able to read what access control all management authorities have. 
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