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1. Reason for Change

This CR is to update the section 5 Protocol Overview for following reasons.

· 5.2 DM Protocol Interface is slightly incorrect in contents, and it would be better to make it simpler and refer to AD for details.
· To modify the section 5.4 for explaining “management data delivery using HTTP”
· To modify the section 5.5 for explaning “web-based user interaction”
· To modify the section 5.7 for mentioning which DM commands are mandatory and which ones are optional
2. Impact on Backward Compatibility

None

3. Impact on Other Specifications

None

4. Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5. Recommendation

DM WG to review and agree this CR

6. Detailed Change Proposal

Descriptions for this change here

5. DM 2.0 Protocol Overview
OMA DM 2.0 is the next generation of the OMA DM 1.x Protocol, and provides the interface between the DM Server and the DM Client to manage the device. OMA DM 2.0 leverages a RESTful architecture for the better scalability and management performance, and is also designed to work efficiently on less capable devices, compared with OMA DM 1.x. The following sub-sections present a high-level overview of the OMA DM 2.0 Protocol.
5.1 Transaction Model

OMA DM 2.0 protocol runs within the context of a DM session, using a request/response transaction model. DM sessions are always initiated by the DM Client. However, a DM Server can trigger the DM Client to initiate a DM session by sending the DM Notification to the DM Client. This DM Notification is regarded as the part of the DM session since it carries the session identifier to be used in the subsequent DM session. Once a DM session is established, the DM Server sends commands to the DM Client and receives responses from the DM Client. The DM Client also informs the DM Sever about events that have occurred on the device, via Generic Alerts.

The OMA DM 2.0 supports the notion of packages. A DM package is the unit of message transferred between the DM Client and the DM Server, and can contain multiple DM commands and status. The originator of this DM package should wait for the response from the recipient before sending another DM package.

This DM package is closely related to the HTTP message, and can only be transferred on top of the HTTP compatible protocols. In this way, OMA DM 2.0 provides more efficient mechanism for transferring the DM packages.

The DM Server terminates the DM session by sending the END command to the DM Client.
5.2 Security Considerations
With OMA DM, the device MUST be managed in a secure manner. The management operations between the DM Server and the DM Client takes place only after authenticating the opponent as a trusted entity. OMA DM doesn’t provide the authentication scheme at the application layer; instead the underlying layer authentication (e.g. HTTP authentication) MUST be used. In the same manner, OMA DM doesn’t provide the confidentiality and integrity mechanism at the application layer; instead the corresponding underlying layer mechanisms MUST be used. 

For the authorization, the OMA DM provides its own access control mechanism to ensure that only authorized DM Servers can invoke DM commands to the DM Client.

The authentication, confidentiality and integrity might require the credentials provisioned at the device via the DM Bootstrap process. Bootstrapping is a sensitive process that may involve communication between two parties without any previous relationship or knowledge about each other. In this context, security is very important. The security for the DM Bootstrap operation is TBD.

The security for the DM Notification is TBD.
5.3 DM Protocol Interface
OMA DM 2.0 defines four interfaces for the DM Notification, Management Protocol and Bootstrap. OMA DM 2.0 also uses two out-of-scope interfaces for the User Interaction and the Management Data Delivery. Please refer to [DM20-AD] for details.

· 
· 
· 
· 
5.3.1 

5.3.2 


5.3.3 Management Data Delivery using HTTP
The DM Server can send DM commands to the DM Client for retrieving or sending management data from or to the Data Repository. The management data delivered between the DM Client and the Data Repository is carried over out-of-scope interface using HTTP methods. A set of DM commands (i.e., HGET, HPOST and HPUT) is defined in this specification, and the DM Client sends HTTP methods to the Data Repository according to the DM commands received from the DM Server.
In this specification, MIME types are defined for standard management object, but other MIME types for the management object are not precluded.
5.3.4 Web-based User Interaction

OMA DM 2.0 supports the web-based user interaction, which enables the DM Server to use the web pages to interact with the user. For this, the Web Browser and the Web Server component are introduced, and a DM command SHOW is specified. The interface between the Web Browser and the Web Server Component is out-of-scope of this specification, and the UI session for performing the user interaction is separated from the DM session. The Web Browser Component can be integrated in the DM Client or can run as a standalone application. 
5.4 Basic Flow

This is an overview of the interaction between the components in DM 2.0:
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4a.3 Continue DM Session, TBD on who will initate this

4b.1 Send Management Data

E

x

e

c

u

t

e

 

D

M

 

C

o

m

m

a

n

d

s

Data 

Repository

4b.2 Result

4c.1 Request Management Data

E

x

e

c

u

t

e

 

D

M

 

C

o

m

m

a

n

d

s

4c.2 Delivery of the requested data

5. If requested: include management data; send status of commands and continue at 3


Figure 1: DM Protocol interactions

This flow is showing possible interactions, for example a DM Client may initiate a DM Session itself and therefore number 1 above is not included in that session. All arrows starting with 4 are dependent on what DM Commands the DM server wants to perform. The DM server MAY send them in different order and all of them MAY be included multiple times or not at all.

1. The DM Server requests a DM Session via sending a notification to the DM Client.

a. This is only valid for server initiated DM Session.

2. DM Client initiates the DM Session and the request MAY include Device Information, Device Profile and/or Generic Alerts.

3. DM Server MUST include DM commands in the response and indicate to the client if the client MUST response with status of the commands, step 5, and request more DM Commands

4. During this phase the client MUST execute the commands in the same sequence it was delivered from the DM Server. Same DM Commands MAY be included zero or many times and all DM Commands MAY not be sent by the server. See later chapter for possible DM Commands. 

Editors Note: Which one of these DM Commands that must be supported by DM Client & DM Server is TBD

Some DM Commands will generate additional interaction with the server side before the DM Command is completed, these commands are:

4a
Initiate an UI Session, the DM Client MUST initiate a Web Browser and load it with the URI requested from the DM Server. DM Client will wait in this phase until TBD

4b
DM Client MUST send the requested management data to a specific URI requested by the DM server

4c
DM Client MUST retrieve management data from an specific URI and incorporate that in the device.

5. If requested by the DM Server the DM Client MUST send status of the executed DM Commands and if requested by the DM Server the DM Client MUST also include requested management data in the message back to the server. The protocol will now iterate from step 3 above.

5.5 DM Commands



	
	

	
	


OMA DM 2.0 supports 
the following DM commands. The DM Server MUST support all DM commands, and for the DM Client refer to the table.
	Command
	Description
	DM Client support

	HGET 
	The DM Server uses this command to requests the DM Client to retrieve data from the Data Repository using HTTP GET, and add or replace the received data into the device.
	MUST

	HPUT
	The DM Server uses this command to request the device to send data to the Data Repository using HTTP PUT.
	MUST

	HPOST
	The DM Server uses this command to request the device to send data to the Data Repository using HTTP POST.
	MUST

	DELETE 
	The DM Server uses this command to delete data in the device.
	MUST

	EXEC 
	The DM Server uses this command to execute an executable node in the device. 
	MUST

	GET
	The DM Server uses this command to retrieve data from the device. The DM Client sends the data within the current DM session. 
	MUST

	SHOW 
	The DM Server uses this command to initiate a UI Session between the Web Browser and the Web Server Component.
	SHOULD

	CONT
	This command is used by servers to specify where the device should continue the DM Session.
	SHOULD

	END
	This command is used by the server to terminate the DM session.
	MUST


5.5.1 HGET 

Parameters:
ServerURI [ClientURI]

The DM Client will send a request for the ServerURI using HTTP GET to retrieve data (an MO or a subpart of an MO). The ServerURI refers to the data in the Data Repository. If the ClientURI is specified, then the DM Client will try to store the retrieved data at the ClientURI and replace all existing data if any. If the ClientURI is not specified, then the DM Client can choose where to store the data and the location will be returned in the status reporting.

5.5.2 HPUT

Parameters:
ServerURI [ClientURI1] [ClientURI2]…[ClientURIN]

The DM Client will create one JSON
 object containing all the data from the respective ClientURIs and send it to the ServerURI as HTTP PUT. The ServerURI refers to a location in the Data Repository. If no ClientURI is specified, all supported MOIDs and instances that the DM Server has access right to will be returned. The ClientURI can contain the sub parameter “Levels” and “CV”.
5.5.3 HPOST

This command is exactly the same with HPUT except that the DM Client sends the data using HTTP POST.
5.5.4 DELETE
Parameters:
ClientURI

The DM Client will delete the node at the location ClientURI in the device and all childe nodes to that one.

5.5.5 EXEC
Parameters:
ClientURI [ServerURI]

The DM Client will perform the EXEC operation on the node at the location ClientURI. If the ServerURI is specified then the Generic Alert MUST be posted to this URI.

5.5.6 GET
Parameters:
[ClientURI1] [ClientURI2]…[ClientURIN]

The DM Client will create one JSON
 object containing all the data from the respective ClientURIs and send it to the DM Server within the current DM session. The JSON object will be contained in the status report. If no ClientURI is specified, all supported MOIDs and instances that the DM Server has access right to will be returned. The ClientURI can contain the sub parameter “Levels” and “CV”.
5.5.7 SHOW

Parameters:
ServerURI

The DM Client will show a WebBrowsers view to the user and load it with the ServerURI. The browser “session” will continue to the Server and the DM Session is paused until TBD. The browser MUST NOT have any access to the DM Tree, the DM Server needs to retrieve all necessary information from the user via the Web Server and when the browser session is done the DM Session continues.

5.5.8 CONT

Parameters:
ServerURI

This is the new server URL that the DM Client will use for the DM Session.
5.5.9 END

Parameters: 
None

The DM Server MUST send this command to terminate the current DM session. On receiving this command, the DM Client MUST process all commands included in the DM package, but MUST NOT return any status and results back to the DM Server.
5.6 DM Status

The DM Client MUST continue to send new HTTP POST to the same URL (Unless specified by the DM Server) until the DM Client has received an command document without commands. The DM Clients request to the DM Server MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/dm20status

	Accept
	application/dm20; application/tnds20. 

Any additional Accept header is valid

	X-OMADMDevID
	Unique identifier of the device.


The status MUST be ordered in the same order as the DM Commands had.
�Name needs to be defined, for example TNDS20 or something


�Name needs to be defined, for example TNDS20 or something
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