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1 Reason for Change

This CR is to propose a new section for Protocol Packages. This CR overrides some parts of the section 7 in the current TS, and those will be deleted later with a separated CR.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Descriptions for this change here
8. Protocol Packages
The DM Server and the DM Client exchanges the DM packages as specified in the section 5.4. In this section, the DM packages are defined in details.

8.1 Package#0: DM Notification

Many devices cannot continuously listen for connections from management servers. Other devices simply do not wish to “open a port” (i.e. accept connections) for security reasons. However, most devices can receive unsolicited messages, sometimes called “notification message”. A DM Server can use this notification message to cause the DM Client to initiate a connection back to the DM Server. 

The format and content of the DM 2.0 Notification defined in this enabler updates the DM 1.3 Notification [DM13] keeping the backward compatibility. The updates are described in the following sections.

8.1.1 Version Information (VER)
This field MUST be set to 0x02.

8.1.2 DM 2.0 Notification Options

This specification defines the following options for DM Notification message:

	Option Number (Binary)
	Name
	Format
	No. of bytes
	DM Client Support
	DM Server Support
	Occurrence

	0111
	Requested-MO-CV
	Binary
	3-256
	Optional
	Mandatory
	ZeroOrMore


8.1.2.1 Requested MO CV Option

The <Requested-MO-CV> option specifies the MO index and the corresponding change validator. The first two bytes MUST specify the MO index which indicates the requested MO to be sent in Package #1 in the resulting DM session. The other bytes specify the change validator for the requested MO. The DM Server can request the DevInfo, the DevDetail or other MOs by using this option to conditionally receive in the Package #1.

On receiving this option and if the DM Client supports this option, then the DM Client MUST run the change validation process to check whether the cache for the requested MO in the DM Server is fresh or stale. If stale, the DM Client MUST send the requested MO in the result DM session, and if fresh, the DM Client MUST return the status code ‘XXX Not Modified’ to inform the DM Server that the cache is fresh.
8.2 Package#1: DM Session Initiation by DM Client

DM session is only initiated by the DM Client, and the DM Client can send the Package#1 to initiate the DM session. The purposes of the Package#1are as follows:

· 
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


· To send the supported management objects if requested by the DM Server. Note: How to request the supported management objects is TBD (e.g., a new option can be defined).
· To send the MO data requested by the DM Server. If the <Requested-MO> or <Requested-MO-CV> option is included in the Package#0, the DM Client MUST send the requested MO data according to the options. If none is requested in the Package#0, the DM Client MUST NOT include any MO data.

· To inform the DM Server of any Client Initiated Alert, for example Generic Alert or Client Event. Note: define Client Events that are supported
The requirements for the HTTP headers are specified in below table:

	HTTP Headers
	Descriptions

	Content-Type [HTTP]
	MIME media type for this package.

	Accept [HTTP]
	The acceptable MIME media types for the response package.

	OMADM-DevID
	A unique identifier for the device. It MUST contain the value of the DevInfo/DevID node.


An illustrative example using MIME media types defined in this specification is as follows:

POST /dmclient/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.initiation+json

Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.devicemgmt.org
{








"MOS": [



{




"MOID": "oma:mo:oma-dm-devinfo:1.0",




"DDF": "http://www.vendor.com/DDF/devinfo10.ddf",




"MIID": [ ]



},



{




"MOID": "oma:mo:oma-dm-devdetail:1.0",




"DDF": "http://www.vendor.com/DDF/devdetail10.ddf",




"MIID": [ ]



}

],


"MOD": [



{




"URI": "oma:mo:oma-dm-devinfo:1.0/",




"MO": {





"DevID": "IMEI:493005100592800",





"Man": "Vendor",





"Mod": "DM_Client",





"DmV": "2.0"




}



}


],


"Alert": [



{




"AlertType": "unique alert type for the Generic Alert",




"Mark": "warning",




"Item": [





{






"MIMEType": "text/plain",






"SourceURI": "URI for the node generating this Alert"






"Data": {







...






}



         }




]









}


]

}
8.3 Package#2: DM Commands from DM Server to DM Client

The DM Server sends the Package#2 to the DM Client as a response to the Package#1 or the Package#3. The purpose of the Package#2 is to send DM commands. Multiple DM command can be listed, and the DM commands MUST be ordered in a sequence since the DM Client MUST sequentially process the DM command according to this order. The same DM command can be listed multiple times also. 
· 
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



· 
The requirements for the HTTP headers are specified in below table:

	Header
	Value

	Content-Type [HTTP]
	MIME media type for this package.

	
	


An illustrative example using MIME media types defined in this specification is as follows:

HTTP/1.1 200 OK
Content-Type: application/vnd.oma.dm.request+json

{







"Cmd": [



[
"HPOST","ServerURI", "ClientURI1", "ClientURI2" ],




["GET","ClientURI" ]



]





}
8.4 Package#3: Response Package from DM Client to DM Server

The DM Client sends the Package#3 to the DM Server as a response to the Package#2. In case that the Package#2 includes the END command, this Package#3 MUST NOT be sent. The purposes of the Package#3 are as follows:

· 
	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


· To send results (e.g., status codes and MO data) for DM commands in the Package#2.

· To send new optional Client Initiated Alert, for example Generic Alert or Client Event that was raised during the session.
The requirements for the HTTP headers are specified in below table:

	HTTP Headers
	Descriptions

	Content-Type [HTTP]
	Refer to the Content-Type header in the Package#1.

	Accept [HTTP]
	Refer to the Accept header in the Package#1.

	OMADM-DevID
	Refer to the OMADM-DevID header in the Package#1.


An illustrative example using MIME types defined in this specification is as follows:

POST /dmclient/dm20 HTTP/1.1

Content-Type: application/vnd.oma.dm.response+json
Accept: application/vnd.oma.dm.request+json
OMADM-DevID: IMEI:493005100592800
Host: www.devicemgmt.org
{







"Status": [



{




"Code": 200



},



{




"Code": 200



},



{




"Code": 200,




"MOD": {





"URI": "ClientURI",





"MO": {






"NodeName1": "Value",






"NodeName2": "Value"




}




}


}


],


"Alert": [



{




"AlertType": "unique alert type for the Generic Alert",




"Mark": "warning",




"Item": [





{






"MIMEType": "text/plain",






"SourceURI": "URI for the node generating this Alert"






"Data": {







...






}



         }




]


}


]













}
Change 2:  Descriptions for this change here

7. DM 2.0 MIME types

DM Protocol 2.0 defines data formats which are identified by MIME application media types. 

The DM Enabler specifies the following content formats:

· Notification message to be delivered to the client in the DM Notification message
· Management Object Data

· Meta-Data 

· Alerts

This data format allows the following categories to be included:

· Static implementation information on how a MO is implemented and runtime meta-data of the management objects.

· Serialized Management Object that contains run-time data of a management object instance 

· Client Events and Alerts similar to Generic Alert as defined in DM 1.2

This structure allows all these categories above to be included but all of them are not valid in all scenarios.








	
	
	
	
	
	
	

	
	
	
	
	
	
	





7.2 Management Objects and Meta data

This chapter defines the message format for management data. This format MUST be supported by DM Client and DM Servers. In addition to that it is possible for a DM Client to support additional MIME-Types and the DM Servers MUST use the standard HTTP MIME type mechanism to figure out which format to deliver to different DM Clients.

NOTE: Versioning information needs to be added

	HTTP Header
	Value

	Content-Type
	application/dmmo+json

	Accept
	application/dmmo+json

Any additional Accept header is valid


The structure of Management Objects MUST be JSON encoded. This section defines the structure but all parts may not be valid in all messages. The structure contains one JSON object that includes one or more of the following members:

Member: Supported Management Objects: “MOS”

The value of MOS MUST be an array of values containing the supported Management Objects by the device. The following content is allowed for each value in the array:

	Name
	Content

	MOID
	The MOID of this Management Object

	DDF
	A HTTP link to the DDF file for this Management Object

	PATH
	An JSON array containing all MO instances for this Management Object


Member: Management Object List: “MOL”

The value of MOL MUST be an array of values containing Management Objects data. The following content is allowed for each value in the array:

	Name
	Content

	URI
	The URI for the content of the Management Object

	MO
	This object contains the value of the MO content. All child objects in this object is defined in the Management Object specification. The tree structure defined in the MO MUST be represented here exactly in the same structure. The following restrictions apply: The data MUST be encoded in the same way as OMA DM 1.2 specification when sending an OMA DM message as XML encoded message. For example binary string will be base 64 encoded. All formats that is not Boolean or numeric MUST be encoded as JSON strings.


This is an example of a message:

POST /DM20/IMEI_716504yyyyyy.dm20 HTTP/1.1

Connection: Keep-Alive

Content-Length: 441

Content-Type: application/dmmo+json

Accept: application/dmmo+json

Expect: 100-continue

Host: localhost

User-Agent: DM 2.0 Agent

{

    "MOS": [

        {

            "MOID": "oma:mo:oma-dm-devinfo:1.0",

            "DDF": "http://www.vendor.com/DDF/devinfo10.ddf",

            "Path": [

                "/"

            ]

        },

        {

            "MOID": "oma:mo:oma-dm-devdetail:1.0",

            "DDF": "http://www.vendor.com/DDF/devdetail10.ddf",

            "Path": [

                "/"

            ]

        },

        {

            "MOID": "oma:mo:oma-mms:1.3",

            "DDF": "http://www.vendor.com/DDF/mms13.ddf",

            "Path": [

                "0",

                "1"

            ]

        }

    ],

    "MOL": [

        {

            "URI": "oma:mo:oma-dm-devinfo:1.0/",

            "MO": {

                "DevID": "716504yyyyyy",

                "Man": "Sony Ericsson",

                "Mod": "DM_Client",

                "DmV": "2.0"

            }

        }

    ]

}

7.3 Package#2 Format

	
	

	
	




 Note: JSON format for the Package#2 will be presented here. The MIME media type for the Package#2 is application/vnd.oma.dm.request+json.
7.4 Package#3 Format

	
	

	
	

	
	



Note: JSON format for the Package#3 will be presented here. The MIME media type for the Package#3 is application/vnd.oma.dm.response+json 




�Just a copy from section 7. no modifications. please remove this memo when implemented into TS.


�all MIME media types will be defined in section 7.
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