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1 Reason for Change

This CR proposes to move the necessary content of section 9 to section 10.3. Then, the section 9 will be deleted.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Delete the Section 9 (necessary parts will be moved to the Access Control MO)


· 
· 
· 
· 
9.1 
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Change 2:  Update section 10.3 with the content of section 9
10.3 Delegation Access Control MO
This specification supports the access control mechanism to ensure that only authorized DM Servers can invoke DM commands on the MO instances. The access control mechanism is designed with the following principles:

· The bootstrap message contains a list of MOIDs that the DM Server may manage. Accepting this bootstrap message does not mean that the DM Server can immediately manage the MO instances for the provisioned MOIDs. To manage a specific MO instance, the DM Server MUST get permissions for the MO instance
· The creator (i.e., the DM Server, a local application) automatically gets the exclusive full permissions for the new MO instance by default
· The access right is assigned per each MO instance, that is used to authorize the DM command targeting the node in the MO instance
The DM Server MUST support the access control mechanism and the Delegation Access Control MO. The DM Client SHOULD support the access control mechanism, and MUST support the Delegation Access Control MO if supporting the access control mechanism.
If the DM Client does not support the access control mechanism, the DM Client MUST consider that every DM Server has full permissions for all MO instances. If the DM Client supports the ACL mechanism, then the DM Client MUST expose all MO to the DM Server that the DM Server has delegation access right for via this Management Object.

The following figure shows an overview of the management object.
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Figure 12: Delegation Access Control MO 
	<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more access rights for Management Objects that the current Management Authority that interface this MO has delegation access rights to. Management Object Identifier for this management object MUST be: “urn:oma:mo:oma-dm-dmdac:2.0”.


	<x>/MOID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node MUST contain the MOID related to the child nodes.


	<x>/MOID/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node act as a place holder for the related access control.


	<x>/MOID/<x>/MIID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node MUST contain the MIID for the related access control.


	<x>/MOID/<x>/MAID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node MUST contain either the Server ID or the application identifier for the related access control. The value MUST be encoded as an URN with the prefix “serverid” for a Server Identifier or “appid” for an application identifier.

The wildcard "*" can be used for the value of this node, and it MUST mean every DM Server or every local application.


	<x>/MOID/<x>/AccessControl

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	This node specifies the access Control that a specific Management Authority have for a specific MO Instance. The value of this node is an summary of the access rights value in this table:
Logical Operations
Commands for the Logical Operation
Value

Read
GET/HPUT/HPOST
1

Write
HGET/DELETE
2

Execute
EXEC
4

Delegate (change the value of this node)
HGET to the <x>/MOID/<x>/AccessControl node
8
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