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1 Reason for Change

The present CR aims to specify the mechanism of bootstrap from smartcard.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG should review the present CR and agree on its content.
6 Detailed Change Proposal

Change 1:  Update section 8: bootstrap
Bootstrap
Bootstrap is the process of provisioning the DM Client to a state where it is able to initiate a DM Session to a new DM Server. DM Clients that have already been bootstrapped can be further bootstrapped to enable the DM Client to initiate a DM Session to new DM Servers or may be rebootstrapped to update existing accounts.

The following bootstrap methods are supported: 

· Factory Bootstrap: the DM Bootstrap is preloaded from factory
· Smartcard Bootstrap: DM Client retrieves the DM Bootstrap from a Smartcard

· Client initiated bootstrap. DM Client retrieves the DM Bootstrap from a DM Bootstrap Server, whose URL is known to the Device.

· Server initiated bootstrap: A DM Server pushes the bootstrap information to the DM Client upon discovering sufficient information about the device.


The DM Client SHALL follow the procedure specified as below when attempting to bootstrap a DM Server:

1. If the device supports Smartcard, the DM Client MUST  try to obtain the DM Bootstrap from the Smartcard 
2. If the DM Client is not configured using the Smartcard Bootstrap method, the DM Client MUST try to obtain the DM Bootstrap by using  Factory Bootstrap  method.
3. If the DM Client is not able to perform the Smartcard Bootstrap and the Factory Bootstrap, then  it MUST request bootstrap from the Bootstrap server
When DM Bootstrap has been successfully installed in the DM Client, the DM Client MUST initiate a DM Session with bootstrapped DM Server providing an Alert with the AlertType “urn:oma:at:dm:2.0:BootstrapComplete” (see Appendix D).
SmartCard bootstrap

if the Device supports a smartcard, the DM Client MUST support detection, retrieval, and processing of DM Bootstrap from the smartcard as described in Appendix G. The DM Client MAY include configurable security policy to disable Smartcard bootstrap functions. If the Smartcard bootstrap function is enabled (i.e. no security policy is implemented or security policy does not disable Smartcard bootstrap) and the Smartcard has not been rejected by the device (for example, because of a SIM-locking mechanism), the DM Client MUST retrieve the DM Bootstrap from the Smartcard when the device is switched on and apply it.

The DM Client MUST check that the bootstrap data for all DM Servers previously bootstrapped from the Smartcard are still available from the Smartcard when the device is switched on; if not, the information for any DM Servers that were previously bootstrapped from the Smartcard but are no longer stored on the Smartcard MUST be removed from the DM Tree.
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Figure 10: SmartCard bootstrap
Change 2:  Addition of Appendix G
Appendix G. Storage of DM Bootstrap Message on the Smartcard (Normative)

We can sort out three main types of smartcards used for wireless telecom networks, characterised by their physical and logical characteristics:

· SIM smartcards platforms [TS151.011]
· UICC smartcards platforms [TS102.221]
· R-UIM smartcards platform [C.S0023-B_v1.0]
This section aims at specifying the storage mechanism of DM Bootstrap on such Smartcard platform type. 

For the purposes of this document the R-UIM is to be treated according to the rules defined for the SIM.

G.1 File structure

The information format is based on [PKCS#15] specification. The DM Bootstrap is located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. The smartcard operations that are relevant include:

· Application selection

· Cardholder verification

· File access (select file, read, write)
The [PKCS#15] specification defines a set of files. Within the PKCS#15 application, the starting point to access these files is the Object Directory File (ODF). The EF(ODF) contains pointers to other directory files. These directory files contain information on different types of objects (authentication objects (PIN), data objects, etc).  For the purpose of DM Bootstrap, EF (ODF) MUST contain the EF Record describing the DODF-bootstrap. The EF(ODF) is described in section D.4.1 and [PKCS#15].

EF(ODF) contains pointers to one or more Data Object Directory Files (DODF) in priority order (i.e. the first DODF has the highest priority). Each DODF is regarded as the directory of data objects known to the PKCS#15 application. For the purposes of DM bootstrapping, EF(DODF-bootstrap) contains pointer to the Bootstrap Message, namely DM Bootstrap File. The EF(DODF-bootstrap) is described in section D.4.2 and [PKCS#15].

The provisioning files are stored as PKCS#15 opaque data objects. 

The support of smartcard Bootstrap Message will be indicated to the ME’s user agent, by the presence in the EF DIR (see [TS102.221]) of an application template as defined here after. 

The RECOMMENDED format of EF(DIR) is a linear fixed record in order to be in line with  [TS102.221]. 

EF (DIR) MUST contain the application template used for a PKCS#15 application as defined in [PKCS#15]. Application template MUST consist of Application identifier (tag 0x4F) and Path (tag 0x51) information. 

The EF(ODF) and EF(DODF-bootstrap) MUST be used by the ME to determine the path of the DM_Bootstrap file.

UICC smartcard platforms can support two modes of activation: 2G and 3G. UICC smartcard platform activated in a 2G mode has the logical characteristics of the SIM smartcard platform [TS151.011]. In that case, smartcard operations for accessing the Bootstrap Message conform to the ones defined for the SIM as specified in section D.2.

UICC smartcard platform activated in a 3G mode has the physical and logical characteristics according to [TS102.221]. In that case, smartcard operations for accessing the Bootstrap Message are specified in section D.3. 

G.2 Bootstrap Message on SIM or UICC activated in 2G mode

G.2.1 Access to the file structure

To select the PKCS15 application, the Device MUST evaluate the PKCS#15 application template present in the EF (DIR), then the Device MUST use the indirect selection method as defined in [TS151.011] to select the application.

G.2.2 Files Overview

The file structure for the Bootstrap Message within the SIM smartcard is described below.
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Figure 7: File structure for Bootstrap Message on SIM smartcard or 2G UICC

G.2.3 Access Method

SIM Commands Read Binary and Update Binary, as defined in [TS151.011], are used to access the Bootstrap Message.

G.2.4 Access Conditions

The Device is informed of the access conditions of the Bootstrap Message by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure. When one of these flags is set cardholder verification is required. The CHV1 MUST be verified as defined in [TS151.011] when the "private" or "modifiable" flags are set.

Access conditions for files are proposed in the section D.4.

G.2.5 Requirements on the SIM or 2G UICC

To retrieve the Bootstrap Message from the SIM or 2G UICC, the Device MUST perform the following steps:

· Read EF (DIR) to evaluate the PKCS#15 application template and find the file identifier (and DF Path of the PKCS#15 DF),

· Select PKCS#15 DF (indirect selection), as defined in [TS151.011],

· Read ODF,

· Read DODF-bootstrap to locate the DM_Bootstrap file,

· Read the DM_Bootstrap file.

G.3 Bootstrap Message on UICC Activated in 3G Mode

G.3.1 Access to the file structure

To select the PKCS#15 application, the Device:

· MUST evaluate the PKCS#15 application template – i.e. PKCS#15 AID - present in the EF (DIR), 

· MUST open a logical channel using UICC Command MANAGE CHANNEL as specified in [TS102.221],

· MUST select the PKCS#15 ADF using the PKCS#15 AID as parameter of the UICC Command SELECT, using direct application selection as defined in [TS102.221].

DM_Bootstrap file will be located under the PKCS#15 ADF. 
G.3.2 Files Overview
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Figure 8: File structure for Bootstrap Message on 3G UICC

G.3.3 Access Method

UICC Commands Read Binary and Update Binary, as defined in [TS102.221], are used to access bootstrap data.

G.3.4 Access Conditions

The Device is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned flag is set, cardholder verification is required. The Device must evaluate the PIN references that must be verified as defined in [TS102.221] i.e. evaluate the FCP.

Access conditions for files are proposed in section D.4.

G.3.5 Requirements on the 3G UICC

To retrieve the Bootstrap Message from the 3G UICC, the Device MUST perform the following steps:

· Select PKCS#15 file structure as specified in D.3.1.

· Read ODF to locate the DODF-bootstrap,

· Read DODF-bootstrap to locate the DM_Bootstrap file,

· Read the DM_Bootstrap file

G.4 Files Description

All files defined are binary files as defined in [TS102.221]. These files are read and updated using SIM or UICSS Commands related to the application they belong to.

G.4.1 Object Directory File, EF ODF

The mandatory Object Directory File (ODF) ([PKCS#15], section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (e.g. DODF-bootstrap). The File ID is specified in [PKCS#15]. The card issuer decides the file size. The EF (ODF) can be read but it MUST NOT be modifiable by the user.

In the case of SIM or UICC, the EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
                             ALW


UPDATE
              ADM


INVALIDATE
              ADM


REHABILITATE
ADM



	Description

	See [PKCS#15]


G.4.2 Bootstrap Data Object Directory File, EF DODF-bootstrap

This Data Object Directory File provisioning contains directories of provisioning data objects ([PKCS#15], section 6.7) known to the PKCS#15 application.

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smartcard. Thus, the card issuer decides the file size.

	Identifier: 0x6420, See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
              ALW 

                                           or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                ADM


INVALIDATE
                ADM 


REHABILITATE                ADM



	Description

	See hereafter and [PKCS#15]


The EF (DODF-bootstrap) MUST contain information on provisioning objects:

· Readable label describing the provisioning document (CommonObjectAttributes.label). The ME could display this label to the user. 

· Flags indicating whether the provisioning document is private (i.e., is protected with a PIN) and/or modifiable (CommonObjectAttributes.flags). The card issuer decides whether or not a file is private (it does not need to be if it does not contain any sensitive information)
· Object identifier indicating a DMboostrap object and the type of the provisioning object (CommonDataObjectAttributes.applicationOID)
· Pointer to the contents of the provisioning document (Path.path)

The EF(DODF-bootstrap) MUST contain the types of provisioning documents (indicated using object identifiers) to be used by the ME. The Bootstrap type is described hereafter.

A dedicated OID is required and defined for each provisioning file:

· Bootstrap OID = { joint-isu-itu-t(2) international-organizations(23) wap(43) oma-dm(7) dm-bootstrap(1)}
The ME MUST use the OID to distinguish the DODF-bootstrap from any other DODF. The EF(DODF-bootstrap) can be read but it MUST NOT be modifiable by the user. 

G.4.3 EF DM_Bootstrap

Only the card issuer can modify EF DM_Bootstrap 

Setting all bytes to ‘FF’ initialises EF DM_Bootstrap.

	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:


READ                  ALW

or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                 ADM


INVALIDATE
                 ADM


REHABILITATE
   ADM



	Description

	Contains a Bootstrap Message


Change 3:  New normative references

2.1 Normative References

	[HTTP]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R, Fielding, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4627]
	“The application/json Media Type for JavaScript Object Notation (JSON)”, D. Crockford. July 2006,
http://www.ietf.org/rfc/rfc4627.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[3GPP 23.003]
	"Numbering, addressing and identification", 3GPP, 
URL: http://www.3gpp.org

	[3GPP 31.102]
	"Characteristics of the Universal Subscriber Identity Module (USIM) application", 3GPP,
URL: http://www.3gpp.org

	[RFC3629]
	"UTF-8, a transformation format of ISO 10646”, F. Yergeau, November 2003, URL:http://tools.ietf.org/html/rfc3629

	[RFC5198]
	"Unicode Format for Network Interchange", J. Klensin, M. Padlipsky, March 2003, URL:http://www.ietf.org/rfc/rfc5198

	[POSIX]
	ISO/IEC/IEEE 9945-2009 Information Technology — Portable Operating System Interface (POSIX®) Base Specifications, Issue 7.

	[RFC6234]
	"US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF)", D. Eastlake 3rd, etc. May 2011
URL:http://www.ietf.org/rfc/rfc6234.txt

	[RFC3986]
	"Uniform Resource Identifier (URI): Generic Syntax", Berners-Lee, et al. Jan 2005,
URL: http://www.ietf.org/rfc/rfc3986.txt

	[RFC4122]
	"A Universally Unique Identifier (UUID) URN Namespace", P. Leach, et al. July 2005, URL:http://www.ietf.org/rfc/rfc4122.txt

	[RFC1766]
	"Tags for the Identification of Languages". H. Alvestrand. March 1995. URL:http://www.ietf.org/rfc/rfc1766.txt

	[PushOTA]
	"Push Over The Air", Open Mobile Alliance(, OMA_TS-PushOTA-V2_3, URL:http://www.openmobilealliance.org

	[GCM]
	"Google Cloud Messaging for Android", Google,
URL: http://developer.android.com/google/gcm/index.html

	[RFC1521]
	"MIME (Multipurpose Internet Mail Extensions) Part One", Borenstein & Freed, Sep 1993
URL: http://www.ietf.org/rfc/rfc1521.txt

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[PKCS#15]
	PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL: ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf

	[TS102.221]
	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221 release 6),                                                                                                                                      URL:http://www.etsi.org/

	[TS151.011]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011),                                                                                                                           URL:http://www.etsi.org/


Change 4:  Add bootstrap alerttype in appendix D

Alert Type Table (Normative)
The following table specifies the list of AlertType values which refer to OMA DM 2.0 Protocol operations.

MO specifications can defined other AlertType values.
	AlertType
	Description

	urn:oma:at:dm:2.0:ServerInitiatedMgmt
	Specifies a server-initiated DM Session

	urn:oma:at:dm:2.0:ClientInitiatedMgmt
	Specifies a client-initiated DM Session

	urn:oma:at:dm:2.0:BootstrapComplete
	Specifies a client-initiated DM Session after successful bootstrap


Change 5:  Add definition

Definitions

	DM Command
	Instruction which specifies that atomic management operation.

	DM Bootstrap
	Message sent by Management Authority to the DM Client outside the context of a DM Session with the purpose of configuring the DM Client to with data needed to connect to a DM Server.

	DM Notification
	Message sent from the DM Server to DM Client to alert DM Client to initiate a DM session back for management purpose.

	DM Package
	Unit of message transferred between the DM Client and the DM Server inside the context of a DM Session

	DM Session
	See Management Session.

	JSON
	The JSON refers to the definition of [RFC4627].

	MO Instance
	Management Object Instance is an occurrence of a Management Object in the device. Instances of a Management Object share the same node definitions and behaviours, and can be represented as a set of related nodes in the device. Multiple Instances for one Management Object MAY exist in the device.


Kindly consult [OMADICT] REF DMDICT \h 
 for more definitions used in this document.
�Editor’s note: the sequence shoud be checked.
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