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1 Reason for Change

The present CR aims to solve some issues and comments in Bootstrap section.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
The DM WG should review the present CR and agree on its content.
6 Detailed Change Proposal

Change 1:  Chapter 6.3.1.1
Bootstrap
Bootstrap is the process of provisioning the DM Client to a state where it is able to initiate a DM Session to a new DM Server. The DM Clients that have already been bootstrapped can be further bootstrapped to enable them to initiate a DM Session to new DM Servers or may be rebootstrapped to update existing accounts.

The following bootstrap methods are supported: 

· Factory Bootstrap: the DM Bootstrap is preloaded from factory
· Smartcard Bootstrap: the DM Client retrieves the DM Bootstrap from a Smartcard

· Client initiated bootstrap: the DM Client retrieves the DM Bootstrap from a DM Server, whose URL is known to the Device
· Server initiated bootstrap: the DM Server pushes the DM Bootstrap to the DM Client upon discovering sufficient information about the device
The DM Client MUST support at least one of these mechanisms. 

1. 
2. 
3. 
When DM Bootstrap has been successfully installed in the DM Client, the DM Client MUST initiate a DM Session with the bootstrapped DM Server providing an Alert with the AlertType “urn:oma:at:dm:2.0:BootstrapComplete” (see Appendix D).
7.1 Smartcard bootstrap

If the Device supports a Smartcard, the DM Client MUST support this mechanism

.

If the Device supports a Smartcard, the DM Client MUST support detection, retrieval, and processing of the DM Bootstrap from the Smartcard as described in Appendix G. The Device MAY include configurable security policy to disable Smartcard bootstrap functions. If the Smartcard bootstrap function is enabled (i.e. no security policy is implemented or security policy does not disable Smartcard bootstrap) and the Smartcard has not been rejected by the device (for example, because of a SIM-locking mechanism), the DM Client MUST retrieve the DM Bootstrap from the Smartcard when the Device is switched on and apply it.

The DM Client MUST check that the bootstrap data for all DM Servers previously bootstrapped from the Smartcard are still available from the Smartcard when the Device is switched on; if not, the information for any DM Servers that were previously bootstrapped from the Smartcard but are no longer stored on the Smartcard MUST be removed from the DM Tree. 
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Figure 10: SmartCard bootstrap
Factory bootstrap

In this case all parameters to access the DM Server are already configured in the DM Client from factory. The mechanism of provisioning this configuration is out of the scope of this specification.
The DM Client SHOULD support this mechanism.
Client initiated bootstrap
In this scenario, the DM Client requests and retrieves the bootstrap package from a DM Server whose URL (the format is defined in chapter 6.2),is known to the DM Client a priori, as shown in Figure 11.
The DM Client SHOULD support this mechanism.
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Figure 11: Client initiated bootstrap
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Server initiated bootstrap

In this scenario, upon manufacturing a Device, it packaged and leaves in a clean empty state from the factory. Once a user acquires the Device and personalizes it (e.g. by inserting a Smartcard), the prerequisites for this process are in place. The problem is how to inform the DM Server of the identity, address or phone number of the Device. This can be addressed in many ways discussed below. 

· It could be done at the point-of-sales where a sales system ties in with the management system and delivers the information. 

· It could be done through a self-service web site where the user enters his/her own phone number and this information is delivered to the management system.

· It could be done by the network when the Device registers to the network for the first time. When this happens a trigger could be sent from the core network to the DM Server with the Device’s number.

· It could be done with a voice prompt system where the user is prompted to key in his/her phone number.

Regardless of how the phone number or Device address reaches the DM Server, the DM Server is now in a position where it can send out a DM Bootstrap to the DM Client. 

The DM Clients SHOULD accept Bootstrap Messages only from trusted DM Servers, and the DM Server MUST send the Bootstrap Message to the DM Client using a secure channel.
The DM Server MUST support this mechanism. The DM Client SHOULD support this mechanism.

Figure 10
 gives an overview of this scenario.
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Figure 10: Server initiated bootstrap

Note: the security for the server initiated bootstrap is FFS.
Bootstrap Format
The DM Bootstrap contains MO data which the DM Client MUST add or replace into the DM Tree, with the same behaviour of HGET DM Command without the ClientURI specified (see chapter 5.3.1). The MO data conveyed by DM Bootstrap MUST be formatted and serialized according to the rules for serializing any other Management Object (see chapter 7.2.1.4).

The DM Bootstrap normally conveyed the DMAcc MO, but any other MO may be included.
Change 2:  SCR
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for DM Client
B.1.1 Bootstrap
	Item
	Function
	Reference
	Requirement

	DM-BOOT-001-C-M
	Support of at least one bootstrap mechanism
	Section 8.1
	

	DM-BOOT-002-C-O
	Support of Smartcard Bootstrap
	Section 8.2
	

	DM-BOOT-003-C-O
	Support of factory Bootstrap
	Section 8.2
	

	DM-BOOT-004-C-O
	Support of client initiated Bootstrap
	Section 8.3
	

	DM-BOOT-005-C-O
	Support of server initiated Bootstrap
	Section 8.4
	


B.2 SCR for DM Server
B.2.1 Bootstrap
	Item
	Function
	Reference
	Requirement

	DM-BOOT-001-S-M
	Support of server initiated Bootstrap
	Section 8.4
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