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1 Reason for Change

The present CR aims to fix some normative language in chapter 5 and to introduce related SCRs.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG should review the present CR and agree on its content.
6 Detailed Change Proposal
Change 1:  Chapter 5.2
Package Flow

The package flow between the DM Server and the DM Client are shown below. The contents for each DM Package are described in the section 8.
The DM Server and the DM Client MUST support this package flow. 
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Figure 1: DM Package Flow
Change 2:  Chapter 5.2.1
Package#0: DM Notification
Many devices cannot continuously listen for connections from a management server. Other devices simply do not wish to “open a port” (i.e. accept connections) for security reasons.  However, most devices can receive unsolicited messages, sometimes called “notifications”. Some handsets, for example, can receive SMS messages. Other devices may have the ability to receive other, similar datagram messages. A DM Server can use this notification capability to cause the DM Client to initiate the DM Session to the DM Server.

DM Notification consists of a number of mandatory parameters, called Headers, and a number of optional parameters, called Options: the number of Options is determined by the Header. The format of this package is specified in the section 7.1.
The DM Server MUST support the Package#0. If the DM Client support at least one of the transport mechanism described in Appendix E, then it MUST support the Package#0. 
5.2.1.1 Package Headers
All headers MUST be present in the DM Notification; the DM Server and the DM Client MUST support the Package headers described in this section. 
The following headers are defined in this specification:

· Version (VER)
The VER field specifies the version of the DM Notification sent by the DM Server. The value for this specification MUST be 0x02. Note that this is not the DM Protocol version, but the DM Notification version.
· Options Count (OC)
The OC field specifies the number of Options in the DM Notification.
Change 3:  Chapter 5.2.X
2.1.1 Package#1: DM Session Initiation by DM Client

DM Session is only initiated by the DM Client, and the DM Client can send the Package#1 to initiate the DM Session. 
The DM Server and the DM Client MUST support this package.
This package MUST be implemented as HTTP POST Request, and the OMADM-DevID HTTP header MUST be presented to contain the value of the DevInfo/DevID node in the DevInfo MO (section 11.1).

The Package#1 is used by the DM Client:

· To send to the DM Server the list of supported MOs if the REQ-MOS Option is used in the Package#0: in this case one “MOS” array MUST be included in the Package#1. Each item of the array, representing a supported MO, MUST contain the following information:

· The link to the DDF file. Details for DDF can be found at the section 6.4.

· The MOID of the MO

· The array containing the list of the MIID for the MOID

The MOID MUST be provided to the DM Server only if the DM Server provisioned the MOID during the bootstrap. Once the MOID is provided to the DM Server, the MIID for the MOID MUST be provided to the DM Server if the DM Server has any permission for the MO instance. 

· To inform the DM Server of any Client Initiated Alerts: in this case one “Alert” array MUST be included. 
2.1.2 Package#2: DM Commands from DM Server to DM Client

The DM Server sends the Package#2 to the DM Client as a response to the Package#1 or the Package#3, in order to send the DM Commands. Multiple DM Command can be listed, and the DM Commands MUST be ordered in a sequence since the DM Client MUST sequentially process the DM Command according to this order. The same DM Command can be listed multiple times also. 
The DM Server and the DM Client MUST support this package.
This package MUST be implemented as HTTP Response [HTTP] to HTTP Request that carries the Package#1.
The Package#2 is used by the DM Server to send to the DM Client the ordered list of DM Commands to be executed; each item of the list contains:

· The DM Command (see Chapter 5.3)

· The list of the parameters for the DM Command

2.1.3 Package#3: Response Package from DM Client to DM Server

The DM Client sends the Package#3 to the DM Server as a response to the Package#2. If the Package#2 includes the END command, this Package#3 MUST NOT be sent. 
The DM Server and the DM Client MUST support this package.
This package MUST be implemented as HTTP POST Request, and the OMADM-DevID HTTP header MUST be presented to contain the value of the DevInfo/DevID node in the DevInfo MO (section 11.1).

The Package#3 is used by the DM Client:

· To send to the DM Server the list of status codes for the DM Commands indicated in the Package#2; each item of the list MUST contain the status code: see Appendix C for the valid list of status codes. Additional information (e.g., the stored location of data for the HGET command) MAY be returned with the status code.

· To send to the DM Server new optional Client Initiated Alerts raised during the session: in this case one “Alert” array MUST be included.
Change 4:  Chapter 5.4
Generic Alert
The DM Server and the DM Client MUST support the Generic Alert mechanism.
The protocol defines a Generic Alert message for alerts generated by the DM Client that can have a relation to a MO: in this case the SourceURI property MUST identify the address to the MO. 

Anytime after the Generic Alert is generated, the DM Client MAY send a Generic Alert message to the DM Server using the Package#1 or the Package#3. The Generic Alert message SHALL only be sent from the DM Client to the DM Server. 

Generic Alerts MAY have additional requirements for the format and content of the Data property: in case a unrecognized AlertType or a unrecognized Data property is received, the DM Server MUST silently ignore the Generic Alert. The DM Server MUST NOT send any status codes for the Generic Alerts back to DM Client, regardless of that the DM Server successfully processes the Generic Alert or not.
The following table summarizes the properties supported by a Generic Alert:
	Property
	Description
	Occurrence

	AlertType
	The type of the Generic Alert
	One

	SourceURI
	The address to the node in the MO that is related to this Generic Alert
	ZeroOrOne

	TargetURI
	The additional address related to the Generic Alert. This MUST be a ClientURI as specified in the section 6.1. The usage of the TargetURI is not specified in this specification.
	ZeroOrOne

	Mark
	The importance level. The following values are defined: "fatal", "critical", "minor", "warning", "informational", "harmless" and "indeterminate". If the parameter is omitted then the default importance level "informational" is assumed.
	ZeroOrOne

	DataType
	The Media Type of  the Data content. This property MUST be present if the Data property exists.
	ZeroOrOne

	Data
	The additional data for the Generic Alert. The format and the content of the Data are not specified in this specification
	ZeroOrOne


OMA DM 1.x Protocol also specifies the Generic Alert that is widely used in MOs. The interworking issues between the OMA DM 2.0 Generic Alert and the OMA DM 1.x Generic Alerts are discussed in the section 13.1.

Asynchronous Reporting for DM Commands
The DM Server and the DM Client MUST support Synchronous and Asynchronous reporting mechanisms.
Synchronous reporting MUST be used for all DM commands except the EXEC command. For the EXEC command, the DM Client returns the status of the EXEC command either synchronously (i.e. the final status code in the response package) or asynchronously, via the Generic Alert mechanism. If the ServerURI is present in the EXEC command, the DM Client MUST use the asynchronous reporting; otherwise it is up to the DM Client to decide which reporting mechanism is used for the EXEC command depending on the nature of the management operation.

If the asynchronous reporting is used, the DM Client MUST return the status code "202 Accepted" in the response Package#3. After completing the EXEC command, the final status code will be returned in the Generic Alert either in the Package#1 or Package#3. Additional Generic Alert data for the asynchronous reporting might be defined for each EXEC command, which is out-of-scope of this specification.
Change 5:  SCR
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for DM Client
B.1.1 DM Packages
	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	DM-PACK-001-C-M
	Support of DM Package flow
	Section 5.2
	

	DM-PACK-002-C-O
	Support of Package#0
	Section 5.2.1
	

	DM-PACK-003-C-M
	Support of VER header
	Section 5.2.1.1
	DM-PACK-002-C-O

	DM-PACK-004-C-M
	Support of OC header
	Section 5.2.1.1
	DM-PACK-002-C-O

	DM-PACK-005-C-M
	Support of SERVER-ID option
	Section 5.2.1.2
	DM-PACK-002-C-O

	DM-PACK-006-C-M
	Support of PREFERRED-CON-TYPE option
	Section 5.2.1.2
	DM-PACK-002-C-O

	DM-PACK-007-C-O
	Support of NOTIFICATION-ID option
	Section 5.2.1.2
	DM-PACK-002-C-O

	DM-PACK-008-C-O
	Support of SHA256-DIGEST option
	Section 5.2.1.2
	DM-PACK-002-C-O

	DM-PACK-009-C-O
	Support of TIMESTAMP option
	Section 5.2.1.2
	DM-PACK-002-C-O

	DM-PACK-010-C-M
	Support of REQ-MOS option
	Section 5.2.1.2
	DM-PACK-002-C-O

	DM-PACK-011-C-M
	Support of Package#1
	Section 5.2.2
	

	DM-PACK-012-C-M
	Support of Package#2
	Section 5.2.3
	

	DM-PACK-013-C-M
	Support of Package#3
	Section 5.2.4
	

	DM-PACK-014-C-M
	Support of HGET Command
	Section 5.3
	

	DM-PACK-015-C-M
	Support of HPUT Command
	Section 5.3
	

	DM-PACK-016-C-M
	Support of HPOST Command
	Section 5.3
	

	DM-PACK-017-C-M
	Support of DELETE Command
	Section 5.3
	

	DM-PACK-018-C-M
	Support of EXEC Command
	Section 5.3
	

	DM-PACK-019-C-O
	Support of GET Command
	Section 5.3
	

	DM-PACK-020-C-O
	Support of SHOW Command
	Section 5.3
	

	DM-PACK-021-C-M
	Support of CONT Command
	Section 5.3
	

	DM-PACK-022-C-M
	Support of END Command
	Section 5.3
	

	DM-PACK-023-C-O
	Support of DEFAULT Command
	Section 5.3
	

	DM-PACK-024-C-M
	Support of Generic Alert Mechanism
	Section 5.4
	

	DM-PACK-025-C-M
	Support of Synchronous reporting mechanism
	Section 5.4.1
	

	DM-PACK-026-C-M
	Support of Asynchronous reporting mechanism
	Section 5.4.1
	


B.2 SCR for DM Server
B.2.1 DM Packages
	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	DM-PACK-001-S-M
	Support of DM Package flow
	Section 5.2
	

	DM-PACK-002-S-M
	Support of Package#0
	Section 5.2.1
	

	DM-PACK-003-S-M
	Support of VER header
	Section 5.2.1.1
	

	DM-PACK-004-S-M
	Support of OC header
	Section 5.2.1.1
	

	DM-PACK-005-S-M
	Support of SERVER-ID option
	Section 5.2.1.2
	

	DM-PACK-006-S-M
	Support of PREFERRED-CON-TYPE option
	Section 5.2.1.2
	

	DM-PACK-007-S-M
	Support of NOTIFICATION-ID option
	Section 5.2.1.2
	

	DM-PACK-008-S-M
	Support of SHA256-DIGEST option
	Section 5.2.1.2
	

	DM-PACK-009-S-M
	Support of TIMESTAMP option
	Section 5.2.1.2
	

	DM-PACK-010-S-M
	Support of REQ-MOS option
	Section 5.2.1.2
	

	DM-PACK-011-S-M
	Support of Package#1
	Section 5.2.2
	

	DM-PACK-012-S-M
	Support of Package#2
	Section 5.2.3
	

	DM-PACK-013-S-M
	Support of Package#3
	Section 5.2.4
	

	DM-PACK-014-S-M
	Support of HGET Command
	Section 5.3
	

	DM-PACK-015-S-M
	Support of HPUT Command
	Section 5.3
	

	DM-PACK-016-S-M
	Support of HPOST Command
	Section 5.3
	

	DM-PACK-017-S-M
	Support of DELETE Command
	Section 5.3
	

	DM-PACK-018-S-M
	Support of EXEC Command
	Section 5.3
	

	DM-PACK-019-S-M
	Support of GET Command
	Section 5.3
	

	DM-PACK-020-S-M
	Support of SHOW Command
	Section 5.3
	

	DM-PACK-021-S-M
	Support of CONT Command
	Section 5.3
	

	DM-PACK-022-S-M
	Support of END Command
	Section 5.3
	

	DM-PACK-023-S-M
	Support of DEFAULT Command
	Section 5.3
	

	DM-PACK-024-S-M
	Support of Generic Alert Mechanism
	Section 5.4
	

	DM-PACK-025-S-M
	Support of Synchronous reporting mechanism
	Section 5.4.1
	

	DM-PACK-026-S-M
	Support of Asynchronous reporting mechanism
	Section 5.4.1
	


NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2013 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20130101-I]

© 2013 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 6 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20130101-I]

_1414288938.vsd
�

�

DM Client


DM Server


If the DM session continues


3. Processing DM commands (END cmd terminates
DM session)


0. (Package#0) DM Notification (server initiated case)


1. (Package#1) DM session Initiation


2. (Package#2) DM commands


4. (Package#3) Results and Alerts



