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1 Reason for Change

This CR is to fix the bug related to the DM Notification Digest.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Descriptions for this change here
5.2.1.2 Package Options
· SHA256 Digest Option (SHA256-DIGEST)
The SHA256-DIGEST Option specifies the digest for the DM Notification. The length of this Option MUST be 32 bytes. The DM Sever MUST set this Option as follows:

· Step1: The DM Server prepares the DM Notification with this Option. The value of this Option MUST be initially set to all zero or empty string (initial-digest). All other Options MUST be properly set.

· Step2: The DM Server calculates the SHA256 digest according to [RFC6234]. The Input to the hash function MUST be the concatenation of the DM Server secret and the DM Notification (i.e., Digest=Hash(server-secret|notification-message|auth-data). Note that the DM Notification contains the initial-digest at this step. 

· Step3: The DM Server replaces the initial-digest with the computed digest.

If the DM Account MO is used for providing the credentials for this Option, the server-secret MUST be provided at the <x>/Credentials/Noti/AuthSecret node in the DM Account MO, and the auth-data MUST be provided at the <x>/Credentials/Noti/AuthData node in the DM Account MO.

When receiving the DM Notification with this Option, the DM Client MUST ignore the DM Notification for below cases:

· The DM Server secret is not properly provided at the AuthNoti sub-tree in the DM Account MO, or
· The digest in the Option is incorrect.

Change 2:  Descriptions for this change here

7.1 Package#0

7.1.1 Binary Format

The DM Server MUST support this format. The DM Client MUST support this format.
The binary format for the DM Notification package consists of a 2 bytes fixed-sized part containing the Headers followed by a variable part containing the Options. The byte order for DM Notification package MUST be Big Endian (Network order).
To use the SHA256-DIGEST Option, the initial-digest MUST be set to zero.
The delivery and transport of the DM Notification is specified in the Appendix D.
7.1.1.1 Package Header

The following figure describes the format of the DM Notification header part:
                                          1

  0   1   2   3   4   5   6   7   8   9   0   1   2   3   4   5
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|       VER     |         OC        |        RESERVED           |

+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|                         OPTIONS (if any) ...               
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
Figure 8: DM Notification package Format

DM Notification header has the fixed size with the 32 bytes. The DM Server MUST specify the DM Notification header fields in order as described in the following table:
	Header Fields
	Bit Length
	Descriptions

	VER
	4
	Version of DM Notification package

	OC
	5
	Number of Options included in the DM Notification package

	RESERVED
	7
	Reserved for future Header fields


Table 2: DM Notification Header Fields

7.1.1.2 Package Option

In the DM Notification package, The DM Server MUST specify the Options in the increasing order of their Option Number. Each Option is specified by the Option Delta, the Option Length and the Option Value as shown in the below figure. 
                                          1

  0   1   2   3   4   5   6   7   8   9   0   1   2   3   4   5
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|  Option Delta |                  Option Length                |

+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|                       Option Value ...               
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
Figure 9: Message Option Format he cates the e actual Option Number amp might not be needed)




































































· Option Delta 
The Option-Delta field indicates the difference between the Option Number of this Option and the previous Option. The value of this field is specified using 4 bits. This field is used for calculating the actual Option Number as the sum of its Option Delta and the all preceding Option Deltas. For the first Option in the DM Notification package, the Option Delta becomes the Option Number.
· Option Length 
The Option-Length field specifies the length of the Option Value, in bytes. For instance, if the Option Length value is 3 then the Option Value size is 3 bytes. The value of this field is specified using 12 bits. When the Option carries no value, then DM Server MUST specify the value 0 for the Option-Length field and MUST NOT include Option Value. Hence the shortest Option can be 2 bytes long if it carries no Option Value.
· Option Value 

The format of the Option Value depends on the respective Option.

7.1.2 JSON Format

The DM Server MUST support this format. The DM Client SHOULD support this format. To use the SHA256-DIGEST Option, the initial-digest MUST be set to the empty string.
The Media Type for this format is "application/vnd.oma.dm.notification+json".  The JSON schema for the Package#0 is as follows:

{


"$schema": "http://json-schema.org/draft-04/schema#",


"title": "OMA DM Package#0 JSON Schema",


"type": "object",

"properties": {



"VER": {



"type": "number",



"required": true



},


"OC": {



"type": "number",



"required": true



},


"OPTIONS": {



"type": "object",



"required": true




"properties": {





"SERVER-ID": {





"type": "string",





"required": false





},





"PREFERRED-CON-TYPE": {





"type": "number",





"required": false





},





"NOTIFICATION-ID": {





"type": "number",





"required": false





},





"SHA256-DIGEST": {





"type": "string",





"description": " value in hexadecimal string",





"required": false





},





"TIMESTAMP": {





"type": "number",





"required": false





},





"REQ-MOS": {





"type": "boolean",





"required": false





}




}



}

}
}

This is an illustrative example of Package#0.
{


"VER": 0x02,


"OC": 6,


"OPTIONS": {



"SERVER-ID" : "serverdm",



"PREFERRED-CON-TYPE" : 0,



"NOTIFICATION-ID" : 1,



"SHA256-DIGEST" : "0x0000000000000000000000000000000000000000000000000000000000000000",



"TIMESTAMP" : 1370226853,



"REQ-MOS" : true


}

}
TDB: GCM Push Interface needs to be updated.
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