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1. Scope

This protocol is called the OMA Device Management Protocol [OMA DM] version 2.0, and it defines the protocol for various management procedures. The scope for this protocol is to define the interfaces that are used between the DM Server and the DM Client. Interfaces residing within the device or within the server are outside of the scope of this specification.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

<< From a market perspective...  

· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >> 
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

DELETE THIS COMMENT

4.2 Version <x.y>

This section should be included for each new major or minor version of the specification.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the specification, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT

4.2.1 Version <x.y.z>

This section should be included for each new service release of the specification.   It should describe at a high level the main changes made to the specification compared to the previous version.  The description should be brief, target length should be one paragraph.
DELETE THIS COMMENT

5. OMA DM 2.0 Overview

The DM Enabler includes the following four interfaces between a DM Client and a DM Server
· Notification from server to client to initiate a OMA DM Session
· Command channel for authentication and command exchange, this may also include management data
· Content delivery of management data
· User Interaction using web server component and web browser component
The DM Enabler specifies the following content formats:
· Notification message to be delivered to the client in the DM Notification message
· Management Object Data
· Meta-Data 
· Alerts
5.1 DM Notification

This interface is used when the server needs to request the device to initiate a Device Management session.

5.2 DM Protocol

Client will also inform the server about all client events and alerts that has been generated and not delivered to the server. 
This interface is used for the server to transfer management commands to the client and for the client to report status after execution of the commands. This will be repeated until the server does not want to perform any more management commands to the client.
5.3 Content Delivery

This interface is used for delivering management data between the Device and the Server. A specific MIME Type is used for standard management object but management objects may support other formats. This enabler specifies a specific media type (MIME-Type) but any media type is allowed. The protocol used here is HTTP/HTTPS without modifications or additions. This interface is used as result of requested management operations from the DM Protocol.
5.4 User Interaction

This interface is between a Web Server and Web Browser independent on if the web browser is integrated in the DM Client or if it is a standalone Web Brower application. This interface is used as result of requested management operations from the DM Protocol. This enabler does not specify this interface.
5.5 Management Object Data, Meta-Data and Alerts

This data format allows the following categories to be included:

· Static implementation information on how a MO is implemented and runtime meta-data of the management objects.
· Serialized Management Object that contains run-time data of a management object instance 
· Client Events and Alerts similar to Generic Alert as defined in DM 1.2
This structure allows all these categories above to be included but all of them are not valid in all scenarios.
5.6 TBD
This is an overview of the interaction between the components in DM 2.0:
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4c.2 Delivery of the requested data

5. If requested: include management data; send status of commands and continue at 3


Figure 1: DM Protocol interactions

This flow is showing possible interactions, for example a DM Client may initiate a DM Session itself and therefore number 1 above is not included in that session. All arrows starting with 4 are dependent on what DM Commands the DM server wants to perform. The DM server MAY send them in different order and all of them MAY be included multiple times or not at all.
1. The DM Server requests a DM Session via sending a notification to the DM Client.

a. This is only valid for server initiated DM Session.

2. DM Client initiates the DM Session and the request MAY include Device Information, Device Profile and/or Generic Alerts.

3. DM Server MUST include DM commands in the response and indicate to the client if the client MUST response with status of the commands, step 5, and request more DM Commands

4. During this phase the client MUST execute the commands in the same sequence it was delivered from the DM Server. Same DM Commands MAY be included zero or many times and all DM Commands MAY not be sent by the server. See later chapter for possible DM Commands. 

Editors Note: Which one of these DM Commands that must be supported by DM Client & DM Server is TBD

Some DM Commands will generate additional interaction with the server side before the DM Command is completed, these commands are:

4a
Initiate an UI Session, the DM Client MUST initiate a Web Browser and load it with the URI requested from the DM Server. DM Client will wait in this phase until TBD

4b
DM Client MUST send the requested management data to a specific URI requested by the DM server

4c
DM Client MUST retrieve management data from an specific URI and incorporate that in the device.

5. If requested by the DM Server the DM Client MUST send status of the executed DM Commands and if requested by the DM Server the DM Client MUST also include requested management data in the message back to the server. The protocol will now iterate from step 3 above.

6. DM 2.0 Protocol
The DM protocol MAY be initiated by notification from the DM Server that the DM Client SHOULD initiate a DM Session. 

The first message from the DM Client to the DM Server is special, this message MAY contain device information, management object data, management object meta data and/or alerts. The response to this message contains the DM commands. After the DM Client retrieved and executed all DM Commands then, if requested by the DM Server, then the DM Client will send DM Status and retrieve new DM Commands.

6.1 Initiate DM Session

6.2 DM Commands

This chapter defines the allowed DM Commands. Which DM Command that is optional or mandatory will be defined later. 

The server’s response to the client MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/dm20


Table 3: Pkg#1 Response HTTP Headers
The following DM Commands are allowed in DM 2.0:

	Command
	Description

	GET 
	This command is used when the DM Server request the DM Client to do an additional request to the server and retrieve data and add or replace that into the device 

	PUT/POST 
	This command is uesd for the DM servetr to request the device to send data from the device to the server in an additional message

	DELETE 
	This command is used for deleting data in the device.

	EXEC 
	This commands correspond to the DM EXEC Command from DM 1.x

	INCLUDE 
	This command is similar to the POST command, the difference is that the data is embedded into the DM Status message instead of delivered as a separate request.

	SHOW 
	This command is used to start an UI Session using the browser as UI

	CONT ServerURL
	This command is used by servers to specify where the device should continue the DM Session.

	END
	This command is used by the server to inform the DM Client that the DM Session should not continue after all DM Commands in this document are processed. The DM Client does not send the status back to the DM Server.


6.2.1 GET 
Parameters:
ServerURI [ClientURI]

The DM Client will send a HTTP GET to ServerURI to retrieve an MO or a subpart of an MO. The DM Client will return the location as Param1 in the status reporting (see later chapter). If ClientURI is specified then the client will try to store the retrieved MO at that location and replace all existing data if any.

6.2.2 PUT/POST 
Parameters:
ServerURI ClientURI1 [ClientURI2]….[ClientURI N]

The DM Client will create one [JSON]
 object containing all the data from the respective ClientURI’s and send it to the server as HTTP PUT respectively as HTTP POST. The ClientURI’s may contain the query “Levels=n” then the client will only include n sublevels of childe nodes. Default is that all childe nodes will be included if the Levels parameter is not included. If the ClientURI is “*” (star character) then all supported MOID and instances that the server has access right to will be returned. In addition to that if the Levels=1 parameter is included the all MO instances will be included.

6.2.3 Delete
Parameters:
ClientURI

The DM Client will delete the node at the location ClientURI in the device and all childe nodes to that one.

6.2.4 Exec
Parameters:
ClientURI [ServerURI]

The DM Client will perform the EXEC operation on the node at the location ClientURI. If ServerURI is specified then the Generic Alert MUST be posted to this URI.

6.2.5 Include
Parameters:
ClientURI1 [ClientURI2]….[ClientURI N]

The DM Client will embed the requested [JSON] object in the status report to the DM Server as HTTP multipart. The same URI syntax is used as in the PUT/POST Command.

6.2.6 SHOW
Parameters:
ServerURI

The DM Client will show a WebBrowsers view to the user and load it with the ServerURI. The browser “session” will continue to the Server and the DM Session is paused until TBD. The browser MUST NOT have any access to the DM Tree, the DM Server needs to retrieve all necessary information from the user via the Web Server and when the browser session is done the DM Session continues.

6.2.7 CONT
Parameters:
ServerURI

This is the new server URL that the DM Client will use for the DM Session.
6.3 DM Status

The DM Client MUST continue to send new HTTP POST to the same URL (Unless specified by the DM Server) until the DM Client has received an command document without commands. The DM Clients request to the DM Server MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/dm20status

	Accept
	application/dm20; application/tnds20. 

Any additional Accept header is valid

	X-OMADMDevID
	Unique identifier of the device.




The status MUST be ordered in the same order as the DM Commands had.
7. Message format for Management Objects and Meta data
This chapter defines the message format for management data. This format MUST be supported by DM Client and DM Servers. In addition to that it is possible for a DM Client to support additional MIME-Types and the DM Servers MUST use the standard HTTP MIME type mechanism to figure out which format to deliver to different DM Clients.

NOTE: Versioning information needs to be added

	HTTP Header
	Value

	Content-Type
	application/dmmo+json

	Accept
	application/dmmo+json

Any additional Accept header is valid


The structure of Management Objects MUST be JSON encoded. This section defines the structure but all parts may not be valid in all messages. The structure contains one JSON object that includes one or more of the following members:

Member: Supported Management Objects: “MOS”
The value of MOS MUST be an array of values containing the supported Management Objects by the device. The following content is allowed for each value in the array:

	Name
	Content

	MOID
	The MOID of this Management Object

	DDF
	A HTTP link to the DDF file for this Management Object

	PATH
	An JSON array containing all MO instances for this Management Object


Member: Management Object List: “MOL”

The value of MOL MUST be an array of values containing Management Objects data. The following content is allowed for each value in the array:

	Name
	Content

	URI
	The URI for the content of the Management Object

	MO
	This object contains the value of the MO content. All child objects in this object is defined in the Management Object specification. The tree structure defined in the MO MUST be represented here exactly in the same structure. The following restrictions apply: The data MUST be encoded in the same way as OMA DM 1.2 specification when sending an OMA DM message as XML encoded message. For example binary string will be base 64 encoded. All formats that is not Boolean or numeric MUST be encoded as JSON strings.


This is an example of a message:

POST /DM20/IMEI_716504yyyyyy.dm20 HTTP/1.1

Connection: Keep-Alive

Content-Length: 441

Content-Type: application/dmmo+json
Accept: application/dmmo+json
Expect: 100-continue

Host: localhost

User-Agent: DM 2.0 Agent

{

    "MOS": [

        {

            "MOID": "oma:mo:oma-dm-devinfo:1.0",

            "DDF": "http://www.vendor.com/DDF/devinfo10.ddf",

            "Path": [

                "/"

            ]

        },

        {

            "MOID": "oma:mo:oma-dm-devdetail:1.0",

            "DDF": "http://www.vendor.com/DDF/devdetail10.ddf",

            "Path": [

                "/"

            ]

        },

        {

            "MOID": "oma:mo:oma-mms:1.3",

            "DDF": "http://www.vendor.com/DDF/mms13.ddf",

            "Path": [

                "0",

                "1"

            ]

        }

    ],

    "MOL": [

        {

            "URI": "oma:mo:oma-dm-devinfo:1.0/",

            "MO": {

                "DevID": "716504yyyyyy",

                "Man": "Sony Ericsson",

                "Mod": "DM_Client",

                "DmV": "2.0"

            }

        }

    ]

}

8. Message format for DM Commands and DM Status
8.1 DM Commands

The server’s response to the client MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/vnd.oma.dm2


Table 3: Pkg#1 DM Commands response HTTP Headers
The HTTP Body MUST be a multi line string there each commands is separated with <CR><LF> character. The first line MUST be: “MsgID <MesssageID>” there MsgID is a sequent number there the server MUST increment the <MessageID> with one for each response. All other lines MUST have the following format:

DM Command [Param1] [Param2]….[Param n]

8.2 DM Status

The clients request to the server MUST contain the following HTTP Headers:

	Header
	Value

	Content-Type
	application/vnd.oma.dm2

	Accept
	application/dm20 

Any additional MIME Type is valid for supported MO data format

	
	


Table 4: Pkg#2-n DM Commands request HTTP Headers
The HTTP Body MUST be a multi line string there each status is separated with <CR><LF> character. The first line MUST be: “MsgID <MesssageID>” there <MessageID> has the same value as the MessageID that was in the response from the server for these commands. All other lines MUST have the following format:

<StatusCode> [Param1] [Param2]….[Param n]

<StatusCode> MUST be a string format of the integer value of the result code of the command that was executed by the device. Some commands MAY result in extra parameters in the result reporting, for example GET without Client URI. 
Note: How to identify the corresponding status from the command is FFS.

9. DM 2.0 Management Objects 

9.1 DM Account Management Object

The following figure shows an overview of the management object.
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Figure 4: The DM Account Management Object
	<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more instances of this object. Management Object Identifier for this management object MUST be: “urn:oma:mo:oma-dm-dmacc:2.0”.


	ServerID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies a server identifier for the management server used in the management session. This identifier MUST be uniquie within the DM Client.


	Name

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	chr
	Get
	

	
	This node specifies user displayable name for the management server 


	Permissions

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This node is the parent node for the management object that this DM Server request access rights to. This node and all childe nodes MUST NOT be exposed in the DM Client. This part is used for the bootstrap only. 


	Permissions/<y>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This node goups the accessrigts for a specific MOID. 


	Permissions/<y>/MOID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the MOID for this group. 
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>







�Name needs to be defined, for example TNDS20 or something
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