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1 Reason for Change

This Change Request proposes the introduction of a new use-case:

Changes Detection: 

This use-case describes the necessity of detecting changes in configuration parameters in the Device. These changes might have been introduced by the end-user unconsciously. As a result the end-user might not be able to consume some of the services provided by the Service Provider. The Service Provider Management Authority should be notified of these configuration changes.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review and approve this changes.

6 Detailed Change Proposal

Change 1:  New use case.

5.1  Fault Detection, Query and Reporting
5.1.x Changes detection.5.1.x.1  ASK  \* MERGEFORMAT Short Description

This use-case describes the situation where following the accidental change in device settings by an end-user, which results in the user not being able to use the service, the Device Management Authority restores the device settings remotely thus allowing the user to consume the services.

Configuration data parameters defined by the Service Provider may indicate one of the three possible values for example:  

· “critical” = changes to this parameter will inability user to consume service(s), 

· “important” = changes to this parameter may cause service disruption ,

·  “normal” = changes to this parameter will not affect service(s), but  Management Authority should be notified of any change.

5.1.x.2 Actors

· End-User: The person that is able to consume Service Provider services. 
· Service Provider:  The Service Provider performs the role of a Management Authority.
5.1.x.2.2 Actor Specific Benefits

· End-User: The end-user is able to continue consuming services after incorrect settings have been restored to its previous value. 
· Service Provider: It is notified of changes on configuration parameters stored in the device. 
5.1.x.3 Pre-conditions

· Service Provider has classified configuration parameters according to three categories: “critical”, “important” and “normal”.
5.1.x.4 Post-conditions

· The incorrect settings are restored to its previous values upon user agreement.

5.1.x.5 Normal Flow

1. User accidentally alters some configuration parameters on its device, which has been configured by his/her Device Management Authority.

2. Device Management Client identifies changes in the configuration data provided by the Device Management Authority.  
3. Device Management Client decides a course of action based on the classification of the parameters that have been modified: “critical”, “important” or “normal”.(see alternative).  
4. The Device Management Authority is notified of the changes in the configuration data stored in the Device.
5. Device Management Authority, upon verification of the changes, identifies what value should be suggested.

6. Device Management Authority provides to Device Management Client a value to be restored previous notification to the end-user.

7. Device notifies user, requesting authorisation to introduce the new value.

8. User grants authorization. 

9. The value is restored to the suggested value. 
5.1.x.6 Alternative Flow

3. Upon identification of changes classified as “critical”, Device Management Client notifies the user of this change and proposes to restore the value immediately.

5.1.x.7 Operational and Quality of Experience Requirements
6. Requirements
(Normative)

6.2 High-Level Functional Requirements

Change 2:  New Requirements.

	Label
	Description
	Enabler Release

	DIAG-GEN-1
	Diagnostics information SHOULD be collected from a device as defined by DM managed objects. 
	DiagMon Version 1.0

	DIAG-GEN-2
	Network monitoring information SHOULD be collected from a device as defined by DM managed objects.
	DiagMon Version 1.0

	DIAG-GEN-3
	Diagnostic Information MAY be requested by a subscriber, or a generic set of information available in the device
	DiagMon Version 1.0

	DIAG-GEN-4
	Recording trap information MAY be time based or time sensitive or based on events
	DiagMon Version 1.0

	DIAG-GEN-5
	Logging or storage of trap information MAY be triggered by pre-defined events or series of events.
	DiagMon Version 1.0

	DIAG-GEN-6
	Reporting MAY be periodic or based on conditions which guarantees reporting success and resource consumption
	DiagMon Version 1.0

	DIAG-GEN-7
	DIAGMON Enabler MUST provide a method that allows Service Providers to classify configuration data according to its importance.
	DiagMon Version 1.0

	DIAG-GEN-8
	DIAGMON Enabler MUST support a mechanism that detects changes on configuration parameters.
	DiagMon Version 1.0

	DIAG-GEN-9
	DIAGMON Enabler SHALL provide a mechanism to notify changes on configuration parameters.
	

	DIAG-GEN-10
	DIAGMON Enabler MUST support a mechanism that allows configuration parameters to be restored.
	DiagMon Version 1.0


Table 1: High-Level Functional Requirements

6..1 Security

	Label
	Description
	Enabler Release

	DIAG-SEC-1
	The non-repudiation of a diagnostics session MUST be ensured.
	DiagMon Version 1.0

	DIAG-SEC-2
	DIAGMON Enabler SHALL only notify the corresponding Management Authority about changes on the configuration data.
	DiagMon Version 1.0


Table 2: High-Level Functional Requirements – Security Items

6..2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

6..3 Administration and Configuration

	Label
	Description
	Enabler Release

	DIAG-ADMIN-1
	Confirmation request messages SHALL be uniquely identified and contain at least the subscriber id, data or data summary, and date/time.
	DiagMon Version 1.0

	DIAG-ADMIN-2
	Confirmation result messages SHALL be uniquely identified and correlated to the request.
	DiagMon Version 1.0

	DIAG-ADMIN-3
	Alert notification message SHALL be uniquely identified and contain at least the subscriber id, parameters affected, its category, and date/time. 
	DiagMon Version 1.0


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6..4 Usability

	Label
	Description
	Enabler Release

	DIAG-USE-1
	The end user MAY initiate a self-care activity for diagnosing a problem for devices enabled with self-care capabilities.
	DiagMon Version 1.0

	DIAG-USE-2
	The end user MAY be made aware that a diagnostics or monitoring activity is commencing.
	DiagMon Version 1.0

	DIAG-USE-3
	Network monitoring data logging or reporting MAY be transparent to the end user.
	DiagMon Version 1.0

	DIAG-USE-4
	DIAGMON Enabler MUST be able to indicate whether or not user confirmation is needed before restoring provisioning data.


	DiagMon Version 1.0

	DIAG-USE-5
	DIAGMON Enabler MUST support  a mechanism that request end-user confirmation prior introducing changes.
	

	DIAG-USE-5
	DIAGMON Enabler MUST support a notification mechanism that confirms the restoration of configuration data. 
	DiagMon Version 1.0

	
	
	


Table 5: High-Level Functional Requirements – Usability Items

6..5 Interoperability

	Label
	Description
	Enabler Release

	DIAG-IOP-1
	The DMS MAY be interfaced with a Customer Care application or other management authorities.
	DiagMon Version 1.0

	DIAG-IOP-2
	Errors MAY be reported to a Customer Care application.
	DiagMon Version 1.0

	DIAG-IOP-3
	The DMS MAY be interfaced with an External System.


	DiagMon Version 1.0

	DIAG-IOP-4
	Errors MAY be reported to an External System.


	DiagMon Version 1.0

	DIAG-IOP-5
	DIAGMON Enabler MUST define a method to report errors to Device Management Authority.
	DiagMon Version 1.0


Table 6: High-Level Functional Requirements – Interoperability Items

6..6 Privacy

	Label
	Description
	Enabler Release

	DIAG-PRIVACY-1
	All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.  
	DiagMon Version 1.0

	DIAG-PRIVACY-2
	All Diagnostics data communication between Device Management Servers MUST be confidentiality protected.
	DiagMon Version 1.0


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

<<This clause describes the general behaviour and characteristics of the enabler such as deployment options, conformance, exceptions, use of existing technologies and specifications, etc.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Examples of General System Requirements are:

The XYZ enabler MUST NOT restrict deployment options

The XYZ enabler MUST be defined in an execution environment neutral manner

The XYZ enabler MUST specify interfaces that are access technology neutral

The XYZ enabler MUST be able to support services applicable to any kind of users or segments

It SHOULD be possible to use existing OMA Device Management and Provisioning enablers.

This clause can optionally include requirements describing how the actors identified in section 5 interact with this enabler.
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