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1. Scope
(Informative)

OMA has defined enabler releases in the Device Management space.  One such enabler is referred to as OMA DM v1.2 specifications in [ERELDDM], that defines protocols and mechanisms to be used between a Device Management Server and a mobile device, data model made available for remote manipulation of a mobile device, security and policy to control the access to a particular resource in the mobile device. 
This document describes the architecture of the DM Diagnostics and Monitoring Enabler. The architecture is based on the requirements and the use cases included in [DMDIAGMON-RD], and described at high level as believed to be significant from the architectural point of view. The dependency that DM Diagnostics AND Monitoring Enabler has upon other DM Enablers including OMA DM Enabler is also addressed.
2. References

2.1 Normative References

	[RFC2119]
	Key words for use in RFCs to Indicate Requirement Levels, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[DMDIAGMON-RD]
	OMA Device Management Diagnostics and Monitoring Requirements,
Open Mobile Alliance™, OMA-RD-DiagMon-V1_0, URL:http://www.openmobilealliance.org/ 

	[ERELDDM]
	Enabler Release Definition for OMA Device Management Specifications, version 1.2, Open Mobile Alliance(, OMA-ERELD-DM-V1_2, URL:http//:www.openmobilealliance.org

	
	

	
	


2.2 Informative References

	[ARCH-PRINC]
	OMA Architecture Principles V1.2, OMA-ArchitecturePrinciples-V1_2, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/ 

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Device
	In this context, a Device is a voice and/or data terminal that uses a Wireless Bearer for data transfer.  Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers, PCMCIA cards for data communication, and unattended data-only Devices (e.g., vending machines). 

	Device Description Framework
	A markup language used to describe OMA DM object schema; may be used in a standardized specification to describe the characteristics of conformant implementations or published by a vendor to describe a particular device impelementation.

	Device Management Authority
	Any legal entitity authorized, either directly or through delegation, to perform management operations on a terminal using the OMA Device Management protocol through a set of management objects.

	DM Client
	An abstract software component in a Device implementation that conforms to the OMA Device Management Enabler static conformance requirements specified for DM Clients. It servers as an end-point of the DM Client-Server Protocols including the one described in this architecture document.

	DM Server
	An abstract software component in a deployed Device Management infrastructure that conforms to the OMA Device Management Enabler static conformance requirements specified for DM Servers. It servers as an end-point of the DM Client-Server Protocols including the one described in this architecture document.

	Management Object
	A schema for configuration settings that an OMA DM client exposed to OMA DM servers for management operations defined in the OMA DM Enabler [OMA-DM].

	
	

	
	

	
	


3.3 Abbreviations

	DDF
	Device Description Framework

	DM
	Device Management

	DMA
	Device Management Authority

	DMS
	Device Management Server

	MO
	Management Object 

	OMA
	Open Mobile Alliance


4. Introduction
(Informative)

The primary objective for Device Management protocols and mechanisms are to manage distributed, mobile wireless devices, in order to optimize a subscriber’s experience and reduce network operating costs. This enabler will introduce Device Management (DM) remote device diagnostics and network monitoring functionality that achieves some of these objectives. 

The overall goal of DM diagnostics and monitoring is to enable management authorities to proactively detect and repair troubles even before the users are impacted, or to determine actual or potential problems with a device when an opportunity presents itself. A device management authority (DMA) is an entity that has the right to perform a specific DM function on a device or manipulate a given data element or parameter. For example, the network operator, handset manufacturer, enterprise, or device owner may be the authority or share authority for managing the device.  

Further, the technology must also enable management authorities to remotely interrogate the device for trouble isolation. Based on this, the Diagnostics and monitoring enabler must address the following areas:

1) Diagnostics Policies Management: Support for specification and enforcement of policies related to the management of diagnostics features and data. 

2) Fault Reporting: Enable the device to report faults to the network as the trouble is detected at the device.

3) Performance Monitoring: Enable the device to measure, collect and report key performance indicators (KPIs) data as seen by the device such as on a periodic basis.

4) Device Interrogation: Enable the network to query the device for additional diagnostics data in response to a fault

5) Remote Diagnostics Procedure Invocation: Enable management authorities to invoke specific diagnostics procedures embedded in the device to perform routine maintenance and diagnostics.

6) Remote Device Repairing: Enable management authorities to invoke specific repairing procedures based on the results of diagnosis procedures.

The DM Diagnostics and Monitoring Enabler leverages the functionality of the existing DM Enablers, in particular the OMA DM Enabler [ERELDDM], to transport Diagnostics and Monitoring data and messages between the DM client and the DM server.  
4.1 Planned Phases

At the moment of writing, there is no future planned phase additional to the descrbed architecture in this document.

4.2 Security Considerations

TBD
4.3 Use Cases and Requirements
Current use cases for DM Diagnostics and Monitoring can be found at [DMDIAGMON-RD].  No additional use cases are planned.  
Current requirements for DM Diagnostics and Monitoring can be found at [DMDIAGMON-RD].  No extra Diagnostics and Monitoring requirements are planned. 

5. Architectural Model

5.1 Dependencies

OMA Device Management [OMA-DM] Enabler
The DM Diagnostics and Monitoring Enabler is dependant upon the OMA Device Management Enabler [ERELDDM]. The version of OMA Device Management Enabler referenced in the described architecture is V1.2 Enabler release or higher. It is also known as OMA DM Base Protocol. The DM DiagMon Enabler relies on the OMA Device Management Enabler for the execution of diagnostics and monitoring management tasks and the transports for the DiagMon Messages between DM Client and Server. 
DM Web Service Interface Enabler [DM-WSI]
The Diagnostics and Monitoring functionalities and information are made available to the External Entities through the DM Web Service Interface Enabler. The DM Web Service Interface Enabler makes it possible for the External Entities to make use of the Scheduling functionalities provided by the Device Management System from outside. 
5.2 DiagMon Architecture Diagram
TBD
5.3 DiagMon Functional Components and Interfaces

5.3.1 Functional Components
TBD
5.3.2 Interfaces

TBD
5.4 Flows
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