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1 Reason for Change

This change request attempts to address a new monitoring use case in section 5.4 “Device Events Monitoring”.

Application usage monitoring enable service providers to collect human factors data like application start and stop time from subscriber’s handsets in real world conditions. The information collected by the device can be used to understand what application subscribers are using, when they are using the application, and where they are using the applications. This information can later be correlated with subscriber demographic data such as age and gender. This will provide a service providers and device manufacturers greater insight into how subscribers use their devices.

2 Impact on Backward Compatibility

This CR has no impact on Backward compatibility.

3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG review and agree the CR described in section 6.
6 Detailed Change Proposal

5.4 Device Events Monitoring 
5.5.1  ASK  \* MERGEFORMAT Short Description
The Device events requested for monitoring may include:

· User changing service parameters on the device
· User updating firmware/software manually without interaction with Management Authority

· Device changes some settings indicated by installed applications
· Application usage statistics such as  start & stop time
These events occurring in device can be monitored by the monitoring task which Management Authority has sent to the Device beforehand. When these events occur, the Device records and subsequently reports the events to the Management Authority. The Management Authority can analyse the event information and determine whether or not to initiate a management session with the Device to do some operations.
6.1.6 Privacy

	Label
	Description
	Enabler Release

	DIAG-PRIVACY-1
	All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.  
	DiagMon Version 1.0

	DIAG-PRIVACY-2
	All Diagnostics data communication between Device Management Servers MUST be confidentiality protected.
	DiagMon Version 1.0

	DIAG-PRIVACY-3
	The DiagMon enabler shall not hinder the User’s control over collection, use and distribution of their personal information
	DiagMon Version 1.0
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