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1 Reason for Change

There have been several comments and interpretations about protection of Network Performance Data when the user is roaming or is in his/her own home network. See doc #Diag-0028. Form our point of view Network Performance Data should be protected as it is private information related to the Network Operator. This CR underlines some of the existing requirements related with this topic and proposes the addition of a new Privacy requirement to address this problem.  

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and approved the suggested change.

6 Detailed Change Proposal

Change 1:  SEC-2 and Privacy-1 requirements provide a platform that ensures that Network Performance Data is protected. A new Privacy requirement is added to ensure that Network Performance Data is encrypted based on a parameter collected from the current network.
6. Requirements
(Normative)

6.1.1 Security

	Label
	Description
	Enabler Release

	DIAG-SEC-1
	The non-repudiation of a diagnostics and monitoring session MUST be ensured.
	DiagMon Version 1.0

	DIAG-SEC-2
	Diagnostic and Monitoring Enabler SHALL support a mechanism to protect diagnostic and monitoring data stored on the device by authenticating and authorising the Management Authority.
	DiagMon Version 1.0


Table 2: High-Level Functional Requirements – Security Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	DIAG-PRIVACY-1
	All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.  
	DiagMon Version 1.0

	DIAG-PRIVACY-2
	All Diagnostics data communication between Device Management Servers MUST be confidentiality protected.
	DiagMon Version 1.0

	DIAG-PRIVACY-3
	The DiagMon enabler SHALL NOT hinder the User’s control over collection, use and distribution of their personal information
	DiagMon Version 1.0

	DIAG-PRIVACY-4
	Diagnostics and Monitoring enabler SHALL support a mechanism to inform the user about implications of installing diagnostic and monitoring MOs on the device.
	DiagMon Version 1.0

	DIAG-PRIVACY-5
	Diagnostic and Monitoring enabler SHALL encrypt Network Performance Data based on a specific parameter collected from the current network.

	DiagMon Version 1.0


Table 7: High-Level Functional Requirements – Privacy Items
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