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1 Reason for Change

Current baseline for Trap MO is not seem to be in good shape. It probably resulted from the split of once single baseline DiagMon specification into two individual MO specifications. This CR is to provide new baseline for the Trap MO.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend to agree this CR into this enabler.
6 Detailed Change Proposal

Change 1:  Current text in the Scope section is rather for the overall DiagMon framework or system. It is better that the document’s scope falls only within the Trap framework.
1. Scope
This document describes the Trap framework and the management object(s) as a part of the framework to be employed in a diagnostics and monitoring activity that leverages the OMA DM protocols.  It provides standard DM management objects and associated client-side and server-side behaviour necessary to utilize the event monitoring capabilities on the mobile networked devices.

 
Change 2:  Similar reason to the change 1. Text was copied from the originally DiagMon introduction section, and doesn’t look well in Trap MO specification. 
4.  Introduction


The main purpose of the Trap framework described in this specification is to add to the OMA DM v1.2 [OMA-DM] based Device Management Systems (DMS) the capability to utilize various local events on the device for highly effective management of the networked services, device hardware/software, or anything else. It is also the purpose of this framework to provide a baseline to facilitate further development of the interoperable diagnostics and monitoring solutions by different standard bodies and vendors.

A Trap is basically a way for the device to tell the DMS that something has happened. Traps are sent asynchronously, not in response to the queries from the servers, thereby saving bandwidth to poll the devices. The Trap destinations could be the server identifiers who have registered for the Traps through the DM sessions. When the DMS receives a Trap, it interprets it and takes some action in turn. The Trap can also be sent to the recipients on the same device where the Trap is generated. The recipient uses the Trap for typically more advanced and complex management operations.

This version of the Trap framework is based on OMA DM v1.2 [OMA-DM] following the layered DM architecture model. Moreover, the existing protocols of the OMA DM v1.2 are leveraged as much as possible with the intention to allow fast and easy implementation of the framework on top of the stable OMA DM protocols.
Change 3:  Similar reason as above
5.  The Trap Framework


· 
· 

The Trap framework specifies 1) how to define and identify each of those events so that they become meaningful at the protocol levels in an interoperable way across the DMS, 2) the management objects to allow the system to access and take the advantages of the events that are available on the device, and 3) the notifications of the events to the destinations either in the network or on the device.

5.1 Trap Identifier

Any local event that is worth monitoring can be specified as a Trap with a unique identifier assigned by the entity who specifies the Trap under the administration of Open Mobile Naming Authority [OMNA]. OMNA manages the identifiers to assure of the uniqueness and persistence of them. The Trap identifier will most likely be a URN using the structure conforming to the OMNA recommendations, e.g. “urn:oma:trap:xxx:1.0.”
The Trap identifier is used in various ways. For example, Trap identifier makes it possible for the server to work its way down the DM Tree, look up the Trap management objects, and find out a list of Traps that are available for it. In addition, when the server receives a Notification, the Trap identifier tells the server which event has just occurred on the device.
5.2 Registrations

In order to receive the Notifications, the server MUST register with its server identifier at the Trap source. If there is any registered server, the Trap source MUST monitor the events and send Notifications to the server. Multiple servers MAY register for one Trap at the same time. In that case, the Notifications MUST be sent to all the registered servers with each Notification being treated separately from each other without any relationship or the priorities among the servers. 

In addition, the server can also register for the destinations on the same device as the Trap source. This type of registration requires additional steps as it is involved with more security issues as pointed out in section 5.4. 

5.3 Notifications

Notifications are basically used to inform the recipients that something just happened on the device. Notifications therefore SHOULD be sent immediately after each occurrence of the Traps. Since the Notification is transmitted as a part of a DM session, it carries the information only enough to inform the DMS about the event that just happened. If the DMS needs the details about the event, it may send queries for additional information in the same session as the Notification.

As mentioned above, Notifications can be sent to the destinations on the same device that the Trap is generated. This capability makes it possible to come up with the simple and generic framework to accommodate various Traps all together and deal with the diverse, and possibly more sophiscated, management characteristics of different Traps in the separate management objects. 
5.3.1 Notifications to Remote Servers

In this case, Notification leverages the Generic Alert mechanism and message template as specified in [OMA-DM]. On top of that, it is further specified in this version of Trap framework about the contents usage of the elementst in the Generic Alert. 
5.3.1.1 Usage of Meta, Type

The Type element MUST be specified and its content MUST always specify the alert type “org.openmobilealliance.dm.trap” for all kinds of Traps.
5.3.1.2 Usage of Meta, Format

The Format element MUST be specified and its content MUST always be chr.
5.3.1.3 Usage of Source, LocURI 

This element MUST be specified and it MUST specify the URI of the management objects generating the Trap.
5.3.1.4 Usage of Data (inside Item)

This element MUST be specified and it MUST specify the Trap identifier for the corresponding Trap. 
5.3.1.5 Usage of Other Fields

Correlator and Mark elements MUST NOT be used. 
5.3.2 Notifications to the Destinations on the Same Device
In this case, although the details of the delivery and message format of the Notifications are implementation specific, the message MUST provide the same information that is carried in the Notification to remote servers. In addition, it SHOULD be implemented in consideration of the security issues described in section 5.4. 
5.4 Security Considerations

Security issues related to the Trap framework is described in this section together with the solutions, recommendations, or requirements to protect or mitigate the possible attacks, based on and leveraging the existing OMA DM v1.2 security mechanisms [OMA-DM]. This section is divided into two parts, issues involved in the Registration and the Notifications. 

5.4.1 Security Issues with Registration

Only the servers with sufficient access rights SHALL be allowed to register for the Traps to make sure the information about something happened on the device is not provided to the rogue servers. To do this, the data confidentiality mechanism using the ACL node property as specified in [OMA-DM] can be reused without much security mechanisms added on top of it except that the server MUST always register with its own server identifier, and the Client MUST return the status 403, Forbidden otherwise. Or, there would be no way to prevent one server from overflowing other server with a flood of unsolicited Notifications, which could lead to Denial of Service from the target server. 

5.4.2 Security Issues with Notification

When the Notifications are sent to the remote servers, the security mechanisms of the underlying DM Protocls [OMA-DM] for mutual authentications, message integrity, and confidentiality can provide sufficient protections against diffent types of attacks. 

On the contrary, those mechanisms are not applicable when Notifications are provided to the local destinations. There is some security issues involved in the course of delivering Notifications from the Trap source to the registered destinations on the same device. The followings are those issues.

First, the Notifications generated from the Trap source MUST be sent only to the valid recipients that performes the management operations on behalf of the servers with sufficient access rights to receive the Notifications or with the equivalent rights, e.g. the server that proves itself to have acknowlegements from the servers with sufficient rights for receiving Notifications. 
Next, when the Notification gets to the destination, it MUST be verified by the recipient that was waiting for it to make sure it was generated by the valid and non-compromised Trap source. 
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