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1. Scope

This document defines the management objects required to realise Device Diagnostics Management Functions – the diagnostics part of the Diagnostics and Monitoring process defined in [DIAGMON].
Existing DiagMon MO features are reused and this document provides information on the standardised MO format of a set of diagnostics functions.   This specification will define:

· The standardised Diagnostics Function Identifier (DFID) format for each of the diagnostics functions covered in this specification

· Additional information needed for defining the diagnostics procedure in more detail
· The location and format of the fault detection results information within the MO
This document will also address requirements for interfacing with 3rd party diagnostics software on the device.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]

	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[DIAGMON]
	“DiagMon Management Object”, Version 1.0, Open Mobile Alliance, OMA-TS-DiagMonMO-V1_0, URL:http://www.openmobilealliance.org/

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance™, OMA-TS-DM_TND-V1_2. URL:http://www.openmobilealliance.org/ 


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[SCOMO]
	“Software Component Management Object”, Version 1.0, Open Mobile Alliance, OMA-TS-SCOMO-V1_0, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Device Diagnostics Function
	An extension to the DiagMon framework that allows the Diagnostics & Monitoring System to access diagnostics information from the device, and may request that the device executes trace-logging software.

	Memory Dump
	The recorded state of working memory used for a process after the process has been terminated abnormally.

	
	


3.3
Abbreviations

	DDFunc
	Device Diagnostics Function

	DiagMon
	Diagnostics and Monitoring

	DM
	Device Management

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

This section is informative.

In order to provide generic advanced customer care services, the DiagMon enabler provides a generic interface between the management authority and devices – based on OMA DM.

The Device Diagnostics Function (DDFunc) specification defines a number of standardised instantiations of the [DIAGMON] for the purposes of obtaining diagnostics information in a predictable and industry-wide manner.
This includes using the DFID node to identify the diagnostics function type through the DFID node.   Below is a list of diagnostics function types defined by this specification, along with short generic examples on how they are used:
· OS – identifies the operating system of the device.   This can allow the diagnostics server to automatically select the diagnostics tools appropriate for the operating system on the device.

· Config – problems can occur if configuration/registry files have been modified by the user or viruses.   Such files can also be hijacked by viruses, and this node allows the config/registry file contents to be scanned by the diagnostics system.

· Memory Dump – exposes the DM System to the last memory dump on the device.   Useful for resolving conflicts, identifying unstable software/drivers etc.

· TraceLogAgent – allows activation/deactivation and recovery of results from vendor specific diagnostics software installed on the device.

5. The DDFunc Framework

5.1 DDFunc

The DDFunc makes use of the existing DiagMon MO, and extends the DiagMonData node to cover the various permutations of diagnostics result.   It is the information contained within the DFID node that will identify the type of diagnostics the management object will perform.
The entire MO will operate with the same behaviour described in section 5 of [DIAGMON].   Figure 1 shows the the DiagMon MO along with the extended results nodes below the DiagMonData node.   Nodes shown in bold indicate nodes that are specific to this specification.
















Figure 1: DDFunc MOs

In order for the DM System to ensure that they retrieve the latest diagnostics information, the TStamp (timestamp) property [DMTND] must be supported by many of the nodes below <X>/DiagMonData node.   Consequently, the device MUST support the TStamp property.

Note that if the diagnostics requires information on the software components (including drivers), then it is up to the Software Component Management Object enabler [SCOMO] to expose that information to the DM System

 [EDITOR’S NOTE: Check whether or not a spec can informatively refer to an incomplete spec – probably not.   Therefore either delete the above paragraph or wait for SCOMO to be published as candidate before this is published as candidate]
5.2 Management Object Properties
This section describes the properties for DDFunc-specific nodes in the management object.

<X>/DFID
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


DFID leaf node is used to contain a unique identifier that identifies the Diagnostics and Monitoring function.   The value of the leaf node MUST be a unique registered identifier.   However, this unique identifier MUST also contain an identification of the type of device diagnostics function.

The value of the DFID node takes the form of a URN (see [DMTND]) and these different values are registered through OMNA. [ENSURE THIS].   The current list of device diagnostics functions identified in the DFID value is shown in Table 1.
	DFID value
	Function
	Corresponding Results Node

	urn:oma:mo:oma-dm-ddfunc-os:1.0
	A MO with this DFID value will obtain information on the device’s operating system.
	<X>/DiagMonData/OS

	urn:oma:mo:oma-dm-ddfunc-config:1.0
	A MO with this DFID value will obtain detailed information about the configuration or registry files on the device.
	<X>/DiagMonData/Config

	urn:oma:mo:oma-dm-ddfunc-memorydump:1.0
	A MO with this DFID value will obtain the contents of the last memory dump by the device
	<X>/DiagMonData/MemoryDump

	urn:oma:mo:oma-dm-ddfunc-tracelogagent:1.0
	A MO with this DFID value will activate and obtain data from a fault-tracing agent locally installed on the device
	<X>/DiagMonData/TraceLogAgent


Table 1: DFID values, their functions and their corresponding results nodes
<X>/DiagMonConfig/AdditionalData
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Add


This node specifies additional data that can tailor the diagnostics procedure.

How this node is used will depend upon the value of the DFID node.
	DFID value
	Diagnostics behaviour without AdditionalData node or value
	Diagnostics behaviour with AdditionalData node and value

	urn:oma:mo:oma-dm-ddfunc-os:1.0
	Provides information that identifies the device’s operating system
	Not applicable

	urn:oma:mo:oma-dm-ddfunc-config:1.0
	Will expose to the DM System all configuration or registry files on the device
	By containing a list of configuration/registry paths separated by a semicolon ‘;’, a closed set of configuration/registry files can be exposed to the DM System

	urn:oma:mo:oma-dm-ddfunc-memorydump:1.0
	Will expose to the DM System the contents of the last memory dump by the device
	Not applicable

	urn:oma:mo:oma-dm-ddfunc-tracelogagent:1.0
	Not applicable.   This node MUST be present with a value
	This node can contain either the path or alias used for executing this software.


Table 2: The effect the AdditionalData node has on diagnostics functions

<X>/DiagMonData
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Node
	Get


This node is a parent node of the Device Diagnostics Function results.
<X>/DiagMonData/OS

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This node contains the description of the device’s operating system.

This node MUST contain the TStamp property.

<X>/DiagMonData/Config

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


Under this node is where the nodes reside that allowing access to requested configuration or registry data.
This node MUST contain the TStamp property.

<X>/DiagMonData/Config/<X>

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	OneOrMore
	Node
	Get


This interior node is a placeholder for one or more sets of configuration/registry file information exposed to the DM System.

This node MUST contain the TStamp property.

<X>/DiagMonData/Config/<X>/Path

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	One
	Chr
	Get


The pathname to the config/registry file.

This node MUST contain the TStamp property.

<X>/DiagMonData/Config/<X>/Configfile

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	One
	Chr
	Get


This node exposes the contents of the config/registry file to the DM System.

This node MUST contain the TStamp property.
<X>/DiagMonData/MemoryDump

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Bin
	Get


This node is used to expose the most recent memory dump file to the DM Server.

This node MUST contain the TStamp property.

<X>/DiagMonData/TraceLogAgent

	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This node is used to expose the results from any diagnostics/fault logging software  to the DM Server.

This node MUST contain the TStamp property.

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-DDFunc-V1_0
	31 July 2007
	
	Initial skeleton of the document

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. <Additional Information>

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>

<X>*





Path





 TraceLogAgent?





 MemoryDump?





 Config?





<X>*





ServerID





DiagMonConfig?








 OS?





ReportCondition?








 DefDuration?








 DFID





<X>*





AdditionalData?





 DefMemory?








DiagMonData?








Frequency?





Description?








Status








Operations?








Ext?








Start





Stop?





ConfigFile
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