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1 Reason for Change

The purpose of this DiagMon function is to allow the DiagMon server to diagnose hardware problems on a NFC enabled device.
R1: Added Motorola as joint contributor

R2: Editorial changes: Amended format Xml to format xml (Editorial change)
R3: 

1. Added description of data to be included in the NfcRFSignal node and amended text on the table

2. Removed NfcAppsId (Both from the graph and from the tables)

3. Added information that NfcSoftVer is about software installed in the Controller

4. On LLCP changed “NFCIP-1” to “Lower Layer”

5. NfcControllerToSE, NfcModeError and NfcTypeError data changed format from xml to chr

6. On NfcTypeError changed Type A, Type B and Felica to ISO 14443 Type A, ISO 14443 Type B and ISO 18092 Type F

7. On NFC Mode Error, included data of last successful mode
R4:

1. Added reference to the NFC Forum Mobile Whitepaper

2. Added DefMemory

3. Added Normative Reference to NFC Forum on section 2.1
4. Added Abbreviations on section 3.1
5. Removed “Other” from NfcSEType and NfcControllerToSE as they’re not required for the time being. If in the future new Security Element will appear on the market we could still add them to the list.
R5:

1. Amended the Diagram to add Start and Stop

2. Changed all logs to be XML
3. Added log details for NfcFailedLinkAtt, NfcControllerToSE, NfcModeError and NfcTypeError
4. Moved the reference from normative to informative
5. Added AT&T as joint contributor
R6:

1. Removed XML Antenna ID
1. Modified diagram

a. Removed description
b. Added XML schema as appendix to DiagMon Function TS
2. Removed all data descriptions and made references to appendix (Kept the data value tables)
3. Changed DiagMonData/NfcSE/<x>*/NfcSEType with ../DiagMonData/NfcSETypes
a. Modified both diagrams and function description table
b. Removed NfcSE
R7:

1. Logs modified to be mixed (chr, int and xml)
2. Removed previously added schema and added three different schemas for: NfcRFSignal, NfcModeError and NfcTypeError
3. Re-added data description for non xml logs
4. Added Last Successful NFC Mode parameter on NFC Mode schema and data description
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.

6 Detailed Change Proposal

Change 1:  Details of the proposed function (section 9.8)
9.8
NFC (Near Field Communication)

9.8.1   Introduction
The scope of the NFC Function is to allow the Diagnostic and Monitoring server to evaluate the status of a NFC (Near Field Communication) enabled device and retrieve information on the status and interconnection of its hardware components.
9.8.1.1  DFID

The DFID for this function SHALL be "urn:oma:mo:oma-diag:device:NFC:1.0"

9.8.1.2   Non-applicable nodes from DiagMon MO definition

The following nodes MUST NOT be used for this function:

· Operations (the function is always available)

· DiagMonConfig (the function is only available for Get purposes)


· ServerID (the function is only available for Get purposes).
9.8.1.3   Function Description
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Figure 1 - NFC Info Functions

Note that only nodes that are different from the DiagMon framework description are described. 
<x>/DiagMonData/NfcRFSignal

	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	xml
	Get 


This diagnostic function specific child node contains the log and associated data encapsulated in xml format describing RF Signal failures, including: type and sub type of technology used, index modulation, communication result (including error code), average bit error and date and time of the failure.
Data description and associated XML schema is added in Appendix C 1
<x>/DiagMonData/NfcSoftVer
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	chr
	Get 


This diagnostic function specific child node collects the Software version installed in the controller.
<x>/DiagMonData/NfcFailedLinkAtt
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	chr
	Get 


Differently from the information provided by the NfcRFSignal, this node collects logs from failed link attempts between two NFC entities where the issue is not related to RF Signal failures.

Logs shall include specific error code(s), date and time when the error(s) occurred.
	Data
	Description

	Date: <dd/mm/yy hh:mm:ss>
	Date and Time of the failure

	ErrorCode: <data>
	Error Code


<x>/DiagMonData/NfcLLCPFailure
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	chr
	Get 


This node collects error logs related to failures within the LLCP layer (The LLCP is only used for Peer-2-Peer Communication and allows upper layers to have a reliable bi-directional data link over Lower layer - NFC Interface and Protocol). 
Logs shall include specific error code(s), date and time when the error(s) occurred.

	
	
	
	

	
	
	
	



<x>/DiagMonData/ DiagMonData/<NfcSETypes>*
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrMore
	int
	Get 


This node collects details on the type(s) of embedded Secure Element(s)
	Secure Element
	Description

	0
	None

	1
	Chip

	2
	UICC

	3
	SD Card

	
	


<x>/DiagMonData/NfcControllerToSE

	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	chr
	Get 


This diagnostic function specific child node collects log and associated data describing communication failures between the controller and the Secure Element(s), including: specific SE where the issue occurred, specific error code, and date and time of the error.
	Secure Element
	Description

	1
	Chip

	2
	UICC

	3
	SD Card

	
	


	Data
	Description

	Secure Element: <1 to 3>
	Secure Element

	ErrorCode: <data>
	Error Code

	Date: <dd/mm/yy hh:mm:ss>
	Date and Time of the failure


<x>/DiagMonData/NfcModeError
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	xml
	Get 


This diagnostic function specific child node collects error log and associated data encapsulated in xml format describing failures within the NFC controller about mode switch.
Log to include: Date, time, NFC mode attempted to contact on the last failure(s) and last successful NFC mode. 
Data description and associated XML schema is added in Appendix C 2
	Mode
	Description

	1
	P2P

	2
	Read & Write

	3
	Card Emulation


<x>/DiagMonData/NfcTypeError
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	xml
	Get 


This diagnostic function specific child node collects error log and associated data encapsulated in xml format describing failures within the NFC controller about type switch.

Log to include: Date, time and NFC technology type attempted to contact on the last failure(s). 
Data description and associated XML schema is added in Appendix C 3
	Type
	Description

	1
	ISO 14443 Type A

	2
	ISO 14443 Type B

	3
	ISO 18092 Type F


<x>/DiagMonData/NfcAntenna
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	int
	Get 


This node specifies whether the NFC Controller can communicate with a NFC antenna
	Presence
	Description

	1
	Yes

	0
	No



	
	
	
	

	
	
	
	



<x>/ DiagMonConfig/DefMemory

	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	int
	Get 


This optional node specifies the Diagnostics and Monitoring memory-size-limit threshold for running the Diagnostics and Monitoring function. When the memory-size-limit is exceeded, the DiagMon Client MUST stop the Diagnostics and Monitoring function. The amount of memory is expressed in bytes, presented as a 32bit unsigned non-negative integer.
Change 2:  Added Normative Reference in Section 2.1

2.1
Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	[NFC-WP]
	Essentials for Successful - NFC Mobile Ecosystems” URL: http://www.nfc-forum.org/resources/white_papers/NFC_Forum_Mobile_NFC_Ecosystem_White_Paper.pdf



Change 3:  Abbreviations Section 3.1

3.1
Abbreviations
	DFID
	DiagMon Function Identifier

	DiagMon
	Diagnostics and Monitoring

	DM
	Device Management

	MO
	Management Object

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority

	SDO
	Standards Developing Organization

	URL
	Uniform Resource Locator

	NFC
	Near Field Communication


Change 4:  Added XML schema and data description
Appendix C. NFC XML Schemas


This section includes the XML schemas for the NFC DiagMon function and the data description

Appendix C 1. NfcRFSignal


NfcRFSignal XML Schema:
<?xml version="1.0" encoding="utf-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema">

  <xs:element name="DiagMonData">

    <xs:complexType>

      <xs:sequence>

        <xs:element name="NfcRFSignal">

          <xs:complexType mixed="true">

            <xs:sequence>

              <xs:element name="Date" type="xs:dateTime"/>


 <xs:element name="TechType" type="xs:string"/>


 <xs:element name="TechSubType" type="xs:string"/>


 <xs:element name="IndMod" type="xs:string"/>


 <xs:element name="CommRes" type="xs:string"/>


 <xs:element name="BER" type="xs:string"/>

            </xs:sequence>

          </xs:complexType>

        </xs:element>

      </xs:sequence>              

    </xs:complexType>

  </xs:element>

</xs:schema>
NFC DiagMon Data Description:
	Data
	Description

	Date: 
	Date and Time of failure

	TechType: 
	Technology Type used

	TechSubType:
	Technology SubType used

	IndMod:
	Index Modulation

	CommRes:
	communication result (+ error)

	BER: 
	average bit error rate


Appendix C 2. NfcModeError


NfcModeError XML Schema:
<?xml version="1.0" encoding="utf-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema">

  <xs:element name="DiagMonData">

    <xs:complexType>

      <xs:sequence>

        <xs:element name="NfcModeError">

          <xs:complexType mixed="true">


<xs:sequence>


   <xs:element name="NM" type="xs:integer"/>

                <xs:element name="Date" type="xs:dateTime"/>
                <xs:element name="ErrorCode" type="xs:string"/>

                <xs:element name="LSNM” type=”xs:string”/>

              </xs:sequence>

          </xs:complexType>

        </xs:element>

      </xs:sequence>              

    </xs:complexType>

  </xs:element>

</xs:schema>
NFC DiagMon Data Description:

	Data
	Description

	Date: 
	Date and Time of failure

	NM: 
	NFC Mode (Int Value)

	LSNM
	Last Successful NFC Mode (Int Value)

	ErrorCode: 
	Error Code


Appendix C 3. NfcTypeError


NfcTypeError XML Schema:
<?xml version="1.0" encoding="utf-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema">

  <xs:element name="DiagMonData">

    <xs:complexType>

      <xs:sequence>

        <xs:element name="NfcModeError">

          <xs:complexType mixed="true">


<xs:sequence>


   <xs:element name="NTE" type="xs:integer"/>

                <xs:element name="Date" type="xs:dateTime"/>

                <xs:element name="ErrorCode" type="xs:string"/>

              </xs:sequence>

          </xs:complexType>

        </xs:element>

      </xs:sequence>              

    </xs:complexType>

  </xs:element>

</xs:schema>
NFC DiagMon Data Description:

	Data
	Description

	Date: 
	Date and Time of failure

	NTE:
	NFC Type Error

	ErrorCode: 
	Error Code
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