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1 Reason for Change

Currently, the trap will only “fire” when the value achieves a certain value (becomes active). It would make more sense to have a trap that could “fire” when a value is achieved (becomes active) and then fire again when that value achieves a second threshold (becomes inactive). The first trigger would be the “ON” trigger, and would use the current trap alert sub-tree. The second trigger would be the “OFF” trigger and would use a new trap alert sub-tree.

For example, if you are monitoring received power, you could set up a trap to trigger when the power goes below a certain strength (and start recording received power and location). When the received power goes above a certain strength, then the trap would trigger again (and might send an alert to the DM Server). 
R01: Updated diagram, added optional Trigger nodes. 
R02: Adds new Alert type, changes “Int” to “int”, and “One” to “ZeroOrOne”.
2 Impact on Backward Compatibility

The new triggering mechanism would be optional, with no other changes to the older framework.
3 Impact on Other Specifications

This change to the Trap MO would allow a single trap to deal with a specific function, rather than having to implement two almost identical traps.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 5.2, Registrations
If the Device supports a Trap, it means the Device is capable of monitoring the event and send Notifications whenever it detects the event. If the Management Authority wants to use the capability, it has to register for it. The Trap will have two events being monitored – when the Trap becomes active and when the Trap becomes inactive. 
There are two types of Registration depending on the direction in which the Notification is bound, outward and inward. The first type, outward Registration is used when the Management Authority wants to receive the Notification as soon as the Traps are generated; whereas, the second type, inward Registration allows that Traps can be transferred to some other functional components on the same Device so as to trigger a certain operation in the destination. Note that the default triggering is when the Trap becomes active. It is possible to set the Trigger node to allow the Notification to take place when the Trap becomes Inactive as well. There are three possibilities for triggering: Active (default), Inactive and Both.
For outward Registration, the server MUST register with a server identifier or it MUST be failed with status 403 Forbidden. The OMA Trap Framework supports multiple Trap recipients. Therefore, it MUST be possible that more than one server can register on one Trap at the same time with the maximum allowed number being limited by the vendors based on the Occurrence framework property of the Trap node [OMA-DM]. In this case, the order in which the Device sends the Notifications for each server should be decided at the discretion of the vendors.

Inward Registration involves relatively more complex procedure compared to outward one. This is mainly due to the fact that security mechanisms in [OMA-DM] are not applicable in addressing the security issues pointed out in section 5.4. 

Change 2:  Section 5.3, Notifications
5.3  Notifications

When the Trap occurs, the Device MUST send Notifications as practical to all the registered recipients, subject to the Trigger settings (Active, Inactive or Both). Corresponding to the Registration type, there are two types of Notification - outward and inward. 

5.3.1  Outward Notifications

The outward Notifications MUST be transmitted to the servers as a part of DM session using the Generic Alert mechanism [OMA-DM]. On top of that, additional restrictions on the contents and the usage of the elements in the Generic Alert message are specified for the Notification as follows.

· Usage of Meta, Type: When the trap becomes active, this element MUST be specified and the content of this element MUST specify the Trap alert type string, “urn:oma:mo:diagmon:1.0:TrapNotification”, which implies that this Generic Alert message contains the Active Trap Notification. When the trap becomes inactive, this element MUST be specified and the content of this element MUST specify the Trap alert type string, “urn:oma:mo:diagmon:1.0:TrapInactiveNotification”, which implies that this Generic Alert message contains the Inactive Trap Notification.
· Usage of Meta, Format: This element MUST be specified and the content of this element MUST specify the format of the Data element, i.e. “chr”.

· Usage of Source, LocURI: This element MUST be specified and the content of this element MUST specify the URI of the placeholder node for the Trap Source.

· Usage of Data (inside Item): This element MUST be specified and the content of this element MUST specify the Trap identifier. 

· Usage of Other Fields: Correlator MUST NOT be used, and the use of the Mark elements is vendor specific. 

Change 3:  Section 6.1, The TrapMO

In particular, a TrapMO is used to report the occurrence of an event of interest. A Trap is associated with a trap identifier and a server identifier.  It also defines a collection method and a reference node to refer to other management objects or URI, which may be associated with additional activities, e.g. DiagMonMO.
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Figure 1: Diagnostics and Monitoring Trap Management Object
Change 4:  Section 6.2, Management Object Properties
This Section describes the properties for Trap Management Object.

	<x>



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node groups together the parameters of the DiagMon Trap MO. The ancestor elements of this node define the position in the DM tree of this MO. 

The type of this node MUST be the Trap Management Object ID “urn:oma:mo:oma-diagmontrap:1.0”


	<x>/TrapID



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The TrapId leaf is used to define a unique identifier that identifies a Trap MO.  The value of the leaf object MUST be a unique registered identifier.

Values

Leaf values are in URN format [RFC3986] (OMNA May be used to register the URN).




	<x>/Enabled



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bool
	Get, Replace
	

	
	The Enabled node is used to indicate if the Trap is enabled (’true’) or disabled (‘false’).  If the Trap is disabled, no action related to the Trap is performed.

Values

true

false




	<x>/ToRef



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is a placeholder for all recipient reference.


	<x>/ToRef/TargetServer 

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node is a placeholder for specifying targeted server as a trap recipient.


	<x>/ToRef/TargetServer/<x>

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get,
	

	
	This interior node is a placeholder for each registration for outward notification.




	<x>/ToRef/TargetServer/<x>/ServerID

	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Required
	One
	chr
	Get
	


This leaf node specifies the server identifier of the registered DM Server.

	<x>/ToRef/TargetServer/<x>/Trigger

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZerOrOne
	int
	Get
	

	
	This interior node indicates when to send notification to this particular server. If this node is missing, it has the same effect as Active. 
Values

0 (Active only)
1 (Inactive only)
2 (Both Active and Inactive)



	<x>/ToRef/TargetServer/<x>/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Optional
	ZeroOrOne
	node
	Get
	


This interior node is a placeholder for extension by vendors or standards organizations.

	<x>/ToRef/TargetURI

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node indicates the targeted internal executable node as a trap recipient.


	<x>/ToRef/TargetURI/<x>

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This interior node is a placeholder for each registration for inward notification.



	<x>/ToRef/TargetURI/<x>/URI

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace
	

	
	This leaf node specifies the device internal target URI reference which will be invoked by trap.


	<x>/ToRef/TargetURI/<x>/Trigger

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get
	

	
	This interior node indicates when to invoke the URI. If this node is missing, it has the same effect as Active.
Values

0 (Active only)
1 (Inactive only)
2 (Both Active and Inactive)



	<x>/ToRef/TargetURI/<x>/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Optional
	ZeroOrOne
	node
	Get
	


This interior node is a placeholder for extension by vendors or standards organizations.

	<x>/Ext


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is a placeholder for platform or vendor specific extensions.
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