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1 Reason for Change

In the current TS of TrapMO, there is one missing section regarding security considerations of TrapMO. This section is also mentioned in the TS, but there is no section body. Hence this CR aims to propose the baseline for this missing section, namely 5.4 Security Considerations.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  The new section, 5.4 Security Considerations
5.4 Security Considerations
There are two types of trap mechanisms, outward and inward. Although the details of each mechanism are different, they comprise two parts, registration and notification. This section describes security considerations related to these two parts according to outward and inward trap mechanisms. Security issues mentioned in this section should be well-addressed in each trap mechanism.
5.4.7 Outward Trap Mechanism

The outward trap mechanism is for monitoring trap events for which the DM Server registered. The trap events might cover a wide scope, and possibly include sensitive and privacy information such as configuration change, SMS/MMS usage, or location information. Hence trap events should be notified to an outside DM Server only if the DM Server is trusted, and the trust relationship between the DM Client and the DM Server could be guaranteed by DM Authentication [OMA-DM].
Another security issue related to the outward trap mechanism is the chance for being maliciously used for DoS or starvation attacks. This could happen if trap events are allowed to be notified to outside anonymous DM Servers. Suppose that an infected DM Server does register to plurality of End Devices for monitoring all trap events, and the trap events are reported to one DM Server. This is likely to cause the DM Server would suffer from network congestion and resource starvation. 
5.4.8 Inward Trap Mechanism
The inward trap mechanism allows a DM Server to trigger a certain operation in End Devices, and herein lies the potential security weakness. The DM security model [OMA-DM] prohibits unauthorized operations by checking the ACL (Access Control List) of the targeted node before executing DM Commands. In general, this DM security mechanism works well, and guarantees that only authorized DM Commands are executed on End Devices. This DM security mechanism, however, cannot address the inward trap security issues. This is because that the operation invoked by an inward trap isn’t run by the authority of the DM Server which actually registered it.
For example, suppose that a DMS (DM Server) tries to register for a trap event of a DMC (DM Client), and the internal target URI is URI1. For this, the DMS sends a DM Command, mostly an Add command, which creates a sub tree under TargetURI. The Add command is permitted only if the DMS has an Add ACL, and this is guaranteed by the DM security model. Later, when the trap event occurs, the trap event is internally transferred to the URI1 so as to execute a certain operation on the DMC. For securing operations, it should be examined whether the DMS has the authorities to execute such an operation. However, this is not ensured by the DM security mechanism because the DMS is not recognized as the executer, rather the Trap Enabler or the functional component which received the trap event actually executes the operation. In this example, a DM Server can execute an operation without execution authorities, but only with registration authorities.
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