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1 Reason for Change


This CR aims to propose a new section, Security Considerations for TrapMO.
R01: incorporating Amir’s comments
R02: removing the second part, security consideration for inward trap mechanism
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  The new section, Security Considerations
7. Security Considerations (Informative)
This section describes security considerations related to outward trap mechanisms.
7.7 Outward Trap Mechanism

The outward trap mechanism is intended for sending trap events to a DM Server. The trap events might cover a wide scope, and possibly include sensitive and privacy information such as configuration change, SMS/MMS usage, or location information. Hence trap events should be sent to an outside DM Server only if that DM Server is trusted, and the trust relationship between the DM Client and the DM Server could be guaranteed by DM Authentication [OMA-DM].
Another security issue related to the outward trap mechanism is the risk for being maliciously used for DoS or starvation attacks. This could happen if trap events are allowed to be sent to any DM Servers. Suppose that an infected DM Server does register to plurality of End Devices for monitoring all trap events, and the trap events are to be sent to another DM Server which is the attack target. This is likely to cause the target DM Server to suffer from network congestion and resource starvation. 
7.8 
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