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1 Reason for Change

The inward trap mechanism is vulnerable for executing unauthorized operations on End Devices, as explained in OMA-DM-Diag-2011-0003-CR_Baseline_for_Security_Considerations_of_TrapMO. This CR aims to enhance the security for inward trap mechanism by adding a node RegisterServerID. The purpose of this node is to check the execution authorities of the DM Server right before inward trap notification. With this, the TrapMO Client can reflect the dynamic changes of ACL for deciding whether the DM Server has the authorities for execution.
R01: incorporating Amir’s comments
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Add RegisterServerID for inward trap mechanism
	<x>/ToRef/TargetURI/<x>/RegisterServerID

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, No Replace
	

	
	This leaf node specifies the server identifier which registered this inward trap, and this value MUST be set only by the TrapMO Client at the time of creating the TargetURI/<x> sub-tree. The TrapMO Client MUST check whether the DM Server identified by this RegisterServerID has the required ACL for executing the operation prior to performing the inward trap notification. In other words, the DM Server MUST have Exec ACL for the executable node pointed by the value of the sibling leaf node URI.
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