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1 Reason for Change

This CR aims to give a separate section regarding Secure Inward Notification. This CR is also based on the discussion at Sorrento F2F. Shortly summarizing, the basic approaches are as follows.
· TrapMO Client saves the ServerID for each inward trap registration
· Before notifying a trap event, TrapMO Client checks whether the DM Server has ‘Exec’ ACL on the node pointed ToRef/TargetURI/<x>/URI
· In case of that DM Server doesn’t have ‘Exec’ ACL, the TrapMO Client unregisters the inward trap, and sends a Generic Alert notifying the unregistration.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Adding a sub section, Secure Inward Notification as 5.3.3
5.3.3 Secure Inward Notifications

For secure trap operations, the Device should verify that the DM Server has proper authorizations for the inward Registration and the Notification as described below.
· Registration: the DM Server MUST have Exec ACL on the executable node pointed by ToRef/TargetURI/<x>/URI. This MUST be verified in addition to the basic ACL rules (i.e. Add ACL in case of adding a node). If the DM Server doesn’t have Exec ACL, it MUST be failed with TrapMO Result Code 1400 (Registration Failed due to insufficient authorizations).
· Notification: The inward trap event MUST be notified only when the DM Server registered the inward trap has Exec ACL on the executable node pointed by ToRef/TargetURI/<x>/URI. Verifying whether to have the Exec ACL is up to implementation, but it MUST be considered that the ACL can be dynamically changed. For example, the Device can check Exec ACL right before notifying the trap event, or can trigger a check process upon the every changes of Exec ACL.
 If a DM Server is identified that it doesn’t have sufficient authorizations, the corresponding inward trap MUST be unregistered in a practical manner. A Generic Alert MAY be sent to the DM Server for notifying the unregistration as described in section 8.1.
Change 2:  Adding a section, Behavior associated with the Management Object
8. Behavior associated with the Management Object

8.1 Notifying the Unregistration Using the Generic Alert
As explained in section 5.3.3, the Device MAY send a Generic Alert to the relevant DM Server for notifying the unregstration of inward trap. The Generic Alert includes the following data.
· <Meta>/<Type>: Contains the media type of the alert content. The value MUST be the alert type identifier ‘urn:oma:at:diagmontrap:1.0:TrapUnregistered’.
· <Meta>/<Format>: Contains the format of the alert content. The value MUST be ‘int’.
· <Source>/<LocURI>: Contains the target URI reference which was invoked by trap. The value MUST be the address of ToRef/TargetURI/<x>/URI.
· <Item>/<Data>: Used to report status of the operation. The appropriate TrapMO Result Code defined in section 8.2 MUST be included.
The following is an example of the Generic Alert, TrapUnregistered.
<Alert>
   <CmdID>2</CmdID>
   <Data>1226</Data>
<!-- Generic Alert -->
   <Item>
      <Source><LocURI>./trap/BatteryTrap/ToRef/TargetURI/uri1/URI</LocURI></Source>
      <Meta>
         <Type xmlns=’syncml:metinf’>
           urn:oma:at:diagmontrap:1.0:TrapUnregistered
         </Type>
         <Format xmlns=’syncml:metinf’>int</Format>
      </Meta>
      <Data>1401</Data>
   </Item>
</Alert>
8.2 TrapMO Result Code
The Result Code MUST be sent as an integer value in Item/Data element of the Generic Alert [DMPRO]. The Result Code MUST be one of the values defined below:
	Result Code
	Result Message
	Informative Description of Status Code Usage

	1400
	Registration Failed due to insufficient authorizations
	A trap Registration fails because it doesn’t have enough rights.

	1401
	Unregistered due to insufficient authorizations
	The Notification fails, and the relevant inward trap is unregistered.
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