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1 Reason for Change

The DiagMonMOFramework has the node named ‘DiagDataURL’, which holds the URL to deliver the Diagnostic and Monitoring data. But there are not any specification how to deliver the data from the Client.

This CR proposed to add the standardized way to do it.

R01: Editorial cleanups. Modify the result code 1400. DiagDataURL is recommended to start with “https:”. Add supporters.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM-WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  Add reference for RFC2388
2.1 Normative References

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2, 
URL: http://www.openmobilealliance.org/

	[DMREPRO]
	“OMA Device Management Representation Protocol, Version 1.2”. Open Mobile Alliance™.OMA-TS-DM_Protocol-V1_2. 
URL: http://www.openmobilealliance.org 

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance™.OMA-TS-DM_TNDS-V1_2. 
URL: http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL: http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,                              URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC2388]
	“Returning Values from Forms:  multipart/form-data”, L. Masinter,  August 1998,
URL: http://www.ietf.org/rfc/rfc2388.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005,                                                                                                                                               URL: http://www.ietf.org/rfc/rfc4234.txt 


Change 2:  Add new subsection of “6.2 Result Reporting”
6.2.3 Posting data to DiagDataURL

The Client MAY support posting the Diagnostic and Monitoring data to the URL specified by ‘DiagMonConfig/DiagDataURL’. If the Client supports this feature, the node ‘Operations/Upload’ MUST be present.

If the Server wishes to request the Client to post the data, the Server MUST issue ‘Exec’ command on ‘Operations/Upload’ explicitly. When the ‘Operations/Upload’ is executed, the Client MUST send the Diagnostic and Monitoring data over HTTP or HTTPS in form of ‘multipart/form-data’ as defined in [RFC2388].

This multipart ‘multipart/form-data’ MUST contain the content of the leaf nodes under the ‘<x>/DiagMonData’ node, and MUST have both ‘Content-Type’ and ‘Content-Disposition’ headers. The Content-Type header MUST be specified the MIME type of the node contents, and the Content-Disposition header MUST contain the parameter ‘name’ with the relative path name from the ‘<x>/DiagMonData’. The ‘name’ parameter values MUST be URL escaped as defined in [RFC3986]. For example, the sending leaf node was ‘DiagMonData/xxx/yyy’, the name parameter MUST  be formatted as ‘xxx%2Fyyy’.

The multipart/form-data also MUST contain the part named ‘devid’ which contains the URI string to identify the sender device.

The multipart/form-data MAY contain other data, which is not part of DiagMonData sub-tree, but its ‘name’ parameter string in Content-Disposition header MUST not conflict with any other name of the ‘DiagMonData’ sub-tree nodes.

Change 3:  Figure for framework MO

5.3 Figure of the Management Object
(Informative)

[image: image2.jpg]eScription?

Teat Node

| Diagionconziar }-{(Contigrams G sl oi ]

Required Noae

Defburation?

DefiiEmary?

DiagHonbaca





Figure 1: Diagnostics and Monitoring Management Object

Change 4:  Additional nodes on Framework MO

5.4 Diagnostics and Monitoring Management Object Parameters

This section describes the properties for DiagMonMO.

	<x>



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get 
	

	
	This interior node groups together the parameters of the DiagMon MO. The ancestor elements of this node define the position in the DM tree of this MO.


	<x>/ServerID

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get
	

	
	The ServerID leaf node is used to identify the DiagMon server where the alert and collected Diagnostics and Monitoring data SHALL be sent if the node is present.

Values

Leaf values are in URI format [RFC3986]



	<x>/Description



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get
	

	
	This optional leaf node provides a description of the Diagnostics and Monitoring function.


	<x>/DiagMonConfig



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is a placeholder for the configuration information associated with the invocation and reporting of the DiagMon Function.


	<x>/DiagMonConfig/ConfigParms



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is a placeholder for any extensions to the configuration information associated with the invocation and reporting of the DiagMon Function.


	<x>/DiagMonConfig/DiagDataURL



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get
	

	
	This leaf node contains the HTTP or HTTPS URL [RFC3986] of an alternate data server that the client MAY use to deliver the Diagnostics and Monitoring data. This URL SHOULD be used when uploading the DiagMonData by performing an Exec command on ‘Operations/Upload’ node. 


	<x>/DiagMonConfig/DefDuration



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get
	

	
	This node specifies the time-limit threshold for running of the Diagnostics and Monitoring functions.  When the time-limit threshold is exceeded the DiagMon Client MUST stop the Diagnostics and Monitoring function. This time is expressed in seconds, presented as a 32bit unsigned non-negative integer.


	<x>/DiagMonConfig/DefMemory



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get
	

	
	This optional node specifies the Diagnostics and Monitoring memory-size-limit threshold for running the Diagnostics and Monitoring function. When the memory-size-limit is exceeded, the DiagMon Client MUST stop the Diagnostics and Monitoring function. The amount of memory is expressed in bytes, presented as a 32bit unsigned non-negative integer.


	<x>/DiagMonConfig/ReportCondition



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node acts as a placeholder to contain different reporting conditions which indicates when Diagnostics and Monitoring data is reported back to the Diagnostics and Monitoring System via Generic Alert and subsequent Get commands mechanism.


	<x>/DiagMonConfig/ReportCondition/Frequency



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get
	

	
	This leaf node contains an integer value indicating the frequency at which alert about Diagnostics and Monitoring data is reported back to the Diagnostics and Monitoring System.  The Diagnostics and Monitoring System MAY use Get command on the ‘DiagMonData’ node to retrieve diagnostics data.

Note:  Each diagnostic function will define what the set of diagnostic data is to be collected.
Values
Description
0

The Device SHOULD NOT send generic alert to Diagnostics and Monitoring System when the set of diagnostics data has been completely collected. 
1

The Device MUST send generic alert as soon as practical to Diagnostics and Monitoring System when the set of diagnostics data has been completely collected.
any other value greater than 1

The Device MUST send generic alert as soon as practical to Diagnostics and Monitoring System after the nth set of diagnostics data has been completely collected.



	<x>/DiagMonConfig/ReportCondition/ServerAcceptAlertData


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	bool
	Get
	

	
	If the value of this node is set to true, the client MAY include DiagMon Data in Generic Alert Package. If the value is set to false or the node is not present, the client MUST NOT include DiagMon Data in Generic Alert message.


	<x>/DiagMonConfig/ReportCondition/Ext



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node allows for the extensions on report configurations.


	<x>/DiagMonData



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node is a placeholder for the data associated with the DiagMon Function. Sub-nodes of this node identify the collected Diagnostics and Monitoring data and are DiagMon Function specific. Therefore the tree structure under this node is outside the scope of this specification. Depending upon the nature of the DiagMon Function, sub-nodes may either be always present, or created dynamically. For DiagMon Functions that generate data at run-time, Devices MUST support adding of leaf nodes under this node.


	<x>/Operations



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This node is a placeholder for operations that can be executed to start or stop Diagnostics and Monitoring function.


	<x>/Operations/Start



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an ‘Exec’ command to start the Diagnostics and Monitoring function resident on the device. This node is required and MUST be present if the Operations node is supported.


	<x>/Operations/Stop



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	null
	Exec
	

	
	This leaf node is the target of an ‘Exec’ command to stop the Diagnostics and Monitoring function resident on the device. This node is required if the Operations node is supported.


	<x>/Operations/Upload


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	null
	Get, Exec
	

	
	This leaf node is the target of an ‘Exec’ command to upload the data associated with the DiagMon Function. If this node exists, <x>/DiagMonConfig/DiagDataURL MUST exist and SHOULD contain valid URL. If the upload operation fails, the result code ‘1400 (Operation Failed)’ MUST be returned. 


	<x>/Status



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	chr
	Get
	

	
	This leaf node specifies the operational state of the Diagnostics and Monitoring function. The value of this node MUST be one of the following , although all values might not be applicable to a specific diagnostic function:
State

Meaning

Stopped

The Diagnostics and Monitoring function is stopped.

Running

The Diagnostics and Monitoring function is running, following explicit invocation.
Continuous

The Diagnostics and Monitoring function is a continuously available function that is always running.  Running and Stopped states are not applicable.




	<x>/Ext



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is a placeholder for platform or vendor specific extensions.


Change 5:  Modify the definition of  Result Code 1400
6.4 Result Codes

The Result Code of the DiagMon operation MUST be sent as an integer value in Item/Data element of the Generic Alert [DMPRO] message or in response to an Exec command. The Result Code MUST be one of the values defined below:

	Code
	Meaning
	Usage

	1200
	Successful
	Successful - The Request has Succeeded

	1201
	Successful – Data Available
	Successful – DiagMon Data is available

	1240-1249
	Successful – Vendor Specified
	Successful Operation with Vendor Specified Result Code. Note: this extension applies to DiagMon framework.

	1250-1259
	Successful - DiagMon Framework Future Releases Specified
	Successful Operation. 

Note: this extension is for future DiagMon framework releases.

	1260-1299
	Successful - DiagMon Function Specified
	Successful Operation.
Note: this extension is for DiagMon Function Specified Result Code.

	1400
	Operation Failed
	Operation failed to start or stop Diagnostics and Monitoring function , or to upload the DiagMonData to the alternate data server which is specified by DiagDataURL.

	1401
	Not authorized
	The server is not authorized to conduct this operation.

	1402
	Not Implemented
	The device does not support the requested operation.

	1403
	Out of memory
	The operation failed due to insufficient memory in the device to execute the Diagnostics and Monitoring function

	1404
	Storage is Full
	The operation failed due to insufficient storage in the device to store events or data for Diagnostics and Monitoring function.

	1440-1449
	Operation Failed – Vendor Specified
	Operation Failure with Vendor Specified Result Code.
Note: this extension applies to DiagMon framework.

	1450-1459
	Operation Failed – DiagMon Framework Future Releases Specified
	Operation Failure.

Note: this extension is for future DiagMon framework releases.

	1460-1499
	Operation Failed – DiagMon Function Specified
	Operation Failure.
Note: this extension is for DiagMon Function Specified Result Code.


Table 1 - DiagMon Result Codes
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