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1 Reason for Change

The present CR aims to fix inconsistency that raised in DiagMon Trap Event Logging Function due to application of OMA-DM-Diag-2012-0070R01-CR_CONR_Trap_Event_Log, OMA-DM-Diag-2012-0067R02-CR_Functions_optional_nodes_consistency_B027 and OMA-DM-Diag-2012-0071R01-CR_Trap_Event_Log_Format.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review this CR and agree on its content.
6 Detailed Change Proposal

7.1.1 Trap Event Logging Function
7.1.1.1 Introduction
If the device exposes trap event functionality to the DiagMon Client, then the DiagMon Client SHOULD support this function. The DiagMon Server MUST support this function.

This function is used for logging trap event in the device. The Trap mechanism specified in [DiagMonTrapMO] is to notify the specific events to the DiagMon Server (outward notification) or to the functional component such as an MO (inward notification). Besides notifying the trap events, there are cases that logging trap events might be desirable. The trap event logging can be used for the batch retrieval of the trap event records to analyse the overall trap processing. The Trap Event Logging Function will provide a standard method to selectively collect trap  events, of single or multiple types, and then to retrieve the log at the time of interest and/or convenience depending on the characteristics of management tasks. Note that this function doesn’t change the Trap mechanism specified in the [DiagMonTrapMO], and this function just enables the recording of the trap events
.

The Trap Event Logging Function collects the specified trap events and stores them in the log, which is separately managed by each instance of the function and can be retrieved by the management system through Get command (note that it is not prevented to use periodic report functions described in the DiagMon framework for automated reporting). 

Through the Trap Event Logging Function Management Objects described in the next section, the DiagMon Server can specify one or more trap events to be collected, possibly together with other information related to the events generated, and the way they are stored. In addition, it also allows the DiagMon Server to remotely control the execution status of the function.
7.1.1.2 Non-applicable nodes from DiagMon MO definition

	The following nodes SHOULD NOT be used for this function

	<x>/DiagMonConfig/ReportCondition


7.1.1.3 Function Description
Figure below is graphical representation of the Trap Event Logging Function MO.
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Figure 4 - Trap Event Logging Function
	…/<x>



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get 
	

	
	This interior node is a placeholder for the Trap Event MO.  Identifier for the Trap Event MO MUST be: “urn:oma:mo:oma-diag:trapeventlogging:1.1”.


	<x>/Description



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get 
	

	
	See [DiagMonTS] for description of this node.


	<x>/ServerID



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get 
	

	
	See [DiagMonTS] for description of this node.


	<x>/DiagMonConfig



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get 
	

	
	See [DiagMonTS] for description of this node.


	<x>/DiagMonConfig/ConfigParms



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get 
	

	
	See [DiagMonTS] for description of this node.


	<x>/DiagMonConfig/ConfigParms/TrapEvents



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get 
	

	
	This interior node is a placeholder for the configuration nodes that are used to specify the events (one or more) to be collected and other information needed for collecting those events. For those specified by these nodes, the Trap Event Logging Function SHALL collect and store events into the log as they occur.  


	<x>/DiagMonConfig/ConfigParms/TrapEvents/<x>



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get 
	

	
	This interior node is a placeholder for those nodes to specify each event to be collected and other information needed for collecting those trap events.


	<x>/DiagMonConfig/ConfigParms/TrapEvents/<x>/Ref



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get 
	

	
	This node specifies the Trap Identifier or vendor specified equivalent to indicate the trap event that is required to be logged.


	<x>/DiagMonConfig/ConfigParms/TrapEvents/<x>/Ext



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get 
	

	
	This interior node is for vendor specific extension in terms of specifying and collecting trap events.


	<x>/DiagMonConfig/ConfigParms/Type



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get 
	

	
	This node specifies the type of logging buffer. The Trap Event Logging Function SHALL reserve some buffer in memory to store the collected trap events, but the size of the buffer is determined by the vendor. It is also up to the vendor to decide which types of buffer to support. In this specification, there are two different types of buffer specified: linear and circular, and hence the content of this node can be “linear” or “circular” (value is case-insensitive).


	<x>/DiagMonConfig/ConfigParms/Info



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get 
	

	
	This interior node is a placeholder for configuration nodes to specify the elements of information to be collected together with the associated trap events. 


	<x>/DiagMonConfig/ConfigParms/Info/TS



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	bool
	Get 
	

	
	This optional node specifies whether the time stamp is to be recorded as the associated trap event is collected. If the content of this node is “true”, then the time stamp MUST be recorded. Otherwise, or if the node is not present, time stamp is not recorded.


	<x>/DiagMonConfig/ConfigParms/Info/Related



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get 
	

	
	This node specifies other associated information to be collected together with the event. 


	<x>/DiagMonConfig/DiagDataURL



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get
	

	
	See [DiagMonTS] for description of this node.


	<x>/DiagMonConfig/DefDuration



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get 
	

	
	See [DiagMonTS] for description of this node.


	<x>/DiagMonConfig/DefMemory



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get 
	

	
	See [DiagMonTS] for description of this node.


	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	


	
	
	
	
	
	

	
	
	
	
	
	

	
	


	<x>/DiagMonData


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get 
	

	
	See [DiagMonTS] for description of this node.


	<x>/DiagMonData/Log


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	xml
	Get 
	

	
	This node stores the log of trap events encapsulated in XML format. The value of this node MUST conform to the format specified in the section 5.2.1.4.


	<x>/Operations



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	See [DiagMonTS] for description of this node.


	<x>/Operations/Start



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	See [DiagMonTS] for description of this node.


	<x>/Operations/Stop



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	See [DiagMonTS] for description of this node.


	<x>/Operations/Upload


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	null
	Exec 
	

	
	See [DiagMonTS] for description of this node.


	<x>/Status



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	See [DiagMonTS] for description of this node.


	<x>/Ext



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	See [DiagMonTS] for description of this node.


7.1.1.4 Trap Event Log Content and Format
When a trap event occurs, the event information is notified to the registered recipients as specified in the [DiagMonTrapMO]. Basically, the record of the trap event log contains the same contents delivered in this notification, and it contains the following information:

· Type: This element MUST be specified, and the content of this element MUST be ‘true’ for the active trap and ‘false’ for the inactive trap.
· Source: This element MUST be specified and the content of this element MUST specify the URI of the root node for the Trap MO.
· Recipient: This element MUST be specified in case that there are any recipients for the Trap. This element specifies one recipient of the Trap, and multiple elements MUST be specified as many as the recipients that the Trap has. The content of this element MUST contain the value of either the ToRef/TargetServer/<x>/ServerID node or ToRef/TargetURI/<x>/URI node. 
· MOID: This element MUST be specified and the content of this element MUST specify the value of the MOID of the Trap MO.
· Timestamp: This element MUST be specified if the DiagMonConfig/ConfigParms/Info/TS node indicates to record the timestamp. The content of this element MUST follow the [YYYYMMDD]T[hhmmss]Z format, as defined by [ISO8601].
The content of the DiagMonData/Log node MUST conform to the XML schema defined in the C.4, and here is an illustrative example for the content of the DiagMonData/Log node storing two trap event records:

	<TrapEventLog>

<TrapEvent>

<Type>true</Type>

<Source>./trap/qostrap</Source>

<MOID>urn:oma:mo:oma-diagmontrap:qos:1.0</MOID>

<Recipient>DMServerID1</Recipient>

<Recipient>DMServerID2</Recipient>

<Recipient>DMServerID3</Recipient>
</TrapEvent>

<TrapEvent>

<Type>true</Type>

<Source>./trap/hardreboottrap</Source>

<MOID>urn:oma:mo:oma-diagmontrap:hard-reboot:1.0</MOID>

<Timestamp>20121221T235959Z</Timestamp><Recipient>DMServerID1</Recipient>

<Recipient>./builtindevicetest/Operations/Start</Recipient>
</TrapEvent>

</TrapEventLog>
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