OMA-ER-DiagMon-V1_2-20121009-C
Page 6  V(14)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Enabler Release of DiagMon Management Object

	Candidate Version 1.2 – 09 Oct 2012

	Open Mobile Alliance

	OMA-ER-DiagMon-V1_2-20121009-C

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2012 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

41.
Scope

2.
References
5
2.1
Normative References
5
2.2
Informative References
5
3.
Terminology and Conventions
6
3.1
Conventions
6
3.2
Definitions
6
3.3
Abbreviations
6
4.
Introduction
7
4.1
MOID Registration (Normative)
7
4.2
Version 1.0
7
4.3
Version 1.1
7
4.4
Version 1.2
7
5.
Requirements (Normative)
8
5.1
High-Level Functional Requirements
8
5.2
Reporting Requirements
9
5.3
Event Trapping Requirements
9
5.4
Usability
9
5.5
Privacy
10
5.6
Overall System Requirements
10
6.
Architectural Model
11
6.1
Dependencies
11
6.2
Architectural Diagram
11
6.3
Functional Components and Interfaces/reference points definition
12
6.3.1
Functional Components
12
6.3.2
Interfaces
12
Appendix A.
Change History (Informative)
14
A.1
Approved Version History
14
A.2
Draft/Candidate Version 1.2 History
14


1. Scope
The DiagMon v12 Enabler updates Diagnostic and Monitoring v1.1 functions [DiagMon1_1] and adds new Diagnostics and Monitoring Functions. It enables the framework as defined in [DiagMon1_0] and difines new Traps.

This specification defines the requirements and architecture of the DiagMon v1.2 Enabler.
2. References
2.1 Normative References

	[DM1_3]
	“OMA Device Management Enabler Release Definition”, Version 1.3,  Open Mobile Alliance, OMA-ERELD-DM_V1_3,                                                                                      URL:http://www.openmobilealliance.org/ 

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance™, OMA-TS-DM_TND-V1_3.                                                                                              URL:http://www.openmobilealliance.org/ 

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[DiagMon1_0]
	“OMA DiagMon Management Object Enabler Release Definition”, Version 1.0,  Open Mobile Alliance, OMA-ERELD-DiagMon_V1_0,                                                                URL:http://www.openmobilealliance.org/ 

	[DiagMon1_1]
	“OMA DiagMon Management Object Enabler Release Definition”, Version 1.1,  Open Mobile Alliance, OMA-ERELD-DiagMon_V1_1,                                                               URL:http://www.openmobilealliance.org/ 

	[DM1_2]
	“OMA Device Management Enabler Release Definition”, Version 1.2,  Open Mobile Alliance, OMA-ERELD-DM_V1_2,                                                                                          URL:http://www.openmobilealliance.org/ 

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.9, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_9,                                                                   URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
Kindly consult [OMADICT] for all definitions used in this document.
	
	

	
	


3.3 Abbreviations
Kindly consult [OMADICT] for all abbreviations used in this document.
	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


4. Introduction

This section is mostly informative apart for section 4.1.

In order to provide advanced customer care services, the DiagMon v1.2 enabler provides an interface between the Management Authority and Devices – based on OMA DM.

4.1 MOID Registration (Normative)
Open Mobile Naming Authority (OMNA) maintains a registry of Management Object Identifiers (MOIDs) for standardized DiagMon functions and Traps.  This registry can be found at the following URL:

http://www.openmobilealliance.org/tech/omna
MOIDs following this specification SHALL be in a form of “urn:oma:mo:<subsystem>:<function>:<version>”.

MOID for a DiagMon function which is defined by OMA MUST be an URN prefixed with “urn:oma:mo:oma-diag:”.

MOID for a Trap which is defined by OMA MUST be an URN prefixed with “urn:oma:mo:oma-diagmontrap:”.
The OMNA DiagMon Registry is open to OMA Working Groups, external Standards Developing Organizations (SDOs) and vendors.  The registration process binds a DiagMon Function or Trap to a globally unique MOID.

4.2 Version 1.0

Version 1.0 of the DiagMon enabler provides a basic framework for the purposes of obtaining diagnostics and monitoring information in a predictable and industry-wide manner.

4.3 Version 1.1

Version 1.1 of the DiagMon enabler provides a set of functions that provide handset diagnostic information in a predictable and industry-wide manner.

4.4 Version 1.2

Version 1.2 of the DiagMon enabler continue the work of DiagMon v1.1 by updating some of the functions, and adding some new functions, define traps and enhancing the framework.

5. Requirements
(Normative)
Diagnotics and Monitoring (DiagMon) enabler version 1.2 is a continuation of the work in DiagMon enabler version 1.1 and version 1.0. The requirements in this chapter include requirements from DiagMon version 1.2 and from previous releases. 

5.1 High-Level Functional Requirements
	Label
	Description
	Enabler Release

	DIAG-GEN-1
	The DiagMon enabler SHALL support the functions from DiagMon v1.1 as per their stated support requirements.
	DiagMon v1.1

	DIAG-GEN-2
	The DiagMon enabler SHALL support a mechanism to report voice call metrics.

(e.g.: Call detail records, dropped call trap/metrics,etc.)
	DiagMon v1.2

	DIAG-GEN-3
	The DiagMon enabler SHALL support a mechanism to report the result of built-in device tests.
	DiagMon v1.2

	DIAG-GEN-4
	The DiagMon enabler SHALL support a mechanism to start and stop built-in device tests.
	DiagMon v1.2

	DIAG-GEN-5
	The DiagMon enabler SHALL support a mechanism to start and stop recording ‘trace log’, which records trace information with timestamp, such as user interaction, invocation of application, and any other useful information.
	DiagMon v1.2

	DIAG-GEN-6
	The DiagMon enabler SHALL support a mechanism to change the level of detail on logging records.
	DiagMon v1.2

	DIAG-GEN-7
	The DiagMon enabler SHALL support a mechanism to log specific events on the device.
	DiagMon v1.2

	DIAG-GEN-8
	The DiagMon enabler SHALL support a mechanism to report sensor related data.
	DiagMon v1.2

	DIAG-GEN-9
	The DiagMon enabler SHALL support a mechanism to report service related QoS metrics.
	DiagMon v1.2

	DIAG-GEN-10
	The DiagMon enabler SHALL support the mechanism to specify threshold levels for different DiagMon Functions.
	DiagMon v1.2

	DIAG-GEN-11
	The DiagMon enabler SHALL support the ability to issue traps when threshold levels are crossed for different DiagMon Functions.
	DiagMon v1.2

	DIAG-GEN-12
	The DiagMon enabler SHALL support the ability to issue traps when specified conditions are met for different DiagMon Functions.
	DiagMon v1.2

	DIAG-GEN-13
	Diagnostics and Monitoring information SHALL be collected from a device as defined by DM managed objects.
	DiagMon v1.0

	DIAG-GEN-14
	Network monitoring information SHALL be collected from a device as defined by DM managed objects.
	DiagMon v1.0

	DIAG-GEN-15
	The device SHALL provide a means to notify the Diagnostics and Monitoring management authority of faults.
	DiagMon v1.0

	DIAG-GEN-16
	A management authority SHALL have a means to query and set parameters for dynamic attributes of the device, e.g. battery level, available resources, via managed objects.
	DiagMon v1.0

	DIAG-GEN-17
	The DiagMon enabler MAY report Trap events to other DM components, such as DM Scheduling.
	DiagMon v1.0

	DIAG-GEN-18
	The device SHOULD provide a means to notify the Diagnostics and Monitoring management authority of firmware offline update, software offline installation, update and removal.
	DiagMon v1.0

	DIAG-GEN-19
	The DiagMon enabler SHALL support a mechanism that allows the Device to notify the Diagnostics and Monitoring Management Authority that an event has occurred, e.g. notify Diagnostics and Monitoring Management Authority.
	DiagMon v1.0

	DIAG-GEN-20
	The DiagMon enabler SHALL support a mechanism that provides an error-reporting capability.
	DiagMon v1.0

	DIAG-GEN-21
	The DiagMon enabler SHALL support a mechanism to protect diagnostic and monitoring data stored on the device by authenticating and authorising the Management Authority.
	DiagMon v1.0

	DIAG-GEN-22
	The DiagMon enabler SHOULD support a mechanism to report Device User Interface related information. 
	DiagMon v1.2

	DIAG-GEN-23
	The DiagMon enabler SHOULD support a mechanism to report data session metrics.
	DiagMon v1.2


5.2 Reporting Requirements
	Label
	Description
	Enabler Release

	DIAG-RPT-1
	The DiagMon enabler SHALL be able to limit the reporting of data to specified time periods.
	DiagMon v1.2

	DIAG-RPT-2
	The DiagMon enabler SHALL be able to limit the reporting of data to specified geographic locations.
	DiagMon v1.2


5.3 Event Trapping Requirements
	Label
	Description
	Enabler Release

	DIAG-TRAP-1
	The DiagMon enabler SHALL support a mechanism to trap the event of reaching full capacity on the logging data storage, and send alert to all registered recipients of that event.
	DiagMon v1.2

	DIAG-TRAP-2
	The DiagMon enabler SHALL be able to limit the reporting of data to specified geographic locations.
	DiagMon v1.2

	DIAG-TRAP-3
	The DiagMon enabler SHALL support a mechanism to trap the event of reaching a specific threshold of logging data storage, and send alert to all registered recipients of that event.
	DiagMon v1.2

	DIAG-TRAP-4
	The DiagMon enabler SHALL support a mechanism to report the current status and usage of logging data storage.
	DiagMon v1.2


5.4 Usability

	Label
	Description
	Enabler Release

	DIAG-USE-1
	The end user MAY initiate a self-care activity for diagnosing a problem for devices enabled with self-care capabilities.
	DiagMon v1.0

	DIAG-USE-2
	The end user MAY be made aware that a diagnostics or monitoring activity is commencing.
	DiagMon v1.0

	DIAG-USE-3
	Network monitoring data logging or reporting MAY be transparent to the end user.
	DiagMon v1.0

	DIAG-USE-4
	The end user MAY be informed that a session with a management authority is taking place prior to or after introducing client configuration changes.
	DiagMon v1.0

	DIAG-USE-5
	If there is an interruption in a diagnostics and monitoring operation, the operation SHALL be resumed at the next practical opportunity.
	DiagMon v1.0

	DIAG-USE-6
	The user SHOULD be asked for confirmation to proceed before diagnostic and monitoring tasks are implemented on the device.
	DiagMon v1.0

	DIAG-USE-7
	The DiagMon enabler SHALL allow Diagnostics and Monitoring operations on the device based on a single user confirmation   and/or single Diagnostics and Monitoring Management Authority confirmation.
	DiagMon v1.0


5.5 Privacy

	Label
	Description
	Enabler Release

	DIAG-PRIVACY-1
	All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.  
	DiagMon v1.0

	DIAG-PRIVACY-2
	All Diagnostics data communication between Device Management Servers MUST be confidentiality protected.
	DiagMon v1.0

	DIAG-PRIVACY-3
	The DiagMon enabler SHALL NOT hinder the User’s control over collection, use and distribution of their personal information
	DiagMon v1.0

	DIAG-PRIVACY-4
	The DiagMon enabler SHALL support a mechanism to inform the user about implications of installing diagnostic and monitoring MOs on the device.
	DiagMon v1.0


5.6 Overall System Requirements

	Label
	Description
	Enabler Release

	DIAG-SYS-1
	The Diagnostics and Monitoring System SHALL rely on features as described in DM v1.2 specifications or higher.
	DiagMon v1.2

	DIAG-SYS-2
	The Device SHALL be able to acknowledge the receipt and installation of DiagMon data downloaded from the Diagnostics and Monitoring System.
	DiagMon v1.0

	DIAG-SYS-3
	The Diagnostics and Monitoring System SHALL be capable of manipulating a Device’s Diagnostics and Monitoring Management Object.
	DiagMon v1.0

	DIAG-SYS-4
	The Diagnostics and Monitoring System SHALL be capable of querying Devices for information about Device properties, configuration, and capabilities.
	DiagMon v1.0

	DIAG-SYS-5
	In the event the device is resource constrained, it SHOULD be possible to prioritize events and actions associated with DM Diagnostics and Monitoring.
	DiagMon v1.0


6. Architectural Model

The architecture of DiagMon 1.2 is unchanged from the architecture of DiagMon 1.1 [DiagMon1_1]. 

6.1 Dependencies

DiagMon has normative dependency on DM v 1.3 [DM1_3] but it also works with DM v 1.2 [DM1_2] implementations and any future releases backward compatible with DM v 1.3 [DM1_3].
6.2 Architectural Diagram
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Figure 1: the Architectural Diagram using interfaces

6.3 Functional Components and Interfaces/reference points definition

6.3.1 Functional Components

6.3.1.1 DiagMon Client

The DiagMon client function is responsible for the Diagnostics and Monitoring activities.  The DiagMon client processes and consumes the Diagnostic and Monitoring component (e.g. commands, alerts, packages) delivered to the device by the OMA DM client.  

The DiagMon client also communicates a success or failure result to the DM client at the termination of the Diagnostics and Monitoring activity, for communication back to the DM server.

6.3.1.2 DM Client

The DM client makes it possible for the DM Server to manage the device using the DM protocol. For Diagnostics and Monitoring activities, the DM server and the DM client interact over the DIAG-1 interface as well.

6.3.1.3 Device Management System

The Device Management system for Diagnostics and Monitoring is comprised of a Device Management server, DiagMon server and potentially other external management systems.  The DM server component supports device discovery, determination of an appropriate Diagnostics and Monitoring component and its delivery to the device over various bearer technologies, represented by the DM-1 interface. It also receives a notification from the DM Client for success or failure of a diagnostics event or diagnostics or monitoring data, invoked over the DIAG-1 interface

6.3.1.4  DiagMon Data

The specific diagnostics and monitoring data and associated components are outside the scope of this enabler.  This includes such entities as call and data loggers, and other associated management objects such as Key Performance Indicators or Scheduling. The DiagMon Data may be sent via an alternate delivery protocol to a data server for e.g. processing.  However when necessary, the DiagMon alerts are sent over the DIAG-2 interface.

6.3.1.5  Alternate Delivery Client

The alternate delivery client component is an optional feature of the device that makes it possible to update a data server using the alternate delivery protocol. The interaction of the DiagMon agent with the Alternate Delivery Client is out of scope.

6.3.2 Interfaces

6.3.2.1 DIAG-1 Interface

The DIAG-1 interface is exposed by the DiagMon Client, which allows other components, such as DiagMon Server, to perform Diagnostics and Monitoring Operations.  Through this interface the DiagMon Server can enable and disable diagnostics and/or trap functions on the device. The DiagMon functions will be conveyed by DM messages via the underlying DM-1 interface. 

The interface DIAG-1 describes interactions between the Device Management System or server and the device (e.g. DM Client) in setting up the DM sessions, delivering diagnostics and monitoring packages, and communicating results for the DiagMon activities invoked.  

6.3.2.2 DIAG-2 Interface

The DIAG-2 interface is exposed by the DiagMon Server, which allows other components, such as DiagMon Client, to send DiagMon Alerts.  Through this interface the DiagMon Server can receive results for the DiagMon activities invoked on the device.  The DiagMon Alerts will be conveyed by DM messages through underlying DM-1 interface, or an alternate delivery mechanism.
6.3.2.3 DM-1 Interface

This interface describes the client-server protocol and is out of scope for the Diagnostics and Monitoring enabler as it is defined by DM v 1.3 enabler release [DM1_3].  However, the DM-1 interface is leveraged in Diagnostics and Monitoring activities.
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