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1. Scope

This document describes management object(s) employed in a diagnostics and monitoring activity that leverages the OMA DM protocol.  It provides standard DM management objects and associated client-side and server-side behaviour necessary to conduct diagnostics and monitoring activities on mobile devices.

Diagnostics and Monitoring management objects provide a mechanism for invoking diagnostics functions, activities related to traps, monitoring activities, collecting measurements, reporting diagnostics data, etc.   This document defines the technical solutions for Device Management Diagnostics and Monitoring functionality, which builds on OMA DM v1.2 specifications and makes use of the functionalities provided by OMA DM v1.2 specifications. 
2. References

2.1 Normative References

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2, URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[OMADM]
	OMA Device Management, Version 1.2. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt


2.2 Informative References

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2. 
URL:http://www.openmobilealliance.org

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
URL: http://www.ietf.org/rfc/rfc2616.txt


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Diagnostics and Monitoring Function
	Functions in a device that can be remotely invoked by a Diagnostics and Monitoring System, that, when invoked, executes a diagnostics related logic to return results

	Trap
	A mechanism employed by a management authority to enable the Device to capture and report events and other relevant information generated from various components of the Device, such as a protocol stack, device drivers, or applications.

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	
	


4. Introduction

The DiagMon functionality involves remote invocation of diagnostics functions and the retrieval of diagnostic related data from the device.  Such retrieval can be made in order to diagnose problems with a device, with applications on the device, with the network in which the device operates or with access to services provided by the network.  The DiagMon specifications are expected to address execution and retrieval of diagnostics data by providing one or more diagnostics management objects (MOs) that facilitate remote management.  This specification defines the DiagMon Trap Management Object.
5. The DiagMon Framework
The DiagMon framework provides for several different types of management objects, broadly categorized as:
· DiagMonMO
· TrapMO

The DiagMon MOs SHALL be invoked by a Diagnostics and Monitoring System with an Exec command and results SHOULD be provided asynchronously via a Generic Alert by the device.  In addition, any subsequent Get command on a DiagMon MO MAY return previously collected diagnostic data.

6. Trap MO

A trap is a well known concept employed in network management.  It is a mechanism employed by a management authority to enable the Device to capture and report events and other relevant information generated from various components of the Device, such as a protocol stack, device drivers, or applications.
The Trap MO framework defined in this specification will be used for specific Trap MOs to be defined and uniquely identified by a Trap ID.

6.1 The TrapMO
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In particular, a TrapMO is used to report the occurrence of an event of interest. A Trap is associated with a trap identifier and a server identifier.  It also defines a collection method and a reference node to refer to other management objects or URI, which may be associated with additional activitites, e.g. DiagMonMO.
Figure 2:  TrapMO

6.2 Management Object Properties

This Section describes the properties for Trap Management Object.

Node: /<x>

	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED
	OneOrMore
	Node
	Get


This interior node acts a placeholder for a Trap. The node Type property MUST correspond to the management object identifier “to be specified”. The manufacturer MUST pre-create permanent nodes for <x>. 
Node:  /<x>/TrapID

	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


The TrapId leaf is used to define a unique identifier that identifies a Trap MO.  The value of the leaf object MUST be a unique registered identifier.
	Values

	Reverse domain name as a baseline (OMNA can be used in future).


Node:  /<x>/Enabled
	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Bool
	Get, Replace


The Enabled node is used to indicate if the Trap is enabled (TRUE) or disabled (FALSE).  If the Trap is disabled, no action related to the Trap is performed.

	Values

	True

	False


Node:  /<x>/ToRef
	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This interior node is a placeholder for all recipient reference. 
Node:  /<x>/ToRef/TargetServer

	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Node
	Get


This interor node is a placeholder for specifying targetted server as a  trap recipient. 

Node:  /<x>/ToRef/TargetServer/<x>

	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED
	OneOrMore
	Chr
	Get, Replace


This leaf node specifies the DM server where a notification message for trap occurence woule be sent to.

	Values

	Leaf values are in textual format and equals one of the values defined as ./DMAcc/x/ServerID in section 5.3 of [DMSTDOBJ]


Node:  /<x>/ToRef/TargetURI

	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED 
	ZeroOrOne
	Node
	Get


This interor node is a placeholder for indicating targetted internal executable node as a trap recipient.
Node:  /<x>/ToRef/TargetURI/<x>

	Status
	Occurrence
	Format
	Min. Access Types

	REQUIRED
	OneOrMore
	Chr
	Get, Replace


This leaf node specifies the device internal target URI reference which will be invoked by trap.
6.3 Use of the Generic Alert
If “ToRef” node has a registered server-id as recipient then the device MUST send a notification to the DM server about the trap via a Generic Alert [DMPRO] message. The alert message includes the following data:

· An alert type – Used to identify the operation

· Mark – Define the importance level of generated trap.  Allowed levels are as specified in [DMPRO]. This field is OPTIONAL to send.

· The URI of the dynamic node of the Trap – used to identify the result. The URI is included in Item element within the Generic Alert.

· TrapID –The corresponding TrapID is sent in an Item/Data element within the Generic Alert.

6.2.1 Alert Type

Following alert type MUST be used in a Generic Alert [DMPRO] message originating from DiagMonTrap Management Object.

· Reversed-Domain-Name: org.openmobilealliance.diagmon.trap

6.2.2 The URI

The URI of the trap dynamic node MUST be sent as the value of the Item/Source/LocURI element in the Generic Alert [DMPRO] message.  This allows the DM Server to identify the origin of the alert.

6.2.3 TrapID
The TrapID of the trap dynamic node MUST be sent as the value of the Item/Data element in the Generic Alert [DMPRO] message.  
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for DiagMon Client

	Item
	Function
	Reference
	Status
	Requirement

	DiagF-C-001
	DM Client allows Diagnostics and Monitoring System to invoke diagnostic functions via  Trap MOs
	Section 5
	M
	

	DiagF-C-002
	Results are provided Asynchronously to Diagnostics and Monitoring System
	Section 5
	O
	

	DiagF-C-003
	Subsequent Get by server returns results available
	Section 5
	O
	

	DiagF-C-004
	Alert Type provides information on Trap MO
	Section 5
	M
	


B.2 SCR for DiagMon System
	Item
	Function
	Reference
	Status
	Requirement

	DiagF-S-001
	Diagnostics and Monitoring System can invoke diagnostic functions via  Trap MOs
	Section 5
	M
	

	DiagF-S-002
	Results are receives Asynchronously by Diagnostics and Monitoring System
	Section 5
	O
	

	DiagF-S-003
	Server can Get results from the Trap MO
	Section 5
	O
	

	DiagF-S-004
	Alert Type is received that provides information on the Trap MO
	Section 5
	M
	


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
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